
Maximum RPM
Max. RPM

Taking the Red Hat Package Manager to the
Limit

1.0 17-February-1997
First edition(Produced/printedby RedHat Software)

1.1 ??-???-1997
Revisedfor productionby SamsPublishing

1.2 29-February-2000
Translatedinto DocBook

Edition: 2



ISBN: 1-888172-78-9

First edition printed February, 1997

Sams first edition printed ???, 1999

Sams first edition reprinted ???, 1999

Red Hat, Inc.
2600 Meridian Parkway Durham , NC 27709 US 919-547-0012 919-547-0024 docs@redhat.com
13588 Research Triangle Park , NC 27713

Edward C. Baile y
Red Hat, Inc.

ed@redhat.com

© 2000 Red Hat, Inc.

Copyright © 2000 by Red Hat, Inc. This material may be distributed only subject to the terms and con-
ditions set forth in the Open Publication License, v1.0 or later (the latest version is presently available
at http://www.opencontent.org/openpub/).

Distribution of the work or derivative of the work in any standard (paper) book form is prohibited unless
prior permission is obtained from the copyright holder.

ii



To Deb— My lover, editor, indexer, andfriend…

To Matt, who heard"Daddycan’t play right now" far too often…

iii



Contents
Maximum RPM

Preface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xi
Linux and RPM — A Brief History. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xi
Parts of the book, and Who They’re For . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xii
Acknowledgements .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xiii

Part I RPM and Computer Users — How to Use RPM to
Effectivel y Manage Your Computer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

Chapter 1 An Intr oduction to Package Management . . . . . . . . . . . 17
1.1 What are Packages, and Why Manage Them? ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
1.2 Package Management: How to Do It? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
1.3 RPM Design Goals .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
1.4 What’s in a package? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
1.5 Let’s Get Started . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

Chapter 2 Using RPM to Install Packages .. . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
2.1 rpm -i — What does it do?.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
2.2 Performing an Install . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
2.3 Two handy options.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
2.4 Additional options to rpm -i . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

Chapter 3 Using RPM to Erase Packages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61
3.1 rpm -e — What Does it Do? .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62
3.2 Erasing a Package .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62
3.3 Additional Options .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64
3.4 rpm -e and Config files. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68
3.5 Watch Out! . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

iv



Chapter 4 Using RPM to Upgrade Packages . . . . . . . . . . . . . . . . . . . . . . . . 71
4.1 rpm -U — What Does it Do? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74
4.2 Upgrading a Package . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78
4.3 They’re Nearly Identical… .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

Chapter 5 Getting Information About Packages . . . . . . . . . . . . . . . . . . 83
5.1 rpm -q — What does it do?. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86
5.2 The Parts of an RPM Query.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86
5.3 A Few Handy Queries. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114

Chapter 6 Using RPM to Verify Installed Packages . . . . . . . . . . . . . 119
6.1 rpm -V — What Does it Do?.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 121
6.2 When Verification Fails — rpm -V Output . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 124
6.3 Selecting What to Verify, and How... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 126
6.4 We’ve Lied to You…... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134

Chapter 7 Using RPM to Verify Package Files . . . . . . . . . . . . . . . . . . . . . . 137
7.1 rpm -K — What Does it Do?.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 137
7.2 Configuring PGP for rpm -K .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 138
7.3 Using rpm -K .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 139

Chapter 8 Miscellania . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 147
8.1 Other RPM Options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 147
8.2 Using rpm2cpio .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 151
8.3 Source Package Files and How To Use Them .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 155

Part II RPM and Developer s — How to Distrib ute Your
Software More Easil y With RPM . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 159

Chapter 9 The Philosoph y Behind RPM . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 161
9.1 Pristine Sources .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 161
9.2 Easy Builds. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 163

v



9.3 Multi-architecture/operating system Support . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164
9.4 Easier For Your Users. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164
9.5 To Summarize… .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 165

Chapter 10 The Basics of Developing With RPM . . . . . . . . . . . . . . . . . . . 167
10.1 The Inputs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 167
10.2 The Engine: RPM ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 170
10.3 The Outputs .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 171
10.4 And Now… ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172

Chapter 11 Building Packages: A Simple Example . . . . . . . . . . . . . . . 173
11.1 Creating the Build Directory Structure.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 173
11.2 Getting the Sources . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 174
11.3 Creating the Spec File . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 174
11.4 Starting the Build . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 182
11.5 When Things Go Wrong . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 187

Chapter 12 rpm -b Command Reference . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 191
12.1 rpm -b — What Does it Do? .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 193
12.2 Other Build-related Commands . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 220

Chapter 13 Inside the Spec File . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 225
13.1 Comments: Notes Ignored by RPM ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 225
13.2 Tags: Data Definitions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 225
13.3 Scripts: RPM’s Workhorse . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 244
13.4 Macros: Helpful Shorthand for Package Builders .. . . . . . . . . . . . . . . . . . . . . . . . . . . . 252
13.5 The %files List . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 267
13.6 Directives For the %files list . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 267
13.7 The Lone Directive: %package . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 275
13.8 Conditionals . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 276

Chapter 14 Adding Dependenc y Information to a Package . . 281
14.1 An Overview of Dependencies .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 281

vi



14.2 Automatic Dependencies .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 282
14.3 Manual Dependencies .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 286
14.4 To Summarize… .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 290

Chapter 15 Making a Relocatab le Package . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 293
15.1 Why relocatable packages? .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 293
15.2 The prefix tag: Relocation Central . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 294
15.3 Relocatable Wrinkles: Things to Consider. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 295
15.4 Building a Relocatable Package .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 298

Chapter 16 Making a Package That Can Build Anywhere . . . . . 307
16.1 Using Build Roots in a Package.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 307
16.2 Having RPM Use a Different Build Area . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 313
16.3 Specifying File Attributes .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 317

Chapter 17 Adding PGP Signatures to a Package . . . . . . . . . . . . . . . . . 321
17.1 Why Sign a Package?. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 321
17.2 Getting Ready to Sign. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 321
17.3 Signing Packages .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 325

Chapter 18 Creating Subpac kages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 333
18.1 What Are Subpackages? .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 333
18.2 Why Are They Needed? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 333
18.3 Our Example Spec File: Subpackages Galore! . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 334
18.4 Spec File Changes For Subpackages.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 335
18.5 Build-Time Scripts: Unchanged For Subpackages .. . . . . . . . . . . . . . . . . . . . . . . . . . 345
18.6 Building Subpackages .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 347

Chapter 19 Building Packages for Multiple Architectures
and Operating Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 353

19.1 Architectures and Operating Systems: A Primer. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 353
19.2 What Does RPM Do To Make Multi-Platform Packaging Easier? .. . . . . . . . . . 354
19.3 Build and Install Platform Detection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 355

vii



19.4 optflags — The Other rpmrc File Entry . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 359
19.5 Platform-Dependent Tags .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 360
19.6 Platform-Dependent Conditionals. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 361
19.7 Hints and Kinks .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 364

Chapter 20 Real-World Package Building . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 367
20.1 An Overview of Amanda . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 367
20.2 Initial Building Without RPM.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 368
20.3 Initial Building With RPM ... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 374
20.4 Package Building . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 385

Chapter 21 A Guide to the RPM Librar y API . . . . . . . . . . . . . . . . . . . . . . . . . . . 407
21.1 An Overview of rpmlib. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 407
21.2 rpmlib Functions .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 407
21.3 Example Code . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 435

Part III Appendix es . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 445

Appendix A Format of the RPM File . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 447
A.1 RPM File Naming Convention. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 447
A.2 RPM File Format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 448
A.3 Tools For Studying RPM Files.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 463
A.4 Identifying RPM files with the file(1) command .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 465

Appendix B The rpmr c File . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 467
B.1 Using the –showrc Option .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 467
B.2 Different Places an rpmrc File Resides .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 468
B.3 rpmrc File Syntax. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 473
B.4 rpmrc File Entries. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 473

Appendix C Concise RPM Command Reference . . . . . . . . . . . . . . . . . . . . . 483
C.1 Global Options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 483
C.2 Informational Options . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 483

viii



C.3 Query Mode.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 483
C.4 Verify Mode.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 485
C.5 Install Mode .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 485
C.6 Upgrade Mode . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 486
C.7 Erase Mode .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 487
C.8 Build Mode .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 488
C.9 Rebuild Mode .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 489
C.10 Recompile Mode.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 489
C.11 Resign Mode .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 489
C.12 Add Signature Mode .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 489
C.13 Check Signature Mode.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 490
C.14 Initalize Database Mode . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 490
C.15 Rebuild Database Mode . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 490

Appendix D Availab le Tags For –quer yformat . . . . . . . . . . . . . . . . . . . . . . . . . 491
D.1 List of –queryformat Tags.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 491

Appendix E Concise Spec File Reference . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 505
E.1 Comments. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 505
E.2 The Preamble . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 505
E.3 Scripts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 513
E.4 Macros.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 516
E.5 The %files List . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 520
E.6 Directives For the %files list . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 520
E.7 The %package Directive .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 523
E.8 Conditionals . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 523

Appendix F RPM-related Resour ces . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 527
F.1 Where to Get RPM .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 527
F.2 Where to Talk About RPM .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 531
F.3 RPM On the World Wide Web .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 533
F.4 RPM’s License. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 534
F.5 GNU GENERAL PUBLIC LICENSE... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 534

ix



Appendix G An Intr oduction to PGP . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 543
G.1 PGP — Privacy for Regular People.. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 543
G.2 Installing PGP for RPM’s Use .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 546

x



Section 0.1:Linux and RPM — A Brief History xi

Preface
Lin ux and RPM — A Brief Histor y
Welcome! This is a bookabouttheRedHat PackageManageror, asit is known to
it’s friends,RPM.Thehistoryof RPMis inextricably linkedto thehistoryof Linux,
soabit of Linux historymaybein order. Linux is a full-featuredimplementationof
a UNIX-lik e operatingsystem,andhastakenthecomputingworld by storm.

And for goodreason— With theadditionof Linux, anIntel-basedpersonalcomputer
thathadpreviously beenprisonerof thedreadedWindows hourglassis transformed
into a fully multitasking,network capable,personalworkstation. All for thecostof
thetime requiredto download,install, andconfigurethesoftware.

Of course,if you’renotthetypeto tinkerwith downloadedsoftware,many companies
have createdCDROMs containingLinux andassociatedsoftware. The amountof
tinkeringrequiredwith thesedistributions hasvariedwidely. Thephrase"You get
whatyou payfor" is nevermoretruethanin theareaof Linux distributions.

Onedistribution bearsthecuriousname"RedHat Linux". Producedby a company
of thesamename,this Linux distribution wasdifferent. Oneof thekey decisionsa
new Linux userneedsto makeis whichof themany differentpartsof thedistribution
to install on their system.Most distributionsusesomesortof menu,makingit easy
to pick andchoose.RedHat Linux is no different.

But what is different aboutRed Hat Linux is that the creatorsof the distribution
wantedtheircustomersto havethetheability to makethesamechoiceslongafter the
installationprocesswasover. SomecommercialUNIX systemshave this capability
(called"packagemanagement"),andafew Linux distributorsweretrying to comeup
with somethingsimilar, but nonehadtheextensivescopepresentin RPM.

Over time,RedHatLinux hasbecomethemostpopulardistributionavailabletoday.
For it to edgeoutthepreviousleader(known asSlackware)in just two yearsis amaz-
ing. Therehasto beareasonfor thiskind of success,andagoodpartof thereasonis
RPM.But until now, therehasbeenpreciouslittle in termsof RPM documentation.
You couldsaythatRPM’s easeof usehasmadedetailedinstructionspracticallyun-
necessary, andyou’d beright.
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However, therearealwayspeoplethatwantto know moreabouttheircomputers,and
giventhepopularityof RedHat Linux, this alonewould havemadea bookon RPM
worthwhile. But there’smoreto thestory thanthat.

Thereisatruismin theworld of freesoftware,thatgoessomethinglikethis: If there’s
a bettersolutionfreely available,useit! RPM is no exceptionto therule. Putunder
thetermsof theGNU GeneralPublicLicense(Meaning:RPM cannotbemadepro-
prietarybyanyone, notevenBill Gates),RPMstartedto attracttheattentionof others
in theLinux, Unix, andfreesoftwarecommunities.

At present,RPMis usedby severalcommercialsoftwarecompaniesproducingLinux
applications.They find thatRPMmakesit easierto gettheirproductsinto thehands
of their customers.They alsofind thatit canevenmake theprocessof building their
softwareeasier. (Thoseof you thatdevelopsoftwarefor fun andprofit, stickaround
— the secondhalf of this book will show you everythingyou needto know to get
your software"RPM-ized")

PeoplehavealsoportedRPMtoseveralcommercialUNIX systems,includingDEC’s
Digital Unix, IBM’s AIX, andSilicon Graphics’IRIX. Why? Thesimpleansweris
that it makesit easierto install, upgrade,andde-installsoftware. If all thesepeople
areusingRPM, shouldn’tyou?

Parts of the book, and Who They’re For
This book is divided into two major sections. The first sectionis for anyonethat
needsto know how to useRPM on their system.Giventhestateof theLinux arena
today, this could includejust aboutanyone,includingpeoplethatarenew to Linux,
or evenUNIX. Sothoseof you that think that

ls -FAl !*|less

is seriousmagic(or maybeeven a typing error), relax — we’ll explain everything
you’ll needto know in thefirst section.

In thebook’ssecondhalf, we’ll becoveringall thereis to know aboutbuilding pack-
agesusingRPM. Sincesoftwareengineeringon Linux andUNIX systemsrequires
in-depthknowledgeof theoperatingsystem,availabletools,andbasicprogramming
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1 An Intr oduction to Package
Management
1.1 What are Packages, and Why Manage Them?
To answerthatquestion,let’s gobackto thebasicsfor amoment.Computersprocess
information. In orderfor this to happen,therearesomeprerequisites:

• A computer(Obviously!).

• Someinformationto process(Also obvious!).

• A programto do theprocessing(Still prettyobvious!).

Unlessthesethreethingscometogethervery little is going to happen,information
processing-wise.But eachof theseitemshave their own requirementsthatneedto
besatisfied beforethingscangetexciting.

Take the computer, for example. While it needsthings like electricity anda cool,
dry placeto operate,it alsoneedsaccessto theothertwo items— informationand
programs— in orderto do its thing. Thewayto getinformationandprogramsinto a
computeris to placethemin thecomputer’smassstorage.Thesedays,massstorage
invariably meansa disk drive. Puttinginformationandprogramson the disk drive
meansthatthey arestoredasfiles. Somuchfor thecomputer’spartin this.

OK, let’s look attheinformation.Doesinformationhaveany particularneeds?Well,
it needssufficient spaceon thediskdrive,but moreimportantly, it needsto bein the
properformatfor theprogramthatwill beprocessingit. That’s it for information.

Finally, we have the program. What doesit need? Like the information, it needs
sufficient disk spaceon thedisk drive. But therearemany otherthingsthat it may
need:

• It mayneedinformationto process,in thecorrectformat,namedproperly, and
in theappropriateareaon a disk drive somewhere.

• It mayneedoneor moreconfigurationfiles. Thesearefiles thatcontrolthepro-
gram’s behavior andpermitsomelevel of customization.Like the information,
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thesefiles mustbe in theproperformat,namedproperly, andin theappropriate
areaon a disk. We’ll bereferringto themby their othername— config files —
throughoutthebook.

• It mayneedwork areasonadisk,namedproperly, andlocatedin theappropriate
area.

• It mayevenneedotherprograms,eachwith their ownrequirements.

• Althoughnotstrictly requiredby theprogramitself, theprogrammaycomewith
oneor morefiles containingdocumentation.Thesefiles canbe very handyfor
thehumanstrying to get theprogramto do their bidding!

As youcanimagine,thiscangetprettycomplicated.It’s not sobadonceeverything
is setup properly, but how do thingsgetsetup properlyin thefirst place?Thereare
two possibilities:

1. After readingthedocumentationthatcomeswith theprogramyou’d like to use,
you copy the variousprograms,configurationfiles, and informationonto your
computer, makingsurethey areall namedcorrectly, are locatedin the proper
place,andthat thereis sufficient disk spaceto hold themall. You make theap-
propriatechangesto theconfigurationfile(s). Finally, yourunany setupprograms
thatarenecessary, giving themwhatever informationthey requireto do their job.

2. You let thecomputerdo it.

If it seemslike the first choiceisn’t so bad,considerhow many files you’ll need
to keeptrack of. On a typical Linux system,it’s not unusualto have over 20,000
differentfiles. That’sa lot of documentationreading,file copying, andconfiguring!
And whathappenswhenyouwantanewerversionof aprogram?Moreof thesame!

Somepeoplethink thesecondalternative is easier. RPM wasmadefor them.

1.1.1 Enter the Package
Whenyouconsiderthatcomputersareverygoodatkeepingtrackof largeamountsof
data,theideaof giving yourcomputerthejob of riding herdover20,000filesseems
like a goodone. And that’s exactly whatpackagemanagementsoftwaredoes.But
what is a "package"?
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A packagein thecomputersenseis very similar to a packagein thephysicalsense.
Both aremethodsof keepingrelatedobjectstogetherin thesameplace. Both need
to beopenedbeforethecontentscanbeused.Both canhave a "packingslip" taped
to theside,identifying thecontents.

Normally, packagemanagementsystemstake all the variousfiles containingpro-
grams,data,documentation,andconfigurationinformation,andplacethemin one
speciallyformattedfile — a packagefile. In the caseof RPM, the packagefile is
sometimescalleda "package",a ".rpm file", or evenan"RPM". All meanthesame
thing — a packagecontainingsoftwaremeantto beinstalledusingRPM.

What typesof softwarearenormally found in a package?Thereareno hardand
fastrules,but normallyapackage’scontentsconsistof oneof thefollowing typesof
software:

• A collectionof oneor moreprogramsthat performa singlewell-defined task.
This is normallywhatpeoplethink of asan"application". Word processorsand
programminglanguageswould fit into this category.

• A specific partof anoperatingsystem.Examplesmightbesysteminitialization
scripts,a particularcommandshell, or the softwarerequiredto supporta web
server, for example.

Advantages of a Package

Oneof themostobviousbenefits to having apackageis thatthepackageis oneeasily
manageablechunk. If you move it from oneplaceto another, there’s no risk of any
partgettingleft behind.But althoughthis is themostobviousadvantage,it’s not the
biggestone.

Thebiggestadvantageis that thepackagecancontaintheknowledge aboutwhat it
takesto installitself onyourcomputer. And if thepackagecontainsthestepsrequired
to install itself, the packagecanalsocontainthe stepsrequiredto uninstall itself.
Whatusedto beapainfulmanualprocessis now astraightforwardprocedure.What
usedto bea massof 20,000files becomesa couplehundredpackages.
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1.1.2 Manage Your Packages, or They Will Manage You

A couplehundred? Eventhoughtheuseof packageshasdecreasedthecomplexity
of managinga systemby anorderof magnitude,it hasn’tyet gottento the level of
beinga "no-brainer".It’s still necessaryto keeptrackof whatpackagesareinstalled
onyoursystem.And if therearesomepackagesthatrequireotherpackagesin order
to install or operatecorrectly, theseshouldbetrackedaswell.

Packages Lead Active Lives

If youstartlookingatacomputersystemasacollectionof packages,you’ll find that
adistinctsetof operationswill take placeon thosepackagestimeandtimeagain:

• New packagesareinstalled. Maybeit’s a spreadsheetyou’ll useto keeptrack
of expenses,or thelatestshoot-em-upgame,but in eithercaseit’s new andyou
want it.

• Old packagesarereplacedwith newerversions.Whoeverwrotethewordproces-
soryou usedaily, comesout with a new version.You’ll probablywantto install
thenew versionandremove theold one.

• Packagesareremovedentirely. Perhapsthatover-hypedstrategygamejustdidn’t
cut it. You havebetterthingsto do with thatdisk space,sogetrid of it!

With this muchactivity going on, it’s easyto losetrack of things. What typesof
packageinformationshouldbeavailableto keepyou informed?

Keeping Track of Packages

Justas therearecertainoperationsthat areperformedon packages,therearealso
certaintypesof informationthatwill make it easierto make senseof thepackages
installedon your system:

• Certainlyyou’d like to be ableto seewhatpackagesareinstalled. It’s easyto
forget if thatfaxprogramyou tried a few monthsagois still installedor not.

• It wouldbenicetobeabletogetmoredetailedinformationonaspecific package.
This might consistof anything from thedatethepackagewasinstalled,to a list
of files it installedon your system.
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• Being ableto accessthis informationin a variety of wayscanbe helpful, too.
Insteadof simply finding outwhatfilesapackageinstalled,it mightbehandyto
beableto namea particularfile andfind out which packageinstalledit.

• If this amountof detail is possible,thenit shouldbepossibleto seeif theway a
packageis presentlyinstalledvariesfrom theway it wasoriginally installed.It’s
not at all unusualto make a mistake anddeleteonefile — or a hundred.Being
ableto tell if oneor morepackagesaremissingfiles couldgreatlysimplify the
processof gettinganailing systembackon its feetagain.

• Files containingconfiguration informationcanbe a real headache.If it were
possibleto payextra attentionto thesefiles andmake sureany changesmadeto
themweren’t lost, life would certainlybea lot easier.

1.2 Package Management: How to Do It?
Well, all thatsoundsgreat— easyinstall,upgrade,anddeletionof packages;getting
packageinformationpresentedseveraldifferentways;makingsurepackagesarein-
stalledcorrectly;andeventrackingchangesto config files. But how do youdo it?

As mentionedabove, theobviousansweris to let thecomputerdo it. Many groups
have tried to createpackagemanagementsoftware.Therearetwo basicapproaches:

1. Somepackagemanagementsystemsconcentrateon thespecific stepsrequired
to manipulatea package.

2. Otherpackagemanagementsystemstake a differentapproach,keepingtrackof
the files on thesystemandmanipulatingpackagesby concentratingon thefiles
involved.

Eachapproachhasitsgoodandbadpoints.In thefirst method,it’s easyto installnew
packages,somewhatdifficult to removeoldones,andalmostimpossibletoobtainany
meaningfulinformationaboutinstalledpackages.

Thesecondmethodmakesit easyto obtaininformationaboutinstalledpackages,and
fairly easyto install andremove packages.Themainproblemusingthis methodis
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thattheremaynot bea well-definedway to executeany commandsrequiredduring
the installationor removal process.

In practice,nopackagemanagementsystemusesoneapproachor theother— all are
a mixture of the two. The exact mix anddesigngoalswill dictatehow well a par-
ticular packagemanagementsystemmeetstheneedsof thepeopleusingit. At the
timeRedHat startedwork on their Linux distribution, therewerea numberof pack-
agemanagementsystemsin use,eachwith a differentapproachto makingpackage
managementeasier.

1.2.1 Ancestor s of RPM

Sincethis is abookon theRedHat PackageManager, agoodway to seewhatRPM
is all aboutis to look at thepackagemanagementsoftwarethatprecededRPM.

RPP

RPPwasusedin thefirst RedHatLinux distributions.Many of RPP’sfeatureswould
be recognizableto anyone who hasworked with RPM. Someof theseinnovative
featuresare:

• Simple,onecommandinstallationanduninstallationof packages.

• Scriptsthatcanrunbeforeandafterinstallationanduninstallationof packages.

• Packageverification.Thefilesof individualpackagescanbecheckedto seethat
they haven’t beenmodified sincethey wereinstalled.

• Powerful querying. The databaseof packagescanbe queriedfor information
aboutinstalledpackages,includingfile lists,descriptionsandmore.

While RPPpossessedseveralof thefeaturesthatwereimportantenoughto continue
on aspartsof RPM today, it hadsomeweaknesses,too:

• It didn’t use"pristinesources".Everyprogramis madeupof programminglan-
guagestatementsstoredin files. This sourcecodeis later translatedinto a bi-
nary languagethat the computercanexecute. In the caseof RPP, its packages
werebasedonsourcecodethathadbeenmodifiedspecifically for RPP, hencethe
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sourcesweren’tpristine. This is a badideafor a numberof fairly technicalrea-
sons.Not usingpristinesourcesmadeit difficult for packagedevelopersto keep
thingsstraight,particularlyif they werebuilding hundredsof differentpackages.

• It couldn’tguaranteeexecutableswerebuilt from packagedsources.Theprocess
of building a packagefor RPPwas suchthat therewas no way to ensurethe
executableprogramswerebuilt from thesourcecodecontainedin anRPPsource
package.Onceagain,thiswasaproblemfor thepackagebuilder, especiallythose
who hadlargenumbersof packagesto build.

• It hadno supportfor multiple architectures.As peoplestartedusingRPP, it be-
cameobviousthatthepackagemanagersthatwereunableto simplify theprocess
of building packagesfor morethanonearchitecture,or typeof computer, were
going to beat a disadvantage.This wasa problem,particularlyfor RedHat, as
they werestartingto look at the possibility of creatingLinux distributions for
otherarchitectures,suchastheDigital Alpha.

Even with theseproblems,RPPwasoneof the thingsthat madethe first RedHat
Linux distributionsunique. Its ability to simplify theprocessof installingsoftware
wasa realboonto many of RedHat’s customers,particularlythosewith little expe-
riencein Linux.

PMS

While RedHat wasbusy with RPP, anothergroupof Linux devoteeswerehardat
work with theirpackagemanagementsystem.Known asPMS,its development,lead
by Rik Faith,attackedtheproblemof packagemanagementfrom aslightly different
viewpoint.

Like RPP, PMS was usedto packagea Linux distribution. This distribution was
known asthe BOGUSdistribution, andall the softwarein it wasbuilt from origi-
nal unmodified sources.Any changesthatwererequiredwerepatchedin duringthe
processingof building thesoftware. This is theconceptof "pristinesources"andis
PMS’s mostimportantcontribution to RPM.Theimportanceof pristinesourcescan
not beoverstated.It allows thepackagerto quickly releasenew versionof software,
andto immediatelyseewhatchangesweremadeto thesoftware.
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Thechiefdisadvantagesof PMSwereweakqueryingability, nopackageverification,
no multiple architecturesupport,andpoordatabasedesign.

PM

Later, Rik Faith andDougHoffman,working undercontractfor RedHat,produced
PM. Thedesigncombinedall theimportantfeaturesof RPPandPM, includingone
commandinstallationanduninstallation,scriptsrunbeforeandafterinstallationand
uninstallation,packageverification,advancedquerying,andpristinesources.How-
ever it retainedRPP’sandPM’s chief disadvantages:weakdatabasedesignandno
supportfor multiple architectures.

PM wasverycloseto aviablepackagemanagementsystem,but it wasn’tquiteready
for primetime. It wasneverusedin a commerciallyavailableproduct.

RPM Version 1

With two majorforaysinto packagemanagementbehindthem,MarcEwingandErik
Troanwentto work onathird attempt.ThisonewouldbecalledtheRedHatPackage
Manager, or RPM.

Althoughit built on theexperiencesof PM, PMS,andRPP, RPMwasquitedifferent
underthehood.Written in thePerlprogramminglanguagefor fastdevelopment,the
creationof RPMversion1 focusedonaddressingtheflawsof its ancestors.In some
cases,theflaws wereeliminated,while in others,theproblemsremained.

Someof thesuccessesof RPM version1 were:

• Automatichandlingof configurationfiles. Thecontentsof config filesareoften
changedfromwhatthey werein theoriginalpackage,makingit hardfor apackage
managerto know how a particularconfig file shouldbehandledduring installs,
upgrades,anderasures.PM madeanattemptat config file handling,but in RPM
it wasimprovedfurther. In many respects,thisfeatureis thekey to RPM’spower
andflexibility .

• Easeof rebuilding largenumbersof packages.By makingit easyfor peoplewho
weretrying to createaLinux distributionconsistingof severalhundredpackages,
RPM wasa stepin theright direction.
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• It waseasyto use.Many of theconceptsusedin RPPhadwithstoodthetestof
timeandwereusedin RPM.For instance,theability to verify theinstallationof a
packagewasoneof thefeaturesthatsetRPPapart.It wasadaptedandexpanded
in RPM version1.

But RPM version1 wasn’t perfect. Therewerea numberof flaws, someof them
major:

• It was slow. While the useof Perl madeRPM’s developmentproceedmore
quickly, it alsomeantthatRPM wouldn’t run asquickly asit would have,hadit
beenwritten in C.

• Its databasedesignwasfragile. Unfortunately, underRPM version1 it wasnot
unusualfor thereto beproblemswith thedatabase.While theapproachof ded-
icatinga databaseto packagemanagementwasa goodidea,theimplementation
usedin RPM version1 left a lot to bedesired.

• It wasbig. This is anotherartifactof usingPerl. Normally, RPM’s sizerequire-
mentswerenotanissue,exceptfor onearea.Whenperforminganinitial system
install,RPM wasrun from asmall,floppy-basedsystemenvironment.Theneed
to havePerlavailablemeantspaceon thebootfloppieswasalwaysaproblem.

• It didn’t supportmultiple architectures(typesof computers)well. Theneedto
haveapackagemanagersupportmorethanonetypeof computerhadn’t beenac-
knowledgedbefore.With RPMversion1,aninitial stabwastakenattheproblem,
but the implementationwasincomplete.Nonetheless,RPM hadbeenportedto
a numberof othercomputersystems.It wasbecomingobviousthat theissueof
multi-architecturesupportwasnot goingawayandhadto beaddressed.

• The packagefile format wasn’t extensible. This madeit very difficult to add
functionality, sinceany changeto the file formatwould causeolderversionsof
RPM to break.

EventhoughtheirLinux distributionwasasuccess,andRPMwasmuchof thereason
for it, Marc andErik knew that somechangesweregoing to be necessaryto carry
RPM to thenext level.
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The RPM of Today: Version 2

Lookingbackontheirexperienceswith RPMversion1,MarcandErik madeamajor
changeto RPM’s design:They rewrote it entirely in C. This did wonderfulthings
to RPM’sspeedandsize.Queryingthedatabasewasquicker now, andtherewasno
needto have Perlaroundjust to do packagemanagement.

In addition, the databaseformat wasredesignedto improve both performanceand
reliability. Displayingpackageinformationcantake aslittle asa tenthof the time
spentin RPM version1, for example.

RealizingRPM’spotentialin thenon-Linuxarena,they alsocreatedrpmlib, alibrary
of RPM routinesthatallow theuseof RPM functionalityin otherprograms.RPM’s
ability to function on more thanonearchitecturewasalsoenhanced.Finally, the
packagefile formatwasmademoreextensible,clearingtheway for futureenhance-
mentsto RPM.

Sois RPMperfect?No programcaneverreachperfection,andRPMis noexception.
But asa packagemanagerthatcanrun on severaldifferenttypesof systems,RPM
hasa lot to offer, andit will only getbetter. Let’s take a look at thedesigncriteria
thatdrove thedevelopmentof RPM.

1.3 RPM Design Goals
Thedesigngoalsof RPM couldbestbesummedup with thephrase"somethingfor
everyone". While the main reasonfor the existenceof RPM wasto make it easier
for RedHat to build theseveralhundredpackagesthatcomprisedtheir Linux distri-
bution, it wasnot theonly reasonRPM wascreated.Let’s take a look at thevarious
requirementstheRedHat teamusedin their designof RPM:

1.3.1 Make it easy to get packages on and off the system

As we’veseenearlierin thischapter, theactof installingapackagecaninvolvemany
complex steps.Entrustingthesestepsto a personwho maynot have thenecessary
experienceis a strategy for failure. So thegoal for RPM wasto make it aseasyas
possiblefor anyoneto installpackages.Thesameholdstruefor removing packages.
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It is a complex anderror-proneoperation,andonethatRPM shouldhandlefor the
user.

Theothersideof this issueis thatRPMshouldgive thepackagebuilderalmosttotal
control in termsof how the packageis installed. The reasonfor this is simple: if
the packagebuildersdo their homework, their packageshouldinstall anduninstall
properly.

1.3.2 Make it easy to verify a package was installed correctl y
Becausesoftwareproblemsarea factof life, theability to verify theproperinstalla-
tion of apackageis vital. If doneproperly, it shouldbepossibleto catchavarietyof
problems,includingthingssuchasmissingor modified files.

1.3.3 Make it easy for the package builder
While we’rededicatinganentirebookto packagemanagement,in realityit shouldbe
a smallportionof thepackagebuilder’s job. Why? They’ve got betterthingsto do!
If they arethe peoplethatareactuallycreatingthe softwareto be packaged,that’s
wherethey shouldbespendingthemajority of their time.

Evenif thepackagebuilderisn’t actuallywriting software,they still havebetterthings
to do thanworry aboutbuilding packages.For instance,they may be responsible
for building many packages.Thelesstime spenton building anindividual package
translatesto morepackagesthatcanbebuilt.

1.3.4 Make it star t with the original sour ce code
Delving a bit moreinto the packagebuilder’s world, it wasdeemedimportantthat
RPM startwith theoriginal,unmodifiedsourcecode.Why is this soimportant?

Usingtheoriginalsourcesmakesit possibleto separatethechangesrequiredto build
thepackagefromany changesimplementedto fix bugs,addnew features,oranything
else.Thisisagoodthingfor packagebuilders,sincemany of themarenottheoriginal
authorsof theprogramsthey package.

Thisseparationmakesit easy, monthsdown theroad,to know exactly whatchanges
weremadein orderto getthepackageto build. Thisis importantwhenanew version
of thepackagedsoftwarebecomesavailable.Many timesit’s only necessaryto apply
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theoriginal"packagebuilding" changesto thenewersoftware.At worst,thechanges
provide a startingpoint to determinewhatsortsof thingsmight needto bechanged
in thenew version.

1.3.5 Make it work on diff erent computer architectures
Oneof thetougherthingsfor apackagebuilderto dois to takeaprogram,makeit run
onmorethanonetypeof computer, anddistributepackagesfor each.BecauseRPM
makesit easyto take a program’soriginal sourcecode,addthe changesnecessary
to get it to build, andproducea packagefor eacharchitecturein onestep,it canbe
prettyhandy.

1.4 What’s in a package?
With all the magicalthings we’ve claimedthat packagemanagementsoftware in
general(andRPM in particular)cando,you’d think therewasa tiny computerguru
bundledin every package.However, the reality is not thatmagical. Here’sa quick
overview of themoreimportantpartsof anRPM package1.

1.4.1 RPM’s Package Labels
Every packagebuilt for RPM hasto have a specific setof informationthatuniquely
identifiesit. We call this informationa packagelabel. Herearetwo samplepackage
labels:

• nls-1.0-1

• perl-5.001m-4

While theselabelslook like they have very little in common,in fact they all follow
RPM’s packagelabellingconvention.Therearethreedifferentcomponentsin every
packagelabel. Let’s look at eachonein order:

Component #1: The Software’s Name
Everypackagelabelbeginswith thenameof thesoftware.Thenamemaybederived
from thenameof theapplicationpackaged,or it maybea namedescribinga group

1 SeeAppendixA, Formatof theRPMFile for completedetailson thecontentsof a .rpmfile.
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of relatedprogramsbundledtogetherby thepackagebuilder. Thesoftwarenamesin
thepackageslistedaboveare:nls andperl . As youcansee,thesoftwarenameis
separatedfrom therestof thepackagelabelby a dash.

Component #2: The Software’s Version
Next in the packagelabel is an identifier that describesthe versionof the software
beingpackaged.If the packagebuilder bundleda numberof relatedprogramsto-
gether, thesoftwareversionis probablyanumberof theirown choosing.However, if
thepackageconsistsof onemajorapplication,thesoftwareversionnormallycomes
directly from the application’s developer. The actualversionspecification is quite
flexible, ascanbe seenin the examplesabove. The versionsshown are: 1.0 and
5.001m . A dashseparatesthesoftwareversionfrom theremainderof thepackage
label.

Component #3: The Package’s Release
Thepackagereleaseis themostunambiguouspartof a packagelabel. It is a num-
berchosenby thepackagebuilder. It reflectsthenumberof timesthepackagehas
beenrebuilt usingthesameversionsoftware.Normally, therebuildsaredueto bugs
uncoveredafter thepackagehasbeenin usefor a while. By tradition, thepackage
releasestartsat 1. Thepackagereleasesin theexampleaboveare:1 and4.

1.4.2 Labels And Names: Similar , But Distinct
Packagelabelsareusedinternallyby RPM.Forexample,if youaskRPMto list every
installedpackage,it will respondwith a list of packagelabels.Whena packagefile
is created,partof the filenameconsistsof thepackagelabel. Thereis no technical
requirementfor this,but it doesmake it easierto keeptrackof things.

However, apackagefile mayberenamed,andthenew filenamewon’t confuseRPM
in theleast.That’sbecausethepackagelabelis containedwithin thefile. For afairly
technicalview of the insideof a packagefile, refer to AppendixA, Format of the
RPMFile.

1.4.3 Package-wide Information
Someof theinformationcontainedin apackageisgeneralin nature.Thisinformation
includessuchitemsas:
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• Thedateandtime thepackagewasbuilt.

• A descriptionof thepackage’scontents.

• Thetotal sizeof all thefiles installedby thepackage.

• Informationthatallows thepackageto begroupedwith similar packages.

• A digital "signature"thatcanbeusedto verify theauthenticityandintegrity of
thepackage.2

1.4.4 Per-file Information
Eachpackagealsocontainsinformationaboutevery file containedin the package.
The informationincludes:

• Thenameof every file andwhereit is to beinstalled.

• Eachfile’s permissions.

• Eachfile’s ownerandgroupspecifications.

• TheMD5 checksumof eachfile. 3

• The file’s contents.

1.5 Let’s Get Star ted
To summarize,apackagemanagementsystemusesthecomputerto keeptrackof all
thevariousbitsandpiecesthatcompriseanapplicationor anentireoperatingsystem.
Mostpackagemanagementsystemsuseaspeciallyformattedfile to keepeverything
togetherin a single,easily manageableentity, or package. Additionally, package
managementsystemstendto provide oneor moreof thefollowing functions:

• Installingnew packages.

2 For moreinformationonRPM’ssignaturecheckingcapability, referto Section7.1,rpm -K —WhatDoesit
Do?.
3 We’ll discussMD5 checksumsin greaterdetail in MD5 Checksumin Section6.1.1.
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• Removing old packages.

• Upgradingfrom anold packageto a new one.

• Obtaininginformationaboutinstalledpackages.

RPM hasbeendesignedwith RedHat’s pastpackagemanagementexperiencesin
mind. PM andRPPprovidedmostof thesefunctionswith varyingdegreesof suc-
cess. Marc Ewing andErik Troanhave worked hardto make RPM betterthanits
predecessorsin every way. Now it’s time to seehow they did, andlearnhow to use
RPM!
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2 Using RPM to Install Packages
Table 2–1 rpm -i Command Syntax

rpm -i (or --install ) optionsfile1.rpm … fileN.rpm

Parameters

file1.rpm …
fileN.rpm

Oneor moreRPM packagefiles (URLs OK)

Install-specific Options Page

-h (or --hash ) Print hashmarks("#")
duringinstall

Section2.3.2,-h: Perfect
for theImpatient

--test Performinstallationtests
only

Section2.4.2,--test:
PerformInstallationTests
Only

--percent Print percentagesduring
install

Section2.4.11,
--percent: Not Meant
for HumanConsumption

--excludedocs Do not install
documentation

Section 2.4.7,
--excludedocs:
Do Not Install
DocumentationFor This
Package

--includedocs Install documentation Section 2.4.8,
--includedocs:
Install Documentation
For ThisPackage

--replacepkgs Replacea packagewith a
new copy of itself

Section 2.4.3,
--replacepkgs:
Install thePackage Even
If AlreadyInstalled
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--replacefiles Replacefiles ownedby
anotherpackage

Section 2.4.4,
--replacefiles:
Install thePackage Even
If It ReplacesAnother
Package’s Files

--force Ignorepackageandfile
conflicts

Section2.4.6,--force:
TheBig Hammer

--noscripts Do not executepre-and
post-installscripts

Section2.4.10,
--noscripts: Do
Not ExecutePre- and
Post-installScripts

--prefix <path> Relocatepackageto
<path> if possible

Section 2.4.9,
--prefix <path>:
Relocatethepackage to
<path>, if possible

--ignorearch Do not verify package
architecture

Section2.4.17,
--ignorearch: Do
Not Verify Package
Architecture

--ignoreos Do not verify package
operatingsystem

Section2.4.18,
--ignoreos: Do Not
Verify Package Operating
System

--nodeps Do not check
dependencies

Section 2.4.5,
--nodeps: Do Not
Check Dependencies
Before InstallingPackage
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--ftpproxy <host> Use<host> astheFTP
proxy

Section2.4.16,
--ftpproxy
<host>: Use<host>
AsProxy In FTP-based
Installs

--ftpport <port> Use<port> astheFTP
port

Section2.4.15,
--ftpport <port>:
Use <port> In
FTP-basedInstalls

GeneralOptions Page

-v Display additional
information

Section2.3.1,Gettinga
bit morefeedback with-v

-vv Display debugging
information

Section2.4.1,Gettinga
lot more informationwith
-vv

--root <path> Setalternateroot to
<path>

Section2.4.13,--root
<path>: Use<path>
AsAn AlternateRoot

--rcfile <rcfile> Setalternaterpmrcfile to
<rcfile>

Section2.4.12,
--rcfile
<rcfile>: Use
<rcfile> As An
Alternaterpmrc File

--dbpath <path> Use<path> to find the
RPM database

Section2.4.14,
--dbpath <path>:
Use<path> To Find
RPMDatabase
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2.1 rpm -i — What does it do?
Of the many thingsRPM cando, probablythe onethat peoplethink of first is the
installationof software.As mentionedearlier, installingnew softwareis a complex,
error-pronejob. RPM turnsthatprocessinto a singlecommand.

rpm -i (--install is equivalent)installssoftwarethat’sbeenpackagedinto an
RPM packagefile. It doesthis by:

• Performingdependency checks.

• Checkingfor conflicts.

• Performingany tasksrequiredbeforetheinstall.

• Decidingwhat to do with config files.

• Unpackingfiles from thepackageandputtingthemin theproperplace.

• Performingany tasksrequiredafter theinstall.

• Keepingtrackof what it did.

Let’s go througheachof thesestepsin a bit moredetail.

2.1.1 Performing dependenc y checks:
Somepackageswill notoperateproperlyunlesssomeotherpackageis installed,too.
RPM makessurethat thepackagebeinginstalledwill have its dependency require-
mentsmet. It will alsoinsurethat the package’sinstallationwill not causedepen-
dency problemsfor otheralready-installedpackages.

2.1.2 Checking for conflicts:
RPM performsa numberof checksduringthis phase.Thesecheckslook for things
likeattemptsto installanalreadyinstalledpackage,attemptsto installanolderpack-
ageovera newerversion,or thepossibilitythata file maybeoverwritten.



Section 2.1:r pm- i — What does it do? 37

2.1.3 Performing any tasks required before the install:
Therearecaseswhereoneor morecommandsmustbegivenprior to theactualin-
stallationof a package.RPM performsthesecommandsexactly asdirectedby the
packagebuilder, thuseliminatingacommonsourceof problemsduringinstallations.

2.1.4 Deciding what to do with config files:
Oneof the featuresthat really setsRPM apartfrom otherpackagemanagers,is the
way it handlesconfiguration files. Sincethesefiles arenormally changedto cus-
tomize the behavior of installedsoftware, simply overwriting a config file would
tendto makepeopleangry— all their customizationswouldbegone! Instead,RPM
analyzesthesituationandattemptsto do "the right thing" with config files, even if
they weren’toriginally installedby RPM! 1

2.1.5 Unpac king files from the package and putting them in
the proper place:
This is thestepmostpeoplethink of whenthey think aboutinstallingsoftware.Each
packagefile containsa list of files thatareto be installed,aswell astheir destina-
tion on your system.In addition,many otherfile attributes,suchaspermissionsand
ownerships,aresetcorrectlyby RPM.

2.1.6 Performing any tasks required after the install:
Veryoftenanew packagerequiresthatoneor morecommandsbeexecutedafterthe
new files arein place. An exampleof this would be running ldconfig to make
new sharedlibrariesaccessible.

2.1.7 Keeping trac k of what it did:
Every time RPM installsa packageon your system,it keepstrackof the files it in-
stalled,in its database.Thedatabasecontainsa wealthof informationnecessaryfor
RPM to do its job. For example,RPM usesthedatabasewhenit checksfor possible
conflictsduringan install.

1 Are youinterestedin whatexactly"theright thing" means?Section4.1.1,Config file magic hasall thedetails.
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2.2 Performing an Install
Let’s haveRPM install a package.Theonly thingnecessaryis to give thecommand
(rpm -i ) followedby thenameof thepackagefile:

# rpm -i eject-1.2-2.i386.rpm
#

At this point,all thestepsoutlinedabovehavebeenperformed.Thepackageis now
installed.Notethatthefile nameneednotadhereto RPM’s file namingconvention:

# mv eject-1.2-2.i386.rpm baz.txt
# rpm -i baz.txt
#

In this case,we changedthenameof thepackagefile eject-1.2-2.i386.rpm
to baz.txt andthenproceededto install the package.The result is identical to
thepreviousinstall, thatis, theeject-1.2-2 packagesuccessfullyinstalled.The
nameof thepackagefile, althoughnormally incorporatingthepackagelabel, is not
usedby RPM duringtheinstallationprocess.RPMusesthecontentsof thepackage
file, which meansthat even if the file wasplacedon a DOS floppy andthe name
truncated,theinstallationwould still proceednormally.

2.2.1 URLs — Another Way to Specify Package Files
If you’ve surfedtheWorld Wide Web,you’ve no doubtnoticedtheway webpages
areidentified:

http://www.redhat.com/support/docs/rpm/RPM-HOWTO/RPM-HOWTO.html

This is calleda Uniform ResourceLocator, or URL. RPM canalsouseURLs, al-
thoughthey look a little bit different. Here’sone:

ftp://ftp.redhat.com/pub/redhat/code/rpm/rpm-2.3-1.i386.rpm

The ftp: signifies that this URL is a File TransferProtocolURL. As the name
implies, this type of URL is usedto move files around. The sectioncontaining
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ftp.redhat.com specifies the hostname,or the nameof the systemwherethe
packagefile resides.

The remainder of the URL (/pub/redhat/code/rpm/rpm-2.3-
1.i386.rpm ) specifies the path to the packagefile, followed by the pack-
agefile itself.

RPM’suseof URLsgivesustheability to installapackagelocatedontheotherside
of theworld, with a singlecommand:

# rpm -i ftp://ftp.gnomovision.com/pub/rpms/foobar-1.0-1.i386.rpm
#

ThiscommandwoulduseanonymousFTPtoobtainthefoobar version1.0package
file and install it on your system. Of course,anonymousFTP (no usernameand
password required)is not alwaysavailable. Therefore,theURL mayalsocontaina
usernameandpassword precedingthehostname:

ftp://smith:mypass@ftp.gnomovision.com/pub/rpms/foobar-1.0-1.i386.rp m

However, enteringapasswordwhereit canbeseenby anyonelookingatyourscreen
is a badidea. Sotry this format:

ftp://smith@ftp.gnomovision.com/pub/rpms/foobar-1.0-1.i386.rpm

RPM will promptyou for your password,andyou’ll bein business:
# rpm -i
ftp://smith@ftp.gnomovision.com/pub/rpms/apmd-2.4-1.i386.rpm
Password for smith@ftp.gnomovision.com: mypass (not echoed)
#

After enteringa valid password,RPM installsthepackage.

On somesystems,theFTPdaemondoesn’trun on thestandardport 21. Normally
this is donefor thesakeof enhancedsecurity. Fortunately, thereis awayto specifya
non-standardport in a URL:

ftp://ftp.gnomovision.com:1024/pub/rpms/foobar-1.0-1.i386.rpm
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This URL will direct the FTP requestto port 1024. The --ftpport option is
anotherway to specify the port. This option is discussedlater, in Section2.4.15,
--ftpport <port>: Use<port> In FTP-basedInstalls .

2.2.2 A warning messa ge you might never see
Dependingoncircumstances,thefollowing messagemightberareor verycommon.
While performinganordinaryinstall,RPM printsa warningmessage:

# rpm -i cdp-0.33-100.i386.rpm
warning: /etc/cdp-config saved as /etc/cdp-config.rpmorig
#

Whatdoesit mean?It hasto dowith RPM’shandlingof config files. In theexample
above, RPM found a file (/etc/cdp-config ) that didn’t belongto any RPM-
installedpackage.Sincethecdp-0.33-100 packagecontainsa file of thesame
namethatis to beinstalledin thesamedirectory, thereis a problem.

RPM solvesthis thebestway it can. It performstwo steps:

1. It renamestheoriginal file to cdp-config.rpmorig .

2. It installsthenew cdp-config file thatcamewith thepackage.

Continuingour example,if we look in /etc , we seethat this is exactly what has
happened:

# ls -al /etc/cdp*
-rw-r--r-- 1 root root 119 Jun 23 16:00 /etc/cdp-config
-rw-rw-r-- 1 root root 56 Jun 14 21:44 /etc/cdp-config.rpmorig
#

This is thebestpossiblesolutionto a tricky problem.Thepackageis installedwith
a config file that is known to work. After all, theoriginal file maybe for anolder,
incompatibleversionof the software. However, the original file is saved so that it
canbestudiedby thesystemadministrator, who candecidewhethertheoriginal file
shouldbeput backinto serviceor not.
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2.3 Two hand y options
Therearetwo optionsto rpm -i that work so well, andareso useful,you might
think they shouldbeRPM’s default behavior. They aren’t,but usingthemonly re-
quiresthatyou typeanextra two characters:

2.3.1 Getting a bit more feedbac k with -v

Eventhoughrpm -i is doingmany things,it’s not very exciting, is it? Whenper-
forming installs,RPM is prettyquiet, unlesssomethinggoeswrong. However, we
canaskfor a bit moreoutputby adding-v to thecommand:

# rpm -iv eject-1.2-2.i386.rpm
Installing eject-1.2-2.i386.rpm
#

By adding-v , RPM displayeda simplestatusline. Using-v is agoodidea,partic-
ularly if you’regoingto useasinglecommandto install morethanonepackage:

# rpm -iv *.rpm
Installing eject-1.2-2.i386.rpm
Installing iBCS-1.2-3.i386.rpm
Installing logrotate-1.0-1.i386.rpm
#

In this case,therewerethree.rpmfiles in thedirectory. By usinga simplewildcard,
it’s aseasyto install onepackageasit is to install onehundred!

2.3.2 -h : Perfect for the Impatient
Sometimesa packagecanbequitelarge. Otherthanwatchingthedisk activity light
flash, there’sno assurancethatRPM is working, andif it is, how far alongit is. If
you add-h , RPM will print fifty hashmarks("#") astheinstall proceeds:

# rpm -ih eject-1.2-2.i386.rpm
##################################################
#
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Onceall fifty hashmarksareprinted,thepackageis completelyinstalled.Using-v
with -h resultsin a very nice display, particularlywhen installing more thanone
package:

# rpm -ivh *.rpm
eject ##################################################
iBCS ##################################################
logrotate ##################################################
#

2.4 Additional options to rpm -i
Normally rpm -i , perhapswith the -v and-h , is all you’ll need.However, there
maybetimeswhenabasicinstall is notgoingto getthejob done.Fortunately, RPM
hasa wealthof install optionsto make the toughtimesa little easier. As with any
otherpowerful tool, youshouldunderstandtheseoptionsbeforeputtingthemto use.
Let’s take a look at them:

2.4.1 Getting a lot more inf ormation with -vv

Sometimesit’s necessaryto have evenmore informationthanwe cangetwith -v .
By addinganotherv , we canstartto seemoreof RPM’s innerworkings:

# rpm -ivv eject-1.2-2.i386.rpm
D: installing eject-1.2-2.i386.rpm
Installing eject-1.2-2.i386.rpm
D: package: eject-1.2-2 files test = 0
D: running preinstall script (if any)
D: setting file owners and groups by name (not id)
D: ///usr/bin/eject owned by root (0), group root (0) mode 755
D: ///usr/man/man1/eject.1 owned by root (0), group root (0) mode 644
D: running postinstall script (if any)
#

The lines startingwith D: have beenaddedby using -vv . The line endingwith
"files test = 0", meansthatRPM is actuallygoingto install thepackage.If
thenumberwerenon-zero,it would meanthatthe--test optionwaspresent,and
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RPM would not actuallyperformthe installation. For more informationon using
--test with rpm -i , seeSection2.4.2,--test: PerformInstallationTestsOnly.

Continuingwith the above example,we seethat RPM next executesa pre-install
script(if thereis one),followedby theactualinstallationof thefiles in thepackage.
Thereis oneline for eachfile beinginstalled,andthatline shows thefilename,own-
ership,groupmembership,andpermissions(or mode)appliedto thefile. With larger
packages,theoutputfrom -vv cangetquite lengthy! Finally, RPM runsa post-in-
stall script, if oneexists for the package.We’ll be discussingpre- andpost-install
scriptsin moredetail in Section2.4.10,--noscripts: Do Not ExecutePre- and
Post-installScripts.

In thevastmajority of cases,it will notbenecessaryto use-vv . It is normallyused
by softwareengineersworking on RPM itself, andthe outputcanchangewithout
notice.However, it’s a handyway to gaininsightsinto RPM’s innerworkings.

2.4.2 --test : Perform Installation Tests Only
Therearetimeswhenit’s moreappropriateto takeit slow andnottry to installapack-
ageright away. RPMprovidesthe--test optionfor that.As thenamesimplies,it
performsall thechecksthatRPM normallydoesduringaninstall,but stopsshortof
actuallyperformingthestepsnecessaryto install thepackage:

# rpm -i --test eject-1.2-2.i386.rpm
#

Onceagain,there’snot very muchoutput. This is becausethe testsucceeded;had
therebeena problem,the output would have beena bit more interesting. In this
example,therearesomeproblems:

# rpm -i --test rpm-2.0.11-1.i386.rpm
/bin/rpm conflicts with file from rpm-2.3-1
/usr/bin/gendiff conflicts with file from rpm-2.3-1
/usr/bin/rpm2cpio conflicts with file from rpm-2.3-1
/usr/bin/rpmconvert conflicts with file from rpm-2.3-1
/usr/man/man8/rpm.8 conflicts with file from rpm-2.3-1
error: rpm-2.0.11-1.i386.rpm cannot be installed
#
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If you’ll notetheversionnumbers,we’re trying to install anolderversionof RPM
(2.0.11)"on top of" a newer version(2.3).RPM faithfully reportedthevariousfile
conflictsandsummarizedwith amessagesayingthattheinstallwouldnothavepro-
ceeded,evenif --test hadnot beenon thecommandline.

The--test optionwill alsocatchdependency-relatedproblems:
# rpm -i --test blather-7.9-1.i386.rpm
failed dependencies:

bother >= 3.1 is needed by blather-7.9-1
#

Here’sa tip for all you script-writersout there:RPM will returna non-zerostatusif
the --test optiondetectsproblems…

2.4.3 --replacepkgs : Install the Package Even If Alread y
Installed
The --replacepkgs option is usedto forceRPM to install a packagethat it be-
lievesto be installedalready. This option is normallyusedif the installedpackage
hasbeendamagedsomehow andneedsto befixedup.

To seehow the--replacepkgs optionworks,let’s first install somesoftware:
# rpm -iv cdp-0.33-2.i386.rpm
Installing cdp-0.33-2.i386.rpm
#

OK, now thatwe have cdp-0.33-2 installed,let’s seewhathappensif we try to
install thesameversion"on top of" itself:

# rpm -iv cdp-0.33-2.i386.rpm
Installing cdp-0.33-2.i386.rpm
package cdp-0.33-2 is already installed
error: cdp-0.33-2.i386.rpm cannot be installed
#

Thatdidn’t go verywell. Let’s seewhatadding--replacepkgs will do :
# rpm -iv --replacepkgs cdp-0.33-2.i386.rpm
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Installing cdp-0.33-2.i386.rpm
#

Much better. Theoriginal packagewasreplacedby a new copy of itself.

2.4.4 --replacefiles : Install the Package Even If It
Replaces Another Package’s Files
While the--replacepkgs optionpermittedapackageto beinstalled"on topof"
itself, --replacefiles is usedto allow apackageto overwritefilesbelongingto
a differentpackage.Soundsstrange?Let’s go over it in a bit moredetail.

Onething that setsRPM apartfrom many otherpackagemanagersis that it keeps
track of all the files it installs in a database.Eachfile’s databaseentry containsa
variety of informationaboutthe file, including a meansof summarizingthe file’s
contents.2By usingthesesummaries,known asMD5 checksums, RPM candeter-
mine if a particularfile is going to be replacedby a file with the samename,but
differentcontents.Here’sanexample:

Package"A" installsa file (we’ll call it /bin/foo.bar ). OncePackageA is in-
stalled,foo.bar resideshappilyin the/bin directory. In theRPMdatabase,there
is anentryfor /bin/foo.bar , includingthefile’s MD5 checksum.

However, thereis aanotherpackage,"B". PackageB alsohasafile calledfoo.bar
that it wantsto install in /bin . Therecan’t betwo files in thesamedirectorywith
thesamename.The files aredifferent;their MD5 checksumsdo not match. What
happensif PackageB is installed?Let’s find out. Here,we’ve installeda package:

# rpm -iv cdp-0.33-2.i386.rpm
Installing cdp-0.33-2.i386.rpm
#

OK, noproblemthere.Butwehaveanotherpackageto install. In thiscase,it is anew
releaseof thecdp package.It shouldbenotedthatRPM’sdetectionof file conflicts
doesnotdependonthetwo packagesbeingrelated.It is strictly basedonthenameof

2 We’ll getmoreinto this aspectof RPM in Section6.1,rpm -V — WhatDoesit Do? whenwe discussrpm
-V .



46 Chapter 2:Using RPM to Install Packages

thefile, thedirectoryin which it resides,andthefile’s MD5 checksum.Here’swhat
happenswhenwe try to install thepackage:

# rpm -iv cdp-0.33-3.i386.rpm
Installing cdp-0.33-3.i386.rpm
/usr/bin/cdp conflicts with file from cdp-0.33-2
error: cdp-0.33-3.i386.rpm cannot be installed
#

What’shappening?Thepackagecdp-0.33-2 hasafile, /usr/bin/cdp , thatit
installed. Sureenough,thereit is. Let’s highlight thesizeandcreationdateof the
file for future reference:

# ls -al /usr/bin/cdp
-rwxr-xr-x 1 root root 34460 Feb 25 14:27 /usr/bin/cdp
#

Thepackagewe just tried to install,cdp-0.33- 3 (notethedifferentrelease),also
installs a file cdp in /usr/bin . Sincethere is a conflict, that meansthat the
two package’s cdp files must be different — their checksumsdon’t match. Be-
causeof this, RPM won’t let the secondpackageinstall. But with --replace-
files , wecanforceRPMto let the/usr/bin/cdp from cdp-0.33-3 replace
the /usr/bin/cdp from cdp-0.33-2 :

# rpm -iv --replacefiles cdp-0.33-3.i386.rpm
Installing cdp-0.33-3.i386.rpm
#

Takinga closerlook at /usr/bin/cdp , we find that they certainlyare different,
both in sizeandcreationdate:

# ls -al /usr/bin/cdp
-rwxr-xr-x 1 root root 34444 Apr 24 22:37 /usr/bin/cdp
#
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File conflicts shouldbe a relatively rareoccurrence.They only happenwhentwo
packagesattemptto install fileswith thesamenamebut differentcontents.Thereare
two possiblereasonsfor this to happen:

• Installing a newer versionof a packagewithout erasingthe older version. A
newer versionof a packageis a wonderfulsourceof file conflictsagainstolder
versions— thefilenamesremainthesame,but thecontentschange.We usedit
in our examplebecauseit’s aneasyway to show what happenswhenthereare
file conflicts. However, it is usuallya bad ideawhenit comesto doingthis asa
way to upgradepackages.RPM hasa specialoption for this (rpm -U ) that is
discussedin Chapter4, UsingRPMto UpgradePackages.

• Installingtwounrelatedpackagesthateachinstallafile with thesamename.This
mayhappenbecauseof poorpackagedesign(hencethefile residingin morethan
onepackage),oralackof coordinationbetweenthepeoplebuilding thepackages.

--replacefiles and Config Files
Whathappensif aconflictingfile is aconfig file thatyou’vesweatedoverandworked
on until it’s just right? Will issuinga --replacefiles ona packagewith acon-
flicting config file blow all your changesaway?

No! RPM won’t cookyour goose.3

It will save any changesyou’ve made,to a config file called<file>.rpmsave .
Let’s give it a try:

As systemadministrator, youwantto makesureyournew usershavearich environ-
mentthefirst time they log in. Soyou’vecomeup with a really nifty .bashrc file
thatwill beexecutedwhenever they log in. Knowing thateveryonewill enjoy your
wonderful.bashrc file, you placeit in /etc/skel . Thatway, every time a new
accountis created,your .bashrc will becopiedinto thenew user’s login directory.

Not realizingthatthe.bashrc file youmodifiedin /etc/skel is listedasaconfig
file in apackagecalled(strangelyenough)etcskel , youdecideto experimentwith
RPM usingtheetcskel package.First you try to install it:

# rpm -iv etcskel-1.0-100.i386.rpm

3 You’ll have to do thatyourself!
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etcskel /etc/skel/.bashrc conflicts with file from etcskel-1.0-3
error: etcskel-1.0-100.i386.rpm cannot be installed
#

Hmmm. That didn’t work. Wait a minute! I canadd --replacefiles to the
commandandit shouldinstall just fine:

# rpm -iv --replacefiles etcskel-1.0-100.i386.rpm
Installing etcskel-1.0-100.i386.rpm
warning: /etc/skel/.bashrc saved as /etc/skel/.bashrc.rpmsave
#

Wait a minute…That’smy customized.bashrc ! Wasit really saved?

# ls -al /etc/skel/
total 8
-rwxr-xr-x 1 root root 186 Oct 12 1994 .Xclients
-rw-r--r-- 1 root root 1126 Aug 23 1995 .Xdefaults
-rw-r--r-- 1 root root 24 Jul 13 1994 .bash_logout
-rw-r--r-- 1 root root 220 Aug 23 1995 .bash_profile
-rw-r--r-- 1 root root 169 Jun 17 20:02 .bashrc
-rw-r--r-- 1 root root 159 Jun 17 20:46 .bashrc.rpmsave
drwxr-xr-x 2 root root 1024 May 13 13:18 .xfm
lrwxrwxrwx 1 root root 9 Jun 17 20:46 .xsession -> .Xclients
# cat /etc/skel/.bashrc.rpmsave
# .bashrc
# User specific aliases and functions
# Modified by the sysadmin
uptime
# Source global definitions
if [ -f /etc/bashrc ]; then

. /etc/bashrc
fi
#

Whew! Youheaveasighof relief, andstudythenew .bashrc to seeif thechanges
needto beintegratedinto your customizedversion.
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--replacefiles Can Mean Troub le Down the Road
While --replacefiles canmake today’sdifficult install go away, it canmean
big headachesin thefuture.Whenthetimecomesfor erasingthepackagesinvolved
in a file conflict, badthingscanhappen.

Whatbadthings?Well, files canbedeleted.Here’show, in threeeasysteps:

1. Two packagesareinstalled. Whenthe secondpackageis installed,thereis a
conflict with a file installedby the first package.Therefore,the --replace-
files option is usedto forceRPM to replacetheconflicting file with theone
from thesecondpackage.

2. At somepoint in thefuture,thesecondpackageis erased.

3. Theconflicting file is gone!

Let’s look at anexample.First,we install a new package.Next, we take a look at a
file it installed,notingthesizeandcreationdate.

# rpm -iv cdp-0.33-2.i386.rpm
Installing cdp-0.33-2.i386.rpm
# ls -al /usr/bin/cdp
-rwxr-xr-x 1 root root 34460 Feb 25 14:27 /usr/bin/cdp
#

Next, we try to install a newer releaseof thesamepackage.It fails:
# rpm -iv cdp-0.33-3.i386.rpm
Installing cdp-0.33-3.i386.rpm
/usr/bin/cdp conflicts with file from cdp-0.33-2
error: cdp-0.33-3.i386.rpm cannot be installed
#

So,we use--replacefiles to convince thenewer packageto install. We note
thatthenewer packageinstalleda file on top of thefile originally installed:

# rpm -iv --replacefiles cdp-0.33-3.i386.rpm
Installing cdp-0.33-3.i386.rpm
# ls -al /usr/bin/cdp
-rwxr-xr-x 1 root root 34444 Apr 24 22:37 /usr/bin/cdp
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#

Theoriginalcdp file, 34,460byteslong,anddatedFebruary25th,hasbeenreplaced
with a file with thesamename,but 34,444byteslong from the24th of April. The
original file is long gone.

Next, we erasedthepackagewe just installed.4Finally, we tried to find thefile:

# rpm -e cdp-0.33-3
# ls -al /usr/bin/cdp
ls: /usr/bin/cdp: No such file or directory
#

Thefile isgone.Why is this?Thereasonis that/usr/bin/cdp fromthefirstpack-
agewasreplacedwhenthe secondpackagewasinstalledusingthe --replace-
files option. Then,whenthesecondpackagewaserased,the /usr/bin/cdp
file wasremoved,sinceit belongedto thesecondpackage.If the first packagehad
beenerasedfirst, therewouldhavebeennoproblem,sinceRPMwouldhaverealized
that thefirst package’sfile hadalreadybeendeleted,andwould have left thefile in
place.

Theonly problemwith this stateof affairs is that the first packageis still installed,
except for /usr/bin/cdp . So now there’s a partially installedpackageon the
system. What to do? Perhapsit’s time to exerciseyour new-found knowledgeby
issuinganrpm -i --replacepkgs commandto fix up thefirst package…

2.4.5 --nodeps : Do Not Check Dependencies Before
Installing Package
Onedayit’ll happen.You’ll beinstallinga new package,whensuddenly, theinstall
bombs:

# rpm -i blather-7.9-1.i386.rpm
failed dependencies:

bother >= 3.1 is needed by blather-7.9-1
#

4 For moreinformationon erasingpackageswith rpm -e , seeChapter3, UsingRPMto ErasePackages.
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Whathappened?Theproblemis thatthepackageyou’re installingrequiresanother
packageto beinstalledin orderfor it to workproperly. In ourexample,theblather
packagewon’t work properlyunlessthe bother package(andmorespecifically,
bother version3.1 or later) is installed.Sinceour systemdoesn’thave anappro-
priateversionof bother installedatall, RPMabortedtheinstallationof blather .

Now, 99 timesout of 100, this exactly the right thing for RPM to do. After all, if
thepackagedoesn’thave everythingit needsto work properly, why try to install it?
Well, aswith everythingelsein life, thereareexceptionsto therule. And thatis why
thereis a --nodeps option.

Adding the --nodeps optionsto an install commanddirectsRPM to ignoreany
dependency-relatedproblemsandto completethepackageinstallation.Goingback
to our exampleabove, let’s addthe--nodeps optionto thecommandline andsee
whathappens:

# rpm -i --nodeps blather-7.9-1.i386.rpm
#

Thepackagewasinstalledwithout a peep.Whetherit will work properlyis another
matter, but it is installed. In general,it’s not a goodideato use--nodeps to get
arounddependency problems. The packagebuilders includedthe dependency re-
quirementsfor a reason,andit’s bestnot to second-guessthem.

2.4.6 --force : The Big Hammer
Adding --force to an install commandis a way of saying"Install it anyway!" In
essence,it adds--replacepkgs and--replacefiles to thecommand.Like
a big hammer, --force is an irresistibleforce5thatmakesthingshappen.In fact,
theonly thing thatwill preventa --force ’ed install from proceedingis a depen-
dency conflict.

And like a big hammer, it paysto fully understandwhy you needto use--force
beforeactuallyusingit.

5 No pun intended.
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2.4.7 --excludedocs : Do Not Install Documentation For
This Package

RPMhasanumberof goodfeatures.Oneof themis thefactthatRPMclassifiesthe
files it installsinto oneof threecategories:

1. Config files.

2. Filescontainingdocumentation.

3. All otherfiles.

RPMusesthe--excludedocs optionto preventfilesclassifiedasdocumentation
from beinginstalled. In thefollowing example,we know that thepackagecontains
documentation:specifically, the manpage,/usr/man/man1/cdp.1 . Let’s see
how --excludedocs keepsit from beinginstalled:

# rpm -iv --excludedocs cdp-0.33-3.i386.rpm
Installing cdp-0.33-3.i386.rpm
# ls -al /usr/man/man1/cdp.1
ls: /usr/man/man1/cdp.1: No such file or directory
#

Theprimaryreasonto use--excludedocs is to save on disk space.Thesavings
canbesizeable.For example,on anRPM-installedLinux system,therecanbeover
5,000documentationfiles, usingnearly50 megabytes.

If you like,you canmake --excludedocs thedefault for all installs.To do this,
simplyaddthefollowing line to /etc/rpmrc , .rpmrc in your login directory, or
thefile specifiedwith the--rcfile (which is discussedin Section2.4.12,--rc-
file <rcfile>: Use<rcfile> AsAn Alternaterpmrc File ) option:

excludedocs: 1

After that,every time an rpm -i commandis run, it will not install any documen-
tation files. 6

6 For moreinformationon rpmrcfiles, referto AppendixB, Therpmrc File.
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2.4.8 --includedocs : Install Documentation For This
Package
As thenameimplies,--includedocs directsRPM to install any files markedas
beingdocumentation.Thisoptionisnormallynotrequired,unlesstherpmrcfile entry
"excludedocs: 1" is includedin thereferencedrpmrcfile. Here’sanexample.
Note that in this example,/etc/rpmrc contains"excludedocs: 1", which
directsRPM not to install documentationfiles:

# ls /usr/man/man1/cdp.1
ls: /usr/man/man1/cdp.1: No such file or directory
# rpm -iv cdp-0.33-3.i386.rpm
Installing cdp-0.33-3.i386.rpm
# ls /usr/man/man1/cdp.1
ls: /usr/man/man1/cdp.1: No such file or directory
#

Herewe’ve checkedto make surethatthecdpmanpagedid not previously exist on
thesystem.Thenafterinstallingthecdppackage,wefind thatthe"excludedocs:
1" in /etc/rpmrc did its job: themanpagewasn’tinstalled.Let’s try it again,this
time addingthe --includedocs option:

# ls /usr/man/man1/cdp.1
ls: /usr/man/man1/cdp.1: No such file or directory
# rpm -iv --includedocs cdp-0.33-3.i386.rpm
Installing cdp-0.33-3.i386.rpm
# ls /usr/man/man1/cdp.1
-rw-r--r-- 1 root root 4550 Apr 24 22:37 /usr/man/man1/cdp.1
#

The--includedocs optionoverrodetherpmrcfile’s "excludedocs: 1" en-
try, causingRPM to install thedocumentationfile.

2.4.9 --prefix <path>: Relocate the package to <path>,
if possib le
Somepackagesgive thepersoninstalling themflexibility in determiningwhereon
their systemthey shouldbe installed. Theseareknown asrelocatablepackages.A
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relocatablepackagediffersfrom apackagethatcannotberelocated,in only oneway
— thedefinition of adefaultprefix. Becauseof this, it takesabit of additionaleffort
to determineif a packageis relocatable.But here’s anRPM commandthat canbe
usedto find out: 7

rpm -qp --queryformat "%{defaultprefix}\n" <packagefile>

Justreplace<packagefile> with thenameof thepackagefile youwantto check
out. If the packageis not relocatable,you’ll only seethe word (none) . If, on
theotherhand,thecommanddisplaysa path,thatmeansthepackageis relocatable.
Unlessspecified otherwise,every file in the packagewill be installedsomewhere
below thepathspecified by thedefault prefix.

Whatif youwantto specifyotherwise?Easy:just usethe--prefix option. Let’s
give it a try:

# rpm -qp --queryformat "%{defaultprefix}\n"
cdplayer-1.0-1.i386.rpm
/usr/local
# rpm -i --prefix /tmp/test cdplayer-1.0-1.i386.rpm
#

Herewe’veusedourmagicquerycommandto determinethatthecdplayer pack-
ageis relocatable.It normallyinstallsbelow /usr/local , but wewantedto move
it around.By addingthe --prefix option,we wereableto make thepackagein-
stall in /tmp/test . If we take a look there,we’ll seethat RPM createdall the
necessarydirectoriesto hold thepackage’sfiles:

# ls -lR /tmp/test/
total 2
drwxr-xr-x 2 root root 1024 Dec 16 13:21 bin/
drwxr-xr-x 3 root root 1024 Dec 16 13:21 man/

/tmp/test/bin:
total 41
-rwxr-xr-x 1 root root 40739 Oct 14 20:25 cdp*
lrwxrwxrwx 1 root root 17 Dec 16 13:21 cdplay -> /tmp/test/bin/cdp*

7 We discussRPM’s querycommandsin Chapter5, GettingInformationAboutPackages.
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/tmp/test/man:
total 1
drwxr-xr-x 2 root root 1024 Dec 16 13:21 man1/

/tmp/test/man/man1:
total 5
-rwxr-xr-x 1 root root 4550 Oct 14 20:25 cdp.1*
#

2.4.10 --noscripts : Do Not Execute Pre- and Post-install
Scripts
Beforewe talk aboutthe --noscripts option, we needto cover a bit of back-
ground. In Section2.4.1,Gettinga lot more informationwith -vv, we saw some
outputfrom aninstall usingthe-vv option. As canbeseen,therearetwo linesthat
mentionpre-installandpost-installscripts.Whensomepackagesareinstalled,they
mayrequirethatcertainprogramsbeexecutedbefore,after, or beforeandafter the
package’sfiles arecopiedto disk. 8

The --noscripts option preventsthesescriptsfrom beingexecutedduring an
install. This is a verydangerousthing to do! The --noscripts option is really
meantfor packagebuilders to useduring the developmentof their packages.By
preventingthepre-andpost-installscriptsfrom running,apackagebuildercankeep
a buggypackagefrom bringingdown their developmentsystem.Oncethebugsare
foundandeliminated,the--noscripts optionis no longernecessary.

2.4.11 --percent : Not Meant for Human Consumption
An optionthatwill probablynever bevery popularis --percent . This option is
meantto beusedby programsthatinteractwith theuser, perhapspresentingagraph-
ical userinterfacefor RPM. Whenthe --percent option is used,RPM displays
a seriesof numbers.Eachnumberis a percentagethat indicateshow far alongthe
install is. Whenthenumberreaches100%,theinstallationis complete.

8 It’s possibletouseRPM’s querycommandtoseeif apackagehaspre-orpost-installscripts.See--scripts
— ShowScriptsAssociatedWith a Package in Section5.2.2for moreinformation.
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# rpm -i --percent iBCS-1.2-3.i386.rpm
%f iBCS:1.2:3
%%0.002140
%%1.492386
%%5.296632
%%9.310026
%%15.271010
%%26.217846
%%31.216000
%%100.000000
%%100.000000
#

Thelist of percentageswill varydependingonthenumberof files in thepackage,but
every packageendsat 100%whencompletelyinstalled.

2.4.12 --rcfile <rcfile>: Use <rcfile> As An
Alternate rpmrc File

The--rcfile optionis usedto specifya file containingdefault settingsfor RPM.
Normally, this optionis notneeded.By default,RPMuses/etc/rpmrc anda file
named.rpmrc locatedin your login directory.

Thisoptionwouldbeusedif therewasaneedto switchbetweenseveralsetsof RPM
defaults.Softwaredevelopersandpackagebuilderswill normallybetheonly people
usingthe --rcfile option. For moreinformationon rpmrc files, seeAppendix
B, Therpmrc File.

2.4.13 --root <path>: Use <path> As An Alternate Root

Adding --root <path> to an install commandforcesRPM to assumethat the
directoryspecified by <path> is actuallythe"root" directory. The--root option
affectseveryaspectof theinstallprocess,sopre-andpost-installscriptsarerunwith
<path> astheir rootdirectory(usingchroot(2) , if youmustknow). In addition,
RPMexpectsits databaseto residein thedirectoryspecifiedby thedbpath rpmrc
file entry, relative to <path>. 9

9 For moreinformationon rpmrc file entries,seeAppendixB, Therpmrc File.
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Normally this option is only usedduringaninitial systeminstall, or whena system
hasbeenbootedoff a "rescuedisk" andsomepackagesneedto bere-installed.

2.4.14 --dbpath <path>: Use <path> To Find RPM
Database
In orderfor RPMto doits handiwork, it needsaccessto anRPMdatabase.Normally,
this databaseexistsin thedirectoryspecified by therpmrc file entry, dbpath . By
default, dbpath is setto /var/lib/rpm .

Although the dbpath entry can be modified in the appropriaterpmrc file, the
--dbpath option is probablya betterchoicewhenthe databasepathneedsto be
changedtemporarily. An exampleof a time the --dbpath optionwould comein
handyis whenit’s necessaryto examineanRPMdatabasecopiedfrom anothersys-
tem. Granted,it’s not a commonoccurrence,but it’s difficult to handleany other
way.

2.4.15 --ftpport <port>: Use <port> In FTP-based
Installs
Back in Section2.2.1,URLs— AnotherWay to SpecifyPackage Files we showed
how RPM canaccesspackagefiles by the useof a URL. We alsomentionedthat
somesystemsmaynot usethestandardFTPport. In thosecases,it’s necessaryto
give RPM theproperport numberto use.As we mentionedabove, oneapproachis
to embedtheport numberin theURL itself.

Anotherapproachis to usethe --ftpport option. RPM will accessthe desired
port whenthis option,alongwith theport number, is addedto thecommandline. In
caseswherethedesiredport seldomchanges,it maybeenteredin anrpmrc file by
usingthe ftpport entry. 10

2.4.16 --ftpproxy <host>: Use <host> As Proxy In
FTP-based Installs
Many companiesandInternetServiceProviders(ISPs)employ variousmethodsto
protecttheir network connectionsagainstmisuse. Oneof thesemethodsis to use

10 Theuseof rpmrc files is describedin AppendixB, Therpmrc File.
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a systemthat will processall FTP requestson behalf of the othersystemson the
company or ISPnetwork. By having a singlecomputeractasa proxy for theother
systems,it servesto protecttheothersystemsagainstany FTP-relatedmisuse.

WhenRPMis employedonanetwork with anFTPproxysystem,it will benecessary
for RPM to direct all its FTP requeststo the FTP proxy. RPM will sendits FTP
requeststo the specified proxy systemwhenthe --ftpproxy option,alongwith
theproxy hostname,is addedto thecommandline.

In caseswheretheproxy hostseldomchanges,it maybeenteredin an rpmrc file
by usingthe ftpproxy entry. 11

2.4.17 --ignorearch : Do Not Verify Package Architecture
Whena packagefile is created,RPM specifiesthearchitecture,or typeof computer
hardware,for whichthepackagewascreated.Thisis agoodthing,asthearchitecture
is oneof themainfactorsin determiningwhetherapackagewrittenfor onecomputer
is goingto becompatiblewith anothercomputer.

Whenapackageis installed,RPMusesthearch_compat rpmrc entriesin order
to determinewhatarenormallyconsideredcompatiblearchitectures.Unlessyou’re
portingRPMto anew architecture,youshouldn’t makeany changesto theseentries.
12While RPM attemptsto make theright decisionsregardingpackagecompatibility,
therearetimeswhenit errsonthesideof conservatism.In thosecases,it’s necessary
to overrideRPM’s decision. The --ignorearch option is usedin thosecases.
Whenaddedto the commandline, RPM will not performany architecture-related
checking.

Unlessyoureallyknow whatyou’redoing,youshouldneveruse--ignorearch !

11 Theuseof rpmrc files is describedin AppendixB, Therpmrc File.

12 If you are portingRPM, you’ll find moreon arch_compat in xxx_compat — Define CompatibleAr-
chitectures in Section19.3.1.
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2.4.18 --ignoreos : Do Not Verify Package Operating
System
Whena packagefile is created,RPM specifies the operatingsystemfor which the
packagewascreated.This is agoodthingastheoperatingsystemis oneof themain
factorsin determiningwhethera packagewritten for onecomputeris going to be
compatiblewith anothercomputer.

Whenapackageis installed,RPMusestheos_compat rpmrc entriesto determine
whatarenormallyconsideredcompatibleoperatingsystems.Unlessyou’re porting
RPM to a new operatingsystem,you shouldn’t make any changesto theseentries.
13While RPM attemptsto make theright decisionsregardingpackagecompatibility,
therearetimeswhenit errson thesideof conservatism. In thosecases,it’s neces-
saryto overrideRPM’s decision.The --ignoreos option is usedin thosecases.
Whenaddedto thecommandline, RPM will not performany operatingsystem-re-
latedchecking.

Unlessyou really know whatyou’re doing,youshouldneveruse--ignoreos !

13 If you are portingRPM, you’ll find moreon os_compat in xxx_compat — Define CompatibleArchi-
tectures in Section19.3.1.
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3 Using RPM to Erase Packages
Table 3–1 rpm -e Command Syntax

rpm -e (or --erase ) optionspkg1 … pkg N

Parameters

pkg1 … pkg N Oneor moreinstalledpackages

Erase-specific Options Page

--test Performerasetestsonly Section3.3.1,--test—
Go ThroughtheProcess
of ErasingthePackage,
But Do Not EraseIt

--noscripts Do not executepre-and
post-uninstallscripts

Section 3.3.3,
--noscripts — Do
Not ExecutePre- and
Post-uninstallScripts

--nodeps Do not check
dependencies

Section 3.3.2,
--nodeps: Do Not
Check Dependencies
Before ErasingPackage

GeneralOptions Page

-vv Display debugging
information

Section3.2.1,Getting
More InformationWith
-vv

--root <path> Setalternateroot to
<path>

Section3.3.5,--root
<path> —Use<path>
AstheRoot
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--rcfile <rcfile> Setalternaterpmrcfile to
<rcfile>

Section 3.3.4,
--rcfile <rcfile>
— Read<rcfile> For
RPMDefaults

--dbpath <path> Use<path> to find the
RPM database

Section 3.3.6,
--dbpath <path>:
Use<path> To Find
RPMDatabase

3.1 rpm -e — What Does it Do?
The rpm -e command(--erase is equivalent)removes,or erases,oneor more
packagesfrom thesystem.RPMperformsaseriesof stepswheneverit erasesapack-
age:

• It checkstheRPM databaseto make surethatno otherpackagesdependon the
packagebeingerased.

• It executesa pre-uninstallscript (if oneexists).

• It checksto seeif any of thepackage’sconfig files havebeenmodified. If so,it
savescopiesof them.

• It reviewstheRPMdatabaseto find everyfile listedasbeingpartof thepackage,
andif they do not belongto anotherpackage,deletesthem.

• It executesa post-uninstallscript(if oneexists).

• It removesall tracesof thepackage(andthefilesbelongingto it) from theRPM
database.

That’squitea bit of activity for a singlecommand.No wonderRPM canbesucha
time-saver!

3.2 Erasing a Package
Themostbasicerasecommandis:

# rpm -e eject
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#

In thiscase,theeject packagewaserased.Thereisn’t muchin thewayof feedback,
is there?Couldwe getmoreif we add-v ?

# rpm -ev eject
#

Still nothing.However, there’s anotheroptionthatcanbecountedonto giveawealth
of information. Let’s give it a try:

3.2.1 Getting More Information With -vv
By adding-vv to thecommandline, we canoftengeta betterfeel for what’sgoing
on insideRPM. The -vv optionwasreally meantfor theRPM developers,andits
outputmaychange,but it is a greatway to gaininsight into RPM’s innerworkings.
Let’s try it with rpm -e :

# rpm -evv eject
D: uninstalling record number 286040
D: running preuninstall script (if any)
D: removing files test = 0
D: /usr/man/man1/eject.1 - removing
D: /usr/bin/eject - removing
D: running postuninstall script (if any)
D: removing database entry
D: removing name index
D: removing group index
D: removing file index for /usr/bin/eject
D: removing file index for /usr/man/man1/eject.1
#

Although -v hadno effect on RPM’s output,-vv gave usa torrentof output. But
whatdoesit tell us?

First, RPM displaysthe package’srecordnumber. The numberis normally of use
only to peoplethatwork on RPM’s databasecode.

Next, RPM executesa "pre-uninstall"script, if oneexists. This script canexecute
any commandsrequiredto remove thepackagebeforeany files areactuallydeleted.
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The"files test = 0" line indicatesthatRPMis to actuallyerasethepackage.
If thenumberhadbeennon-zero,RPMwouldonly beperforminga testof thepack-
ageerasure.This happenswhenthe--test optionis used.Referto Section3.3.1,
--test—GoThroughtheProcessof ErasingthePackage, ButDo NotEraseIt for
moreinformationon theuseof the--test optionwith rpm -e .

Thenext two lineslog theactualremoval of thefilescomprisingthepackage.Pack-
ageswith many files canresultin a lot of outputwhenusing-vv !

Next, RPM executesa "post-uninstall"script, if oneexists. Like the pre-uninstall
script,thisscriptis usedto performany processingrequiredto cleanlyerasethepack-
age. Unlike thepre-uninstallscript,however, thepost-uninstallscript runsafter all
thepackage’s files have beenremoved.

Finally, the last five linesshow theprocessRPM usesto remove every traceof the
packagefrom its database.Fromthemessages,wecanseethatthedatabasecontains
someper-packagedata,followedby informationon every file installedby thepack-
age.

3.3 Additional Options
If you’re interestedin a complex commandwith lots of options,rpm -e is not the
placeto look. Therejust aren’t that many differentwaysto erasea package!But
therearea few optionsyou shouldknow about.

3.3.1 --test — Go Through the Process of Erasing the
Package, But Do Not Erase It
If you’reabit gun-shyabouterasingapackage,youcanusethe--test optionfirst
to seewhat rpm -e would do:

# rpm -e --test bother
removing these packages would break dependencies:

bother >= 3.1 is needed by blather-7.9-1
#
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It’s prettyeasytoseethattheblather packagewouldn’t workverywell if bother
wereerased.To be fair, however, RPM wouldn’t have erasedthe packagein this
exampleunlesswe usedthe--nodeps option,which we’ll discussshortly.

However, if therearenoproblemserasingthepackage,you won’t seeverymuch:

# rpm -e --test eject
#

Weknow, basedonpreviousexperience,that-v doesn’tgiveusany additionaloutput
with rpm -e . However, wedoknow that-vv workswonders.Let’s seewhatit has
to say:

# rpm -evv --test eject
D: uninstalling record number 286040
D: running preuninstall script (if any)
D: would remove files test = 1
D: /usr/man/man1/eject.1 - would remove
D: /usr/bin/eject - would remove
D: running postuninstall script (if any)
D: would remove database entry
#

As you cansee,the outputis similar to that of a regular erasecommandusingthe
-vv option,with thefollowing exceptions:

• The"would remove files test = 1" line endswith a non-zeronum-
ber. This is because--test hasbeenadded.If thecommandhadn’t included
--test , the numberwould have been0, and the packagewould have been
erased.

• Thereis aline for eachfile thatRPMwouldhaveremoved,eachoneendingwith
"would remove " insteadof "removing ".

• Thereis only oneline at theend,stating:"would remove database en-
try ", versusthe multi-line output showing the cleanupof the RPM database
duringanactualerase.
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By using--test in conjunctionwith -vv , it’s easyto seeexactlywhatRPMwould
do duringanactualerase.

3.3.2 --nodeps : Do Not Check Dependencies Before
Erasing Package
It’s likely thatonedaywhile erasinga package,you’ll seesomethinglike this:

# rpm -e bother
removing these packages would break dependencies:

bother >= 3.1 is needed by blather-7.9-1
#

Whathappened?Theproblemis thatoneor moreof thepackagesinstalledon your
systemrequirethepackageyou’re trying to erase.Without it, they won’t work prop-
erly. In ourexample,theblather packagewon’t workproperlyunlessthebother
package(andmorespecifically, bother version3.1or later)is installed.Sincewe’re
trying to erasebother , RPM abortedtheerasure.

Now, 99 timesout of 100,this is exactly theright thing for RPM to do. After all, if
thepackageis neededby otherpackages,why try to eraseit? As with everythingelse
in life, thereareexceptionsto therule. And thatis why thereis a --nodeps option.

Adding the --nodeps optionsto an erasecommanddirectsRPM to ignore any
dependency-relatedproblems,andto erasethepackage.Goingbackto our example
above, let’s addthe--nodeps optionto thecommandline andseewhathappens:

# rpm -e --nodeps bother
#

Thepackagewaserasedwithout a peep.Whethertheblather packagewill work
properly is anothermatter. In general,it’s not a good idea to use--nodeps to
get arounddependency problems. The packagebuilders includedthe dependency
requirementsfor a reason,andit’s bestnot to second-guessthem.
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3.3.3 --noscripts — Do Not Execute Pre- and
Post-uninstall Scripts
In Section3.2.1,GettingMoreInformationWith -vv, weusedthe-vv optionto see
whatRPM wasactuallydoingwhenit eraseda package.We notedthat therewere
two scripts,apre-uninstallandapost-uninstall,thatwereusedto executecommands
requiredduringtheprocessof erasinga package.

The --noscripts option preventsthesescriptsfrom beingexecutedduring an
erase.This is a very dangerousthing to do! The --noscripts option is really
meantfor packagebuildersto useduringthedevelopmentof theirpackages.By pre-
ventingthepre-andpost-uninstallscriptsfrom running,a packagebuilder cankeep
a buggypackagefrom bringingdown their developmentsystem.Oncethebugsare
foundandeliminated,there’svery little needto prevent thesescriptsfrom running;
in fact,doingsocancauseproblems!

3.3.4 --rcfile <rcfile> — Read <rcfile> For RPM
Defaults
The--rcfile optionis usedto specifya file containingdefault settingsfor RPM.
Normally, this optionis notneeded.By default,RPMuses/etc/rpmrc anda file
named.rpmrc locatedin your login directory.

Thisoptionwouldbeusedif therewasaneedto switchbetweenseveralsetsof RPM
defaults.Softwaredevelopersandpackagebuilderswill normallybetheonly people
usingthe --rcfile option. For moreinformationon rpmrc files, seeAppendix
B, Therpmrc File.

3.3.5 --root <path> — Use <path> As the Root
Adding --root <path> to an install commandforcesRPM to assumethat the
directoryspecified by <path> is actuallythe"root" directory. The--root option
affectseveryaspectof theinstallprocess,sopre-andpost-installscriptsarerunwith
<path> astheir rootdirectory(usingchroot(2) , if youmustknow). In addition,
RPMexpectsits databaseto residein thedirectoryspecifiedby thedbpath rpmrc
file entry, relative to <path>. 1

1 For moreinformationon rpmrc file entries,seeAppendixB, Therpmrc File.
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Normally this option is only usedduringaninitial systeminstall, or whena system
hasbeenbootedoff a "rescuedisk" andsomepackagesneedto bere-installed.

3.3.6 --dbpath <path>: Use <path> To Find RPM
Database

In orderfor RPMto doits handiwork, it needsaccessto anRPMdatabase.Normally,
this databaseexistsin thedirectoryspecified by therpmrc file entry, dbpath . By
default, dbpath is setto /var/lib/rpm .

Although the dbpath entry can be modified in the appropriaterpmrc file, the
--dbpath option is probablya betterchoicewhenthe databasepathneedsto be
changedtemporarily. An exampleof a time the --dbpath optionwould comein
handyis whenit’s necessaryto examineanRPMdatabasecopiedfrom anothersys-
tem. Granted,it’s not a commonoccurrence,but it’s difficult to handleany other
way.

3.4 rpm -e and Config files

If you’vemadechangesto aconfigurationfile thatwasoriginally installedby RPM,
your changeswon’t be lost if you erasethepackage.Say, for example,thatwe’ve
madechangesto /etc/skel/.bashrc (aconfig file), whichwasinstalledaspart
of theetcskel package.Later, we remove etcskel :

# rpm -e etcskel
#

But if we take a look in /etc/skel , look what’s there:

# ls -al
total 5
drwxr-xr-x 3 root root 1024 Jun 17 22:01 .
drwxr-xr-x 8 root root 2048 Jun 17 19:01 ..
-rw-r--r-- 1 root root 152 Jun 17 21:54 .bashrc.rpmsave
drwxr-xr-x 2 root root 1024 May 13 13:18 .xfm
#
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Sureenough:.bashrc.rpmsave is a copy of yourmodified .bashrc file! Re-
member, however, that this featureonly works with config files. Not surehow to
determinewhich files RPM thinksareconfig files? Chapter5, GettingInformation
AboutPackageswill show you how.

3.5 Watch Out!
RPM takesmostof thework out of removing softwarefrom your system,andthat’s
great.As with everythingelsein life, however, there’sadownside.RPMalsomakes
it easyto erasepackagesthatarecritical to yoursystem’scontinuedoperation.Here
aresomeexamplesof packagesnot to erase:

• RPM: RPM will happilyuninstallitself. No problem— you’ll just re-installit
with rpm -i … Oops!

• Bash: The Bourne-againShell may not be the shell you use,but certainparts
of many Linux systems(like the scripts executedduring systemstartupand
shutdown) use /bin/sh , which is a symbolic link to /bin/bash . No
/bin/bash , no /bin/sh . No /bin/sh , no system!

In many cases,RPM’sdependency processingwill preventinadvertenterasuresfrom
causingmassive problems. However, if you’re not sure,userpm -q to get more
informationaboutthepackageyou’d like to erase.2

2 SeeChapter5, GettingInformationAboutPackagesfor moreinformationon rpm -q .
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4 Using RPM to Upgrade Packages
Table 4–1 rpm -U Command Syntax

rpm -U (or --upgrade )optionsfile1.rpm … fileN.rpm

Parameters

file1.rpm …
fileN.rpm

Oneor moreRPM packagefiles (URLs OK)

Upgrade-specific Options Page

-h (or --hash ) Print hashmarks("#")
duringupgrade1

Section2.3.2,-h: Perfect
for theImpatient

--oldpackage Permit"upgrading"to an
olderpackage

Section 4.3.1,
--oldpackage:
UpgradeTo An Older
Version

--test Performupgradetests
only1

Section2.4.2,--test:
PerformInstallationTests
Only

--excludedocs Do not install
documentation1

Section 2.4.7,
--excludedocs:
Do Not Install
DocumentationFor This
Package

--includedocs Install documentation1 Section 2.4.8,
--includedocs:
Install Documentation
For ThisPackage
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--replacepkgs Replacea packagewith a
new copy of itself1

Section 2.4.3,
--replacepkgs:
Install thePackage Even
If AlreadyInstalled

--replacefiles Replacefiles ownedby
anotherpackage1

Section 2.4.4,
--replacefiles:
Install thePackage Even
If It ReplacesAnother
Package’s Files

--force Ignorepackageandfile
conflicts

Section4.3.2,--force:
TheBig Hammer

--percent Print percentagesduring
upgrade1

Section2.4.11,
--percent: Not Meant
for HumanConsumption

--noscripts Do not executepre-and
post-installscripts

Section 4.3.3,
--noscripts: Do
Not ExecuteInstall and
Uninstall Scripts

--prefix <path> Relocatepackageto
<path> if possible1

Section 2.4.9,
--prefix <path>:
Relocatethepackage to
<path>, if possible

--ignorearch Do not verify package
architecture1

Section2.4.17,
--ignorearch: Do
Not Verify Package
Architecture

--ignoreos Do not verify package
operatingsystem1

Section2.4.18,
--ignoreos: Do Not
Verify Package Operating
System
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--nodeps Do not check
dependencies1

Section 2.4.5,
--nodeps: Do Not
Check Dependencies
Before InstallingPackage

--ftpproxy <host> Use<host> astheFTP
proxy1

Section2.4.16,
--ftpproxy
<host>: Use<host>
AsProxy In FTP-based
Installs

--ftpport <port> Use<port> astheFTP
port1

Section2.4.15,
--ftpport <port>:
Use <port> In
FTP-basedInstalls

GeneralOptions Page

-v Display additional
information1

Section2.3.1,Gettinga
bit morefeedback with-v

-vv Display debugging
information1

Section2.4.1,Gettinga
lot more informationwith
-vv

--root <path> Setalternateroot to
<path>1

Section2.4.13,--root
<path>: Use<path>
AsAn AlternateRoot
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--rcfile <rcfile> Setalternaterpmrcfile to
<rcfile>1

Section2.4.12,
--rcfile
<rcfile>: Use
<rcfile> As An
Alternaterpmrc File

--dbpath <path> Use<path> to find the
RPM database1

Section2.4.14,
--dbpath <path>:
Use<path> To Find
RPMDatabase

4.1 rpm -U — What Does it Do?
If therewasoneRPMcommandthatcouldwin over friends,it wouldbeRPM’sup-
gradecommand.After all, anyonewho hasever tried to install a newer versionof
anysoftwareknows whata traumaticexperienceit canbe. With RPM, though,this
processis reducedto asinglecommand:rpm -U . Therpm -U command(--up-
grade is equivalent)performstwo distinctoperations:

1. Installsthedesiredpackage.

2. Erasesall olderversionsof thepackage,if any exist.

If it soundsto you like rpm -U is nothingmorethanan rpm -i command(see
Chapter2, Using RPMto Install Packages) followedby theappropriatenumberof
rpm -e commands,(seeChapter3,UsingRPMtoErasePackages) you’dbeexactly
right. In fact,we’ll bereferringbackto thosechaptersaswe discussrpm -U , soif
you haven’t skimmedthosechaptersyet,you might wantto do thatnow.

While somepeoplemight think it’s a "cheapshot" to claim thatRPM performsan
upgradewhenin factit’s justdoingtheequivalentof acoupleof othercommands,in
fact, it’s a very smartthing to do. By carefullycraftingRPM’s packageinstallation
anderasurecommandsto do the work requiredduring an upgrade,it makesRPM

1 This optionbehavesidentically to thesameoptionusedwith rpm -i . PleaseseeChapter2, UsingRPMto
Install Packagesfor moreinformationon this option.
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moretolerantof misuseby preservingimportantfiles evenif anupgradeisn’t being
done.

If RPM hadbeenwritten with a very "smart"upgradecommand,andtheinstall and
erasecommandscouldn’thandleupgradesituationsatall, installingapackagecould
overwriteamodifiedconfigurationfile. Likewise,erasingapackagewouldalsomean
thatconfig filescouldbeerased.Not agoodsituation!However, RPM’sapproachto
upgradesmakesit possibletohandleeventhemosttricky situation— havingmultiple
versionsof a packageinstall simultaneously.

4.1.1 Config file magic
While the rpm -i andrpm -e commandseachdo their part to keepconfig files
straight,it is with rpm -U thatthefull power of RPM’s config file handlingshows
through.Thereareno lessthansix differentscenariosthatRPM takesinto account
whenhandlingconfig files.

In orderto make theappropriatedecisions,RPM needsinformation. The informa-
tion usedto decidehow to handleconfig files is a setof threelargenumbersknown
asMD5 checksums. An MD5 checksumis producedwhena file is usedasthe in-
put to a complex seriesof mathematicaloperations.The resultingchecksumhasa
uniqueproperty, in thatanychangeto thefile’s contentswill resultin achangeto the
checksumof that file. 2Therefore,MD5 checksumsarea powerful tool for quickly
determiningwhethertwo differentfiles have thesamecontentsor not.

In thepreviousparagraph,we statedthatRPM usesthreedifferentMD5 checksums
to determinewhatshouldbedonewith a config file. Thethreechecksumsare:

1. TheMD5 checksumof thefile whenit wasoriginally installed.We’ll call this
theoriginal file.

2. TheMD5 checksumof the file asit existsat upgradetime. We’ll call this the
current file.

3. The MD5 checksumof the correspondingfile in the new package.We’ll call
this thenew file.

2 Actually, there’saonein 2128chanceachangewill goundetected,but for all practicalpurposes,it’s asclose
to perfectaswe canget.
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Let’s take a look at thevariouscombinationsof checksums,seewhatRPM will do
becauseof them,anddiscusswhy. In thefollowing examples,we’ll usethelettersX,
Y, andZ in placeof lengthyMD5 checksums.

Original file = X, Current file = X, New file = X

In this case,the file originally installedwasnever modified. 3The file in the new
versionof thepackageis identicalto thefile on disk.

In thiscase,RPMinstallsthenew file, overwritingtheoriginal. Youmaybewonder-
ing why goto thetroubleof installingthenew file if it’s just thesameastheexisting
one.Thereasonis thataspectsof thefile otherthanits nameandcontentsmighthave
changed.Thefile’s ownership,for example,mightbedifferentin thenew version.

Original file = X, Current file = X, New file = Y

Theoriginal file hasnot beenmodified, but thefile in thenew packageis different.
Perhapsthedifferencerepresentsa bug-fix, or anew feature.It makesno difference
to RPM.

In this case,RPM installsthenew file, overwriting theoriginal. This makessense.
If it didn’t, RPM would never permit newer, modified versionsof software to be
installed! The original file is not saved, sinceit hadnot beenchanged.A lack of
changesheremeansthatno site-specific modificationsweremadeto thefile.

Original file = X, Current file = Y, New file = X

Herewehaveafile thatwaschangedatsomepoint. However, thenew file is identical
to theexisting file prior to thelocal modifications.

In thiscase,RPMtakestheviewpoint thatsincetheoriginal file andthenew file are
identical,the modificationsmadeto the original versionmuststill be valid for the
new version.It leavestheexisting,modified file in place.

3 Or, assomesticklersfor detailmaynote,it mayhave beenmodified, andsubsequentlythosemodifications
wereundone.
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Original file = X, Current file = Y, New file = Y
At somepointtheoriginalfile wasmodified,andthosemodificationshappento make
thefile identicalto thenew file. Perhapsthemodificationwasmadeto fix asecurity
problem,andthenew versionof thefile hasthesamefix appliedto it.

In this case,RPM installsthe new version,overwriting the modified original. The
samephilosophyusedin the first scenarioapplieshere— althoughthe file hasnot
changed,perhapssomeotheraspectof thefile has,sothenew versionis installed.

Original file = X, Current file = Y, New file = Z
Heretheoriginal file wasmodifiedatsomepoint. Thenew file is differentfrom both
theoriginal and themodified versionsof theoriginal file.

RPM is not able to analyzethe contentsof the files, anddeterminewhat is going
on. In this instance,it takesthe bestpossibleapproach.The new file is known to
work properlywith therestof thesoftwarein thenew package— at leastthepeople
building thenew packageshouldhaveinsuredthatit does.Themodifiedoriginal file
is anunknown: it might work with thenew package,it might not. SoRPM installs
thenew file.

BUT… Theexistingfile wasdefinitely modified. Someonemadeaneffort to change
thefile, for somereason.Perhapstheinformationcontainedin thefile is still of use.
Therefore,RPM savesthemodified file, namingit <file>.rpmsave , andprints
a warning,sotheuserknows whathappened:

warning: /etc/skel/.bashrc saved as /etc/skel/.bashrc.rpmsave

Thesefive scenarioscover just aboutevery possiblecircumstance,save one. The
missingscenario?

Original file = none, Current file = ??, New file = ??
While RPM doesn’tusechecksumsin this particularcase,we’ll describeit in those
terms,for the sake of consistency. In this instance,RPM hadnot installedthe file
originally, so thereis no original checksum.

Becausethefile hadnotoriginally beeninstalledaspartof apackage,thereis noway
for RPMto determineif thefile currentlyin placehadbeenmodified. Therefore,the
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checksumsfor thecurrentfile andthenew file areirrelevant;they cannotbeusedto
clearup themystery.

Whenthishappens,RPMrenamesthefile to<file>.rpmorig , printsawarning,
andinstallsthenew file. This way, any modificationscontainedin theoriginal file
aresaved.Thesystemadministratorcanreview thedifferencesbetweentheoriginal
andthenewly installedfiles anddeterminewhatactionshouldbetaken.

As you can see,in the majority of casesRPM will automaticallytake the proper
courseof actionwhenperforminganupgrade.It is only whenconfig fileshavebeen
modified andareto beoverwritten,thatRPM leavesany post-upgradework for the
systemadministrator. Even in thosecases,many times the modified files are not
worth saving andcanbedeleted.

4.2 Upgrading a Package
Themostbasicversionof therpm -U commandis simply "rpm -U ", followedby
thenameof a .rpm packagefile:

# rpm -U eject-1.2-2.i386.rpm
#

Here,RPM performedall thestepsnecessaryto upgradetheeject-1.2-2 pack-
age,fasterthancouldhavebeendoneby hand.As in RPM’s install command,Uni-
form ResourceLocators,or URLs,canalsobeusedto specifythepackagefile. 4

4.2.1 rpm -U ’s Dir ty Little Secret

Well, in theexampleabove,we didn’t tell thewholestory. Therewasno olderver-
sionof theeject packageinstalled.Yes,it’s true— rpm -U worksjust fine asa
replacementfor thenormalinstall commandrpm -i .

This is another, moreconcreteexampleof thestrengthof RPM’smethodof perform-
ing upgrades.SinceRPM’s install commandis smartenoughto handleupgrades,

4 For more informationon RPM’s useof URLs, pleaseseeSection2.2.1,URLs— AnotherWay to Specify
Package Files.
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RPM’supgradecommandis really justanotherway to specifyaninstall. Somepeo-
ple never even botherto useRPM’s install command;they always userpm -U .
Maybethe"-U " shouldstandfor, "Uh, do theright thing"…

4.3 They’re Nearly Identical…
Giventhefactthatrpm -U canbeusedasareplacementto rpm -i , it followsthat
mostof theoptionsavailablefor rpm -U areidenticalto thoseusedwith rpm -i .
Therefore,to keepthe duplicationto a minimum, we’ll discussonly thoseoptions
that areuniqueto rpm -U , or that behave differently from the sameoption when
usedwith rpm -i . Thetableon Table4–1, rpm -U CommandSyntaxat thestart
of this chaptershows all valid optionsto RPM’s upgradecommand,andindicates
which areidenticalto thoseusedwith rpm -i .

4.3.1 --oldpackage : Upgrade To An Older Version
This option might be useda bit moreby peoplethat like to stayon the "bleeding
edge"of new versionsof software,but eventually, everyonewill probablyneedto
useit. Usually, thesituationplaysout like this:

• Youhearaboutsomenew softwarethatsoundsprettynifty, soyoudownloadthe
.rpm file andinstall it.

• The softwareis great! It doeseverythingyou askfor, andmore. You endup
usingit every dayfor thenext few months.

• You hearthat a new versionof your favorite softwareis available. You waste
no time in gettingthepackage.Youupgradethesoftwareby usingrpm -U . No
problem!

• Fingersarchedin anticipation,you launchthe new version. Your computer’s
screengoesblank!

Lookslikeabug in thenew version.Nowwhatdoyoudo?Hmmm. Maybeyoucan
just "upgrade"to theolderversion.Let’s try to go backto release2 of cdp-0.33
from release3:

# rpm -Uv cdp-0.33-2.i386.rpm
Installing cdp-0.33-2.i386.rpm
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package cdp-0.33-3 (which is newer) is already installed
error: cdp-0.33-2.i386.rpm cannot be installed
#

Thatdidn’t work verywell. At leastit told usjustwhattheproblemwas— wewere
trying to upgradeto an older versionof a packagethat is alreadyinstalled. Fortu-
nately, there’saspecialoptionfor just thissituation:--oldpackage . Let’s give it
a try:

# rpm -Uv --oldpackage cdp-0.33-2.i386.rpm
Installing cdp-0.33-2.i386.rpm
#

By usingthe --oldpackage option, release3 of cdp-0.33 is history, andhas
beenreplacedby release2.

4.3.2 --force : The Big Hammer
Adding --force to anupgradecommandis awayof saying"Upgradeit anyway!"
In essence,it adds--replacepkgs , --replacefiles , and--oldpackage
to thecommand.Like a big hammer, --force is an irresistibleforce5thatmakes
thingshappen.In fact,theonly thing thatwill preventa --force ’ed upgradefrom
proceedingis a dependency conflict.

And like a big hammer, it paysto fully understandwhy you needto use--force
beforeactuallyusingit.

4.3.3 --noscripts : Do Not Execute Install and Uninstall
Scripts
The --noscripts optionpreventsa package’spre-andpost-installscriptsfrom
beingexecuted.Thisisnodifferentthantheoption’sbehavior whenusedwith RPM’s
install command.However, thereis anadditionalpoint to considerwhentheoption
is usedduringanupgrade.Thefollowing exampleusesspecially-built packagesthat
displaymessageswhentheir scriptsareexecutedby RPM:

5 Punintended.
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# rpm -i bother-2.7-1.i386.rpm
This is the bother 2.7 preinstall script
This is the bother 2.7 postinstall script
#

In thiscase,apackagehasbeeninstalled.As expected,its scriptsareexecuted.Next,
let’s upgradethis package:

# rpm -U bother-3.5-1.i386.rpm
This is the bother 3.5 preinstall script
This is the bother 3.5 postinstall script
This is the bother 2.7 preuninstall script
This is the bother 2.7 postuninstall script
#

This is a textbookexampleof the sequenceof eventsduring an upgrade.The new
versionof thepackageis installed(asshown by thepre-andpost-installscriptsbeing
executed).Finally, thepreviousversionof thepackageis removed(showing thepre-
andpost-uninstall scriptsbeingexecuted).

Therearereally no surprisesthere— it worked just theway it wasmeantto. This
time, let’s usethe --noscripts optionwhenthe time comesto performtheup-
grade:

# rpm -i bother-2.7-1.i386.rpm
This is the bother 2.7 preinstall script
This is the bother 2.7 postinstall script
#

Again, the first packageis installed,andits scriptsareexecuted.Now let’s try the
upgradeusingthe --noscripts option:

# rpm -U --noscripts bother-3.5-1.i386.rpm
This is the bother 2.7 preuninstall script
This is the bother 2.7 postuninstall script
#
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Thedifferencehereis thatthe --noscripts optionpreventedthenew package’s
scriptsfromexecuting.Thescriptsfromthepackagebeingerasedwerestill executed.
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5 Getting Information About Packages
Table 5–1 rpm -q Command Syntax

rpm -q (or --query ) options

PackageSelectionOptions Page

pkg1 … pkg N Query installed
package(s)

ThePackage Label in
Section5.2.1

-p <file>(or "- ") Query packagefile
<file> (URLs OK)

-p <file> — Query
a Specific RPMPackage
File in Section5.2.1

-f <file> Querypackageowning
<file>

-f <file> — Query
the Package Owning
<file> in Section5.2.1

-a Query all installed
packages

-a — QueryAll Installed
Packagesin Section5.2.1

--whatprovides
<x>

Query packages
providing capability
<x>

--whatprovides
<x>: QuerythePackages
ThatProvideCapability
<x> in Section5.2.1

-g <group> Query packages
belongingto group
<group>

-g <group>: Query
PackagesBelongingTo
Group <group> in
Section5.2.1

--whatrequires
<x>

Querypackagesrequiring
capability<x>

--whatrequires
<x>: QuerythePackages
ThatRequire Capability
<x> in Section5.2.1

InformationSelectionOptions Page
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<null> Displayfull packagelabel ThePackage Label in
Section5.2.1

-i Display summary
packageinformation

-i — DisplayPackage
Information in Section
5.2.2

-l Display list of files in
package

-l — Display the
Package’s File List in
Section5.2.2

-c Display list of
configurationfiles

-c — Display the
Package’s List of
Configuration Files in
Section5.2.2

-d Display list of
documentationfiles

-d — Display a
List of the Package’s
Documentationin Section
5.2.2

-s Display list of files in
package,with state

-s —DisplaytheStateof
Each File in thePackage
in Section5.2.2

--scripts Displayinstall, uninstall,
verify scripts

--scripts — Show
ScriptsAssociatedWith a
Package in Section5.2.2

--queryformat (or
--qf )

Displayquerieddatain
customformat

--queryformat —
Constructa Custom
Query Responsein
Section5.2.2

--dump Display all verifiable
informationfor eachfile

--dump: Display All
Verifiable Informationfor
Each File in Section5.2.2
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--provides Display capabilities
packageprovides

--provides: Display
CapabilitiesProvidedby
the Package in Section
5.2.2

--requires (or -R ) Display capabilities
packagerequires

--requires: Display
CapabilitiesRequiredby
the Package in Section
5.2.2

GeneralOptions Page

-v Display additional
information

-v — DisplayAdditional
Information in Section
5.2.2

-vv Display debugging
information

Section5.2.3,Gettinga
lot more informationwith
-vv

--root <path> Setalternateroot to
<path>

Section5.2.4,--root
<path>: Use<path>
AsAn AlternateRoot

--rcfile <rcfile> Setalternaterpmrc file
to <rcfile>

Section 5.2.5,
--rcfile
<rcfile>: Use
<rcfile> As An
Alternaterpmrc File

--dbpath <path> Use<path> to find the
RPM database

Section 5.2.6,
--dbpath <path>:
Use<path> To Find
RPMDatabase
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5.1 rpm -q — What does it do?

Oneof thenicethingsaboutusingRPMis thatthepackagesyoumanagedon’t endup
goinginto somekind of blackhole.Nothingwouldbeworsethanto install,upgrade,
anderaseseveraldifferentpackagesandnothaveaclueasto what’sonyoursystem.
In fact,RPM’s queryfunctioncanhelpyou getout of sticky situationslike:

• You’repokingaroundyoursystem,andyoucomeacrossafile thatyoujustcan’t
identify. Wheredid it comefrom?

• Your friend sendsyou a packagefile, andyou have no ideawhat the package
does,what it installs,or whereit originally camefrom.

• You know thatyou installedXFree86a couplemonthsago,but you don’t know
whatversion,andyou can’t find any documentationon it.

Thelist couldgoon,but yougettheidea.Therpm -q commandis whatyouneed.
If you’re thekindof personthatdoesn’tliketohavemoreoptionsthanyouknow what
to do with, rpm -q might look imposing.But fearnot. Onceyou haveahandleon
thebasicstructureof anRPM query, it’ll bea pieceof cake.

5.2 The Parts of an RPM Query

It becomeseasyto constructa querycommandonceyou understandthe individual
parts.First is the -q (You canalsouse--query , if you like). After all, you need
to tell RPM whatfunctionto perform,right? Therestof a querycommandconsists
of two distinctparts:packageselection(or whatpackagesyou’d like to query),and
informationselection(or what informationyou’d like to see). Let’s take a look at
packageselectionfirst:

5.2.1 Query Commands, Part One: Package Selection

Thefirst thingyou’ll needto decidewhenissuinganRPMqueryis whatpackage(or
packages)you’d like to query. RPM hasseveral waysto specifypackages,so you
have quiteanassortmentto choosefrom.



Section 5.2:The Parts of an RPM Query 87

The Package Label
In earlierchapters,wediscussedRPM’spackagelabel,astringthatuniquelyidenti-
fiesevery installedpackage.Every labelcontainsthreepiecesof information:

1. Thenameof thepackagedsoftware.

2. Theversionof thepackagedsoftware.

3. Thepackage’s releasenumber.

Whenissuinga querycommandusingpackagelabels,you mustalwaysincludethe
packagename.Youcanalsoincludetheversionandeventherelease,if youlike. The
only restrictionsarethateachpartof thepackagelabelspecified mustbecomplete,
andthat if any partsof thepackagelabelaremissing,all partsto theright mustbe
omittedaswell. Thissecondrestrictionis justalongwayof sayingthatif youspecify
therelease,youmustalsospecifytheversionaswell. Let’s look at a few examples.

Say, for instance,you’ve recentlyinstalleda new versionof theC libraries,but you
can’t remembertheversionnumber:

# rpm -q libc
libc-5.2.18-1
#

In this typeof query, RPMreturnsthecompletepackagelabelfor all installedpack-
agesthatmatchthegiveninformation.In theexampleabove,if version5.2.17of the
C librarieswasalsoinstalled,its packagelabelwouldhavebeendisplayed,too.

In this example,we’ve includedtheversionaswell asthepackagename:
# rpm -q rpm-2.3
rpm-2.3-1
#

Note,however, thatRPM is a bit picky aboutspecifyingpackagenames.Hereare
somequeriesfor theC library thatwon’t work:

# rpm -q LibC
package LibC is not installed
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#
# rpm -q lib
package lib is not installed
#
# rpm -q "lib*"
package lib* is not installed
#
# rpm -q libc-5
package libc-5 is not installed
#
# rpm -q libc-5.2.1
package libc-5.2.1 is not installed
#

As youcansee,RPMis casesensitiveaboutpackagenamesandcannotmatchpartial
names,versionnumbers,or releasenumbers.Nor canit usethewildcardcharacters
we’vecometo know andlove. As we’veseen,however, RPMcanperformthequery
whenmorethanonefield of the packagelabel is present.In the above case,rpm
-q libc-5.2.18 , or even rpm -q libc-5.2.18-1 would have found the
package,libc-5.2.18-1 .

Queryingbasedon packagelabelsmayseema bit restrictive. After all, you needto
know theexactnameof a packagein orderto performa queryon it. But thereare
otherwaysof specifyingpackages…

-a — Query All Installed Packages

Want lots of informationfast? Using the -a option, you canqueryevery package
installedon your system.For example:

# rpm -qa
ElectricFence-2.0.5-2
ImageMagick-3.7-2
…
tetex-xtexsh-0.3.3-8
lout-3.06-4
#

(On a systeminstalledusingRPM, thenumberof packagescaneasilynumber200
or more;we’ve deletedmostof theoutput.)
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The -a optioncanproducemountainsof output,which makesit a primecandidate
for piping throughthe many Linux/UNIX commandsavailable. Oneof the prime
candidateswouldbeapagersuchasmore , sothatthelist of installedpackagescould
bevieweda screenfulat a time.

Anotherhandycommandto piperpm -qa ’s outputthroughis grep . In fact,using
grep , it’s possibleto getaroundRPM’s lackof built-in wildcardprocessing:

# rpm -qa | grep -i sysv
SysVinit-2.64-2
#

In thisexample,wewereableto find theSysVinit package,eventhoughwedidn’t
have thecompletepackagename,or capitalization.

-f <file> — Query the Package Owning <file>

How many timeshave you found a programsitting on your systemandwondered
"what doesit do?"Well, if theprogramwasinstalledby RPM aspartof a package,
it’s easyto find out. Simplyusethe-f option.Example:Youfind astrangeprogram
calledls in /bin (Okay, it is acontrivedexample).Wonderwhatpackageinstalled
it? Simple!

# rpm -qf /bin/ls
fileutils-3.12-3
#

If you happento point RPM at a file it didn’t install, you’ll geta messagesimilar to
the following:

# rpm -qf .cshrc
file /home/ed/.cshrc is not owned by any package
#

A Tric ky Detail

It’s possiblethatyou’ll getthe"not ownedby any package"messagein error. Here’s
anexampleof how it canhappen:

# rpm -qf /usr/X11/bin/xterm
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file /usr/X11/bin/xterm is not owned by any package
#

As you cansee,we’re trying to find out what packagethe xterm programis part
of. Thefirst examplefailed,whichmight leadoneto believe thatxterm really isn’t
ownedby any package.

However, let’s look at a directorylisting:
# ls -lF /usr
…
lrwxrwxrwx 1 root root 5 May 13 12:46 X11 -> X11R6/
drwxrwxr-x 7 root root 1024 Mar 21 00:21 X11R6/
…
#

(We’ve truncatedthelist; normally /usr is quitea bit morecrowdedthanthis.)

Thekey hereis theline endingwith "X11 -> X11R6/ ". This is known asa"sym-
bolic link". It’s a way of referringto a file (here,a directoryfile) by anothername.
In this case,if we usedthepath/usr/X11 , or /usr/X11R6 , it shouldn’t make a
difference.It certainlydoesn’tmake a differenceto programsthatsimply wantac-
cessto thefile. But it doesmakeadifferenceto RPM,becauseRPMdoesn’tusethe
filenameto accessthefile. RPMusesthefilenameasakey into its database.It would
beverydifficult, if not impossible,to keeptrackof all thesymlinksonasystemand
try every possiblepathto a file duringa query.

What to do? Therearetwo options:

1. Makesureyoualwaysspecifyapathfreeof symlinks.Thiscanbeprettytough,
though.An alternativeapproachis to usenamei to trackdown symlinks:

# namei /usr/X11/bin/xterm
f: /usr/X11/bin/xterm

d /
d usr
l X11 -> X11R6

d X11R6
d bin
- xterm

#
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It’s prettyeasyto seetheX11 to X11R6 symlink. Usingthis approachyou can
enterthenon-symlinkedpathandget thedesiredresults:

# rpm -qf /usr/X11R6/bin/xterm
XFree86-3.1.2-5
#

2. Changeyourdirectoryto theoneholdingthefile youwantto query. Evenif you
usea symlinked pathto get there,queryingthe file shouldthenwork asyou’d
expect:

# cd /usr/X11/bin
# rpm -qf xterm
XFree86-3.1.2-5
#

Soif you geta "not ownedby any package"error, andyou think it maynot betrue,
try oneof theapproachesabove.

-p <file> — Query a Specific RPM Package File
Up to now, everymeansof specifyingapackageto anRPM queryfocusedon pack-
agesthat hadalreadybeeninstalled. While it’s certainlyvery useful to be ableto
dredgeup informationaboutpackagesthatarealreadyon your system,whatabout
packagesthathaven’t yet beeninstalled?The-p optioncando thatfor you.

Onesituationwherethis capabilitywould help,occurswhenthenameof a package
file hasbeenchanged.Sincethenameof thefile containingapackagehasnothingto
dowith thenameof thepackage(though,by traditionit’s niceto namepackagefiles
consistently),wecanusethisoptionto find outexactlywhatpackageafile contains:

# rpm -qp foo.bar
rpm-2.3-1
#



92 Chapter 5:Getting Information About Packages

With onecommandRPM givesyou theanswer. 1

The -p option canalsouseUniform Resource Locators to specifypackagefiles.
SeeSection2.2.1,URLs—AnotherWay to SpecifyPackageFiles for moreinforma-
tion on usingURLs.

There’s one last trick up -p ’s sleeve — it canalsoperforma queryby readinga
packagefrom standardinput. Here’s anexample:

# cat bother-3.5-1.i386.rpm | rpm -qp -
bother-3.5-1
#

We pipedthe outputof cat into RPM. The dashat the endof the commandline
directsRPM to readthepackagefrom standardinput.

-g <group>: Query Packages Belonging To Group <group>

Whena packageis built, the packagebuilder mustclassify the package,grouping
it with otherpackagesthatperformsimilar functions.RPM givesyou theability to
queryinstalledpackagesbasedontheirgroups.For example,thereis agroupknown
asBase . Thisgroupconsistsof packagesthatprovidelow-levelstructurefor aLinux
distribution. Let’s seewhatinstalledpackagesmake up theBase group:

# rpm -qg Base
setup-1.5-1
pamconfig-0.50-5
filesystem-1.2-1
crontabs-1.3-1
dev-2.3-1
etcskel-1.1-1
initscripts-2.73-1
mailcap-1.0-3
pam-0.50-17
passwd-0.50-2
redhat-release-4.0-1
rootfiles-1.3-1
termcap-9.12.6-5
#

1 On mostLinux systems,the file commandcanbe usedto obtainsimilar information. SeeAppendixA,
Formatof theRPMFile for detailson how to addthis capabilityto your system’sfile command.
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Onething to keepin mind is thatgroupspecificationsarecase-sensitive. Issuingthe
commandrpm -qg base won’t produceany output.

--whatprovides <x>: Query the Packages That Provide Capability
<x>

RPM provides extensive supportfor dependenciesbetweenpackages.The basic
mechanismusedis thata packagemayrequire whatanotherpackageprovides. The
thing thatis requiredandprovidedcanbeasharedlibrary’s soname.It canalsobea
characterstringchosenby thepackagebuilder. In any case,it’s importantto beable
to displaywhich packagesprovide a givencapability.

This is just what the --whatprovides optiondoes. Whentheoption, followed
by a capability, is addedto a querycommand,RPM will selectthosepackagesthat
provide thecapability. Here’sanexample:

# rpm -q --whatprovides module-info
kernel-2.0.18-5
#

In this case,theonly packagethatprovidesthemodule-info capabilityis ker-
nel-2.0.18-5 .

--whatrequires <x>: Query the Packages That Require Capability
<x>

The --whatrequires option is the logical complementto the --whatpro-
vides option describedabove. It is usedto display which packagesrequirethe
specifiedcapability. Expandingontheexamplewestartedwith --whatprovides ,
let’s seewhich packagesrequirethemodule-info capability:

# rpm -q --whatrequires module-info
kernelcfg-0.3-2
#

There’sonly onepackagethatrequiresmodule-info — kernelcfg-0.3-2 .
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5.2.2 Query Commands, Part Two: Information Selection

After specifyingthepackage(or packages)you wish to query, you’ll needto figure
out just what informationyou’d like RPM to retrieve. As we’ve seen,by default,
RPM only returnsthecompletepackagelabel. But there’smuchmoreto a package
thanthat. Here,we’ll exploreevery informationselectionoptionavailableto us.

-i — Displa y Package Information

Adding -i to rpm -q tells RPM to give you someinformationon thepackageor
packagesyou’ve selected.For the sake of clarity, let’s take a look at what it gives
you andexplain whatyou’re looking at:

# rpm -qi rpm
Name : rpm Distribution: Red Hat Linux Vanderbilt
Version : 2.3 Vendor: Red Hat Software
Release : 1 Build Date: Tue Dec 24 09:07:59 1996
Install date: Thu Dec 26 23:01:51 1996 Build Host: porky.redhat.com
Group : Utilities/System Source RPM: rpm-2.3-1.src.rpm
Size : 631157
Summary : Red Hat Package Manager
Description :
RPM is a powerful package manager, which can be used to build, install,
query, verify, update, and uninstall individual software packages. A
package consists of an archive of files, and package information, including
name, version, and description.
#

There’squiteabit of informationhere,solet’s go throughit entryby entry:

• Name— Thenameof thepackageyouqueried.Usually(but notalways)it bears
someresemblanceto thenameof theunderlyingsoftware.

• Version — Theversionnumberof thesoftware,asspecifiedby thesoftware’s
original creator.

• Release — The numberof timesa packageconsistingof this softwarehas
beenpackaged.If theversionnumbershouldchange,thereleasenumbershould
startover againat "1".
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As you’veprobablynoticed,thesethreepiecesof informationcomprisethepackage
labelwe’ve cometo know andlove. Continuing,we have:

• Install date — This is the time whenthepackagewasinstalledon your
system.

• Group — In ourexample,thislookssuspiciouslylikeapath.If youwentsearch-
ing madlyfor adirectorytreeby thatname,you’d comeupdry — it isn’t asetof
directoriesat all.

Whenapackagebuilderstartsto createanew package,they entera list of words
thatdescribethesoftware. Thelist, which goesfrom leastspecific to mostspe-
cific, attemptstocategorizethesoftwarein aconcisemanner. Theprimaryusefor
thegroupis to enablegraphicallyorientedpackagemanagersbasedon RPM to
presentpackagesgroupedby function. RedHat Linux’s glint commanddoes
this.

• Size — This is thesize(in bytes)of every file in this package.It might make
yourdecisionto eraseanunusedpackageeasierif youseesix or moredigitshere.

• Summary — This is a concisedescriptionof thepackagedsoftware.

• Description — Thisisaverbosedescriptionof thepackagedsoftware.Some
descriptionsmightbemore,well, descriptivethanothers,but hopefullyit will be
enoughto clueyou in asto thesoftware’srole in thegreaterschemeof things.

• Distribution — Theword"distribution" is reallynot thebestnamefor this
field. "Product"might be a betterchoice. In any case,this is the nameof the
productthis packageis a partof.

• Vendor — Theorganizationresponsiblefor building this package.

• Build Date — Thetime thepackagewascreated.

• Build Host — Thenameof thecomputersystemthatbuilt thepackage.2

• Source RPM— Theprocessof building apackageresultsin two files:

2 Note to softwarepackagers:Chooseyour build machinenameswisely! A silly or offensive namemight be
embarrassing…
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1. Thepackagefile usedto install thepackagedsoftware. This is sometimes
calledthebinary package.

2. Thepackagefile containingthesourcecodeandotherfilesusedto createthe
binarypackagefile. This is known asthesourceRPM packagefile. This is
thefilenamethat is displayedin this field.

Unlessyou want to make changesto the software,you probablywon’t needto
worry aboutsourcepackages.But if you do, stick around,becausethe second
partof this book is for you…

-l — Displa y the Package’s File List
Adding -l to rpm -q tells RPM to displaythelist of files thatareinstalledby the
specifiedpackageor packages.If you’veusedls before,youwon’t besurprisedby
RPM’s file list.

Here’sa look at oneof thesmallerpackageson RedHat Linux — adduser :
# rpm -ql adduser
/usr/sbin/adduser
#

Theadduser packageconsistsof only onefile, so there’s only onefilenamedis-
played.

-v — Displa y Additional Information

In somecases,the-v optioncanbeaddedto aquerycommandfor additionalinfor-
mation.The-l optionwe’vebeendiscussingis anexampleof justsuchacase.Note
how the -v optionaddsverbosity:

# rpm -qlv adduser
-rwxr-xr-x- root root 3894 Feb 25 13:45 /usr/sbin/adduser
#

Looksa lot like theoutputfrom ls , doesn’tit? Lookscanbedeceiving. Everything
you seehereis straightfrom RPM’s database.However, the format is identical to
ls , soit’s moreeasilyunderstood.If this is Greekto you,consultthe ls manpage.
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-c — Displa y the Package’s List of Configuration Files
When -c is addedto an rpm -q command,RPM will display the configuration
files thatarepartof thespecified packageor packages.As mentionedearlierin the
book,config files areimportant,becausethey control thebehavior of thepackaged
software.Let’s take a look at thelist of config files for XFree86 :

# rpm -qc XFree86
/etc/X11/fs/config
/etc/X11/twm/system.twmrc
/etc/X11/xdm/GiveConsole
/etc/X11/xdm/TakeConsole
/etc/X11/xdm/Xaccess
/etc/X11/xdm/Xresources
/etc/X11/xdm/Xservers
/etc/X11/xdm/Xsession
/etc/X11/xdm/Xsetup_0
/etc/X11/xdm/chooser
/etc/X11/xdm/xdm-config
/etc/X11/xinit/xinitrc
/etc/X11/xsm/system.xsm
/usr/X11R6/lib/X11/XF86Config
#

Theseare the files you’d want to look at first if you were looking to customize
XFree86for your particularneeds. Justlike -l , we can alsoaddv for more in-
formation:

# rpm -qcv XFree86
-r--r--r--- root root 423 Mar 21 00:17 /etc/X11/fs/config
…
lrwxrwxrwx- root root 30 Mar 21 00:29 /usr/X11R6/lib/X11/XF86Config -> ../../../../etc/X11/XF86Config
#

(Notethat last file: RPM will displaysymboliclinks, aswell.)

-d — Displa y a List of the Package’s Documentation
When-d is addedto a query, we geta list of all files containingdocumentationfor
thenamedpackageor packages.This is a greatway to getup to speedwhenyou’re
having problemswith unfamiliar software. As with -c and-l , you’ll seeeithera
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simplelist of filenames,or (if you’ve added-v ) a morecomprehensive list. Here’s
anexamplethatmight look dauntingat first, but really isn’t:

# rpm -qdcf /sbin/dump
/etc/dumpdates
/usr/doc/dump-0.3-5
/usr/doc/dump-0.3-5/CHANGES
/usr/doc/dump-0.3-5/COPYRIGHT
/usr/doc/dump-0.3-5/INSTALL
/usr/doc/dump-0.3-5/KNOWNBUGS
/usr/doc/dump-0.3-5/THANKS
/usr/doc/dump-0.3-5/dump-0.3.announce
/usr/doc/dump-0.3-5/dump.lsm
/usr/doc/dump-0.3-5/linux-1.2.x.patch
/usr/man/man8/dump.8
/usr/man/man8/rdump.8
/usr/man/man8/restore.8
/usr/man/man8/rmt.8
/usr/man/man8/rrestore.8
#

Let’s take thatalphabetsoupsetof options,oneletterat a time:

• q — Performa query.

• d — List all documentationfiles.

• c — List all config files.

• f — Querythepackagethatownsthespecifiedfile (/sbin/dump , in thiscase).

The list of files representsall the documentationandconfig files that apply to the
packageowning /sbin/dump .

-s — Displa y the State of Each File in the Package
Unlike thepastthreesections,which dealtwith a list of files of onetypeor another,
adding-s toaquerywill list thestateof thefilesthatcompriseoneormorepackages.
I canhearyou out there;you’re saying,"What is thestateof a file?" For every file
thatRPM installs,thereis anassociatedstate.Therearefour possiblestates:

1. normal — A file in the normal statehasnot beenmodified by installing
anotherpackageon thesystem.
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2. replaced — Files in the replaced statehave beenmodified by installing
anotherpackageon thesystem.

3. not installed — A file is classifiedasnot installed whenit, er, isn’t
installed! This stateis normallyseenonly if thepackagewaspartially installed.
An exampleof apartially installedpackagewouldbeonethatwasinstalledwith
the --excludedocs option. Usingthis option,no documentationfiles would
beinstalled.TheRPMdatabasewouldstill containentriesfor thesemissingfiles,
but their statewould benot installed .

4. net shared — The net shared stateis usedto supportclient systems
thatNFSmountportionsof their filesystemsfrom aserver. Sincetheservermost
likely exportsfilesystemsto more thanoneclient, if a client eraseda package
that containedfiles on a sharedfilesystem,otherclient systemswould have in-
completelyinstalledpackages.Thenet shared stateis usedto alertRPM to
thefact thata file is on a sharedfilesystemandshouldnot beerased.Fileswill
bein thenet shared statewhentwo thingshappen:

a. Thenetsharedpath rpmrc file entryhasbeenchangedfrom its default
(null) value. 3

b. Thefile is to beinstalledin a directorywithin a netsharedpath.

Here’sanexampleshowing how file statesappear:
# rpm -qs adduser
normal /usr/sbin/adduser
#

(Thatnormal at thestartof theline is thestate,followedby thefile name)

Thefile stateis oneof thetoolsRPM usesto determinethemostappropriateaction
to take whenpackagesareinstalledor erased.

Now would theaveragepersonneedto checkthestatesof files? Not really. But if
thereshouldbeproblems,thiskind of informationcanhelpgetthingsbackontrack.

3 For moreinformationon rpmrc file entries,pleasereferto AppendixB, Therpmrc File.
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--provides : Displa y Capabilities Provided by the Package
By adding --provides to a query command,we can seethe capabilitiespro-
videdby oneor morepackages.If thepackagedoesn’tprovide any capabilities,the
--provides optionproducesno output:

# rpm -q --provides rpm
#

However, if a packagedoesprovide capabilities,they will bedisplayed:
# rpm -q --provides foonly
index
#

It’s importantto rememberthatcapabilitiesarenot filenames.In theaboveexample,
the foonly packagecontainsno file called index ; it’s just a characterstring the
packagebuilder chose.This is no differentfrom thefollowing example:

# rpm -q --provides libc
libm.so.5
libc.so.5
#

While theremight besymlinksby thosenamesin /lib , capabilitiesarea property
of thepackage, not a file containedin thepackage!

--requires : Displa y Capabilities Required by the Package
The --requires option (-R is equivalent) is the logical complementto the
--provides option. It displays the capabilities required by the specified
package(s).If a packagehasno requirements,there’sno output:

# rpm -q --requires adduser
#

In caseswherethereare requirements,they aredisplayedasfollows:
# rpm -q --requires rpm
libz.so.1
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libdb.so.2
libc.so.5
#

It’s alsopossiblethatyou’ll comeacrosssomethinglike this:

# rpm -q --requires blather
bother >= 3.1
#

Packagesmay alsobe built to requireanotherpackage.This requirementcanalso
includespecific versions.In theexampleabove,thebother packageis requiredby
blather ; specifically, a versionof bother greaterthanor equalto 3.1.

Here’s somethingworth understanding. Let’s say we decideto track down the
bother that blather saysit requires. If we useRPM’s querycapabilities,we
couldusethe--whatprovides packageselectionoptionto try to find it:

# rpm -q --whatprovides bother
no package provides bother
#

No dice. This might leadyou to believe that theblather packagehasa problem.
Themoralof this story is that,whentrying to find out whatpackagefulf ills another
package’srequirements,it’s agoodideato alsotry asimplequeryusingtherequire-
mentasapackagename.Continuingourexampleabove,let’sseeif there’sapackage
calledbother :

# rpm -q bother
bother-3.5-1
#

Bingo! However, if weseewhatcapabilitiesthebother packageprovides,wecome
up dry:

# rpm -q --provides bother
#
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The reasonfor the lack of output is that all packages,by default, "provide" their
packagename(andversion).

--dump : Displa y All Verifiab le Information for Each File

The--dump optionis usedto displayeverypieceof informationRPMhasononeor
morefiles listedin its database.Theinformationis listedin a very concisefashion.
Sincethe --dump optiondisplaysfile-relatedinformation,the list of files mustbe
chosenby usingthe-l , -c , or -d options(or somecombinationthereof):

# rpm -ql --dump adduser
/usr/sbin/adduser 4442 841083888 ca5fa53dc74952aa5b5e3a5fa5d8904b 0100755
root root 0 0 0 X
#

Whatdoesall this stuff mean?Let’s go throughit, item-by-item:

• The/usr/sbin/adduser is simple: it’s thenameof thefile beingdump’ed.

• 4442 is thesizeof thefile, in bytes.

• How about841083888 ? It’s thetimethefile waslastmodified,in secondspast
theUnix zerodateof January1, 1970.

• The ca5fa53dc74952aa5b5e3a5fa5d8904b is the MD5 checksumof
the file’s contents,all 128bits of it.

• If you guessed0100755 wasthefile’s mode,you’d beright.

• Thefirst root representsthefile’s owner.

• Thesecondroot is thefile’s group.

• We’ll take thenext part (0 0) in onechunk. The first zeroshows whetherthe
file is a config file. If zero,asin this case,thenthefile is not a config file. The
next zeroshows whetherthe file is documentation.Again, sincethereis a zero
here,this file isn’t documentation,either.

• Thefinal 0 representsthefile’s majorandminornumbers.Thesearesetonly for
device specialfiles. Otherwise,it will bezero.
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• If thefile wereasymlink, thespottakenby theX wouldcontainapathpointing
to the linked file.

Normally, the --dump optionis usedby peoplethatwant to extract thefile-related
informationfrom RPM andprocessit somehow.

--scripts — Show Scripts Associated With a Package

If youadd--scripts (that’s twodashes)to aquery, yougetto seea little bit more
of RPM’s underlyingmagic:

# rpm -q --scripts XFree86
preinstall script:
(none)

postinstall script:
/sbin/ldconfig
/sbin/pamconfig --add --service=xdm --password=none --sesslist=none

preuninstall script:
(none)

postuninstall script:
/sbin/ldconfig
if [ "$1" = 0 ] ; then

/sbin/pamconfig --remove --service=xdm --password=none --sesslist=none
fi

verify script:
(none)

#

In thisparticularcase,theXFree86 packagehastwo scripts:onelabeledpostin-
stall , andonelabeledpostuninstall . As you might imagine,thepostinstall
script is executedjust afterthepackage’sfiles have beeninstalled;thepostuninstall
script is executedjust afterthepackage’s files have beenerased.

Basedonthelabelsin thisexample,you’d probablyimaginethatapackagecanhave
asmany asfive differentscripts.You’d beright:
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1. The preinstallscript, which is executedjust before the package’sfiles arein-
stalled.

2. The postinstallscript, which is executedjust after the package’sfiles are in-
stalled.

3. The preuninstallscript, which is executedjust before the package’sfiles are
removed.

4. The postuninstallscript, which is executedjust after the package’sfiles are
removed.

5. And finally, the verify script. While it’s easyto figure out the otherscripts’
functionsbasedon their name,what doesa script calledverify do? Well, we
haven’t gottento it yet,but packagescanalsobeverified for properinstallation.
This script is usedduringverification. 4

Is this somethingyou’ll needveryoften?As in thecaseof displayingfile states,not
really. But whenyou needit, you really needit!

--queryformat — Construct a Custom Query Response

OK, sayyou’re still not satisfied. You’d like someadditionalinformation,or you
think a differentformatwould beeasieron theeyes. Maybeyou want to take some
informationon the packagesyou’ve installedandrun it througha script for some
specializedprocessing.You cando it, usingthe --queryformat option. In fact,
if you look backat theoutputof the-i option,RPM wasusing--queryformat
internally. Here’show it works:

On the RPM commandline, include --queryformat . Right after that, entera
formatstring,enclosedin singlequotes"’ ".

Theformatstringcanconsistof a numberof differentcomponents:

• Literal text, includingescapesequences.

• Tags,with optionalfield width, formatting,anditerationinformation.

• Array Iterators.

4 For moreinformationonpackageverification,pleaseseeSection6.1,rpm -V — WhatDoesit Do?.
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Let’s look at eachof thesecomponents.

Literal text

Any partof a formatstringthat is not associatedwith tagsor arrayiteratorswill be
treatedasliteral text. Literal text is just that: It’s text thatis printedjustasit appears
in the format string. In fact, a format string canconsistof nothingbut literal text,
althoughtheoutputwouldn’t tell usmuchaboutthepackagesbeingqueried.Let’s
givethe--queryformat optionatry, usingaformatstringwith nothingbut literal
text:

# rpm -q --queryformat ’This is a test!’ rpm
This is a test!#

TheRPM commandmight look a little unusual,but if you take out the --query-
format option,alongwith its formatstring,you’ll seethis is justanordinaryquery
of the rpm package.Whenthe --queryformat optionis present,RPM will use
thetext immediatelyfollowing theoptionasa formatstring. In our case,theformat
string is ’This is a test!’ . Thesinglequotesarerequired. Otherwise,it’s
likely yourshellwill complainaboutsomeof thecharacterscontainedin theaverage
formatstring.

Theoutputof this commandappearson thesecondline. As we cansee,the literal
text from theformatstringwasprintedexactly asit wasentered.

Carria ge Contr ol Escape Sequences

Wait a minute. What is that# doingat theendof theoutput?Well, that’sour shell
prompt. You see,we didn’t direct RPM to move to a new line after producingthe
output,sotheshellpromptendedup beingtackedto theendof our output.

Is therea way to fix that? Yes,thereis. We needto usean escapesequence.An
escapesequenceis a sequenceof charactersthatstartswith a backslash(\ ). Escape
sequencesaddcarriagecontrolinformationto a formatstring.Thefollowing escape
sequencescanbeused:

• \a — Producesa bell or similar alert.

• \b — Backspacesonecharacter.
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• \f — Outputsa form-feedcharacter.

• \n — Outputsa newline charactersequence.

• \r — Outputsa carriagereturncharacter.

• \t — Causesa horizontaltab.

• \v — Causesa vertical tab.

• \\ — Displaysa backslashcharacter.

Basedon this list, it seemsthata \n escapesequenceat theendof theformatstring
will put our shellprompton thenext line:

# rpm -q --queryformat ’This is a test!\n’ rpm
This is a test!
#

Much better…

Tags

The most importantpartsof a format string are the tags. Eachtag specifies what
informationis to bedisplayedandcanoptionallyincludefield-width,aswell asjus-
tif icationanddataformattinginstructions.5But for now, let’s look atthebasictag. In
fact,let’s look at three— thetagsthatprint thepackagename,version,andrelease.

Strangelyenough,thesetagsarecalledNAME, VERSION, andRELEASE. In order
to be usedin a format string, the tag namesmustbe enclosedin curly bracesand
precededby a percentsign. Let’s give it a try:

# rpm -q --queryformat ’%{NAME}%{VERSION}%{RELEASE}\n’ rpm
rpm2.31
#

Let’s adda dashbetweenthe tagsandseeif thatmakestheoutputa little easierto
read:

5 RPM usesprintf to do --queryformat formatting.Therefore,you canuseany of theprintf format
modifiersdiscussedin theprintf(3) manpage.
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# rpm -q --queryformat ’%{NAME}-%{VERSION}-%{RELEASE}\n ’ rpm
rpm-2.3-1
#

Now our formatstringoutputsstandardpackagelabels.

Field Width and Justification

Sometimesit’s desirableto allocatefieldsof a particularsizefor a tag. This is done
by putting the desiredfield width betweenthe tag’s leadingpercentsign, and the
openingcurly brace.Usingourpackage-label-producingformatstring,let’s allocate
a 20-characterfield for theversion:

# rpm -q --queryformat ’%{NAME}-%20{VERSION}-%{RELEASE}\n ’ rpm
rpm- 2.3-1
#

Theresultis a field of 20characters:17spaces,followedby thethreecharactersthat
make up theversion.

In this case,the versionfield is right justified; that is, the datais printedat the far
right of the outputfield. We canleft justify the field by precedingthe field width
specificationwith a dash:

# rpm -q --queryformat ’%{NAME}-%-20{VERSION}-%{RELEASE}\n ’ rpm
rpm-2.3 -1
#

Now theversionis printedat thefar left of theoutputfield. Youmightbewondering
whatwould happenif thefield width specificationdidn’t leaveenoughroomfor the
databeingprinted. The field width specification can be consideredthe minimum
width the field will take. If thedatabeingprintedis wider, the field will expandto
accommodatethedata.

Modifier s — Making Data More Readable

While RPMdoesitsbestto appropriatelydisplaythedatafroma--queryformat ,
therearetimeswhenyou’ll needto lendahelpinghand.Here’sanexample.Saywe
wantto displaythenameof eachinstalledpackage,followedby thetimethepackage
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wasinstalled. Looking throughthe availabletags,we seeINSTALLTIME . Great!
Looks like this will besimple:

# rpm -qa --queryformat ’%{NAME} was installed on
%{INSTALLTIME}\n’
setup was installed on 845414601
pamconfig was installed on 845414602
filesystem was installed on 845414607
…
rpm was installed on 851659311
pgp was installed on 846027549
#

Well, that’s a lot of output,but notveryuseful.Whatare thosenumbers?RPMdidn’t
lie -- they’re thetimethepackageswereinstalled.Theproblemis, thetimesarebeing
displayedin theirnumericform usedinternallyby theoperatingsystem,andhumans
like to seetheday, month,year, andsoon.

Fortunately, there’sa modifier for just this situation. The nameof the modifier is
:date , andit follows the tag name. Let’s try our exampleagain,this time using
:date :

# rpm -qa --queryformat ’%{NAME} was installed on
%{INSTALLTIME:date}\n’
setup was installed on Tue Oct 15 17:23:21 1996
pamconfig was installed on Tue Oct 15 17:23:22 1996
filesystem was installed on Tue Oct 15 17:23:27 1996
…
rpm was installed on Thu Dec 26 23:01:51 1996
pgp was installed on Tue Oct 22 19:39:09 1996
#

Thatsureis a lot easierto understand,isn’t it?

Here’sa list of theavailablemodifiers:

• The :date modifier displaysdatesin human-readableform. It transforms
846027549 into Tue Oct 22 19:39:09 1996 .

• The :perms modifier displaysfile permissionsin an easy-to-readformat. It
changes-32275 to -rwxr-xr-x- .
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• The:depflags modifier displaystheversioncomparisonflagsusedin depen-
dency processing,in human-readableform. It turns12 into >=.

• The :fflags modifier displaysac if thefile hasbeenmarkedasbeingacon-
figurationfile, ad if thefile hasbeenmarkedasbeingadocumentationfile, and
blankotherwise.Thus,2 becomesd.

Arra y Iterator s

Until now, we’vebeenusingtagsthatrepresentsingledataitems.Thereis, for exam-
ple,only onepackagenameor installationdatefor eachpackage.However, thereare
othertagsthatcanrepresentmany differentpiecesof data.Onesuchtag is FILE-
NAMES, whichcanbeusedto displaythenamesof everyfile containedin apackage.

Let’s put togetheraformatstringthatwill displaythepackagename,followedby the
nameof every file thatpackagecontains.We’ll try it on theadduser packagefirst,
sinceit containsonly onefile:

# rpm -q --queryformat ’%{NAME}: %{FILENAMES}\n’ adduser
adduser: /usr/sbin/adduser
#

Hey, not bad— got it on thefirst try. Now let’s try it on a packagewith morethan
onefile:

# rpm -q --queryformat ’%{NAME}: %{FILENAMES}\n’ etcskel
etcskel: (array)
#

Hmmm. Whatwentwrong?It workedbefore… Well, it workedbeforebecausethe
adduser packagecontainedonly onefile. TheFILENAMEStagpointsto anarray
of names,sowhenthereis morethanonefile in apackage,there’saproblem.

But thereis a solution. It’s calledan iterator. An iteratorcanstepthrougheachen-
try in anarray, producingoutputasit goes.Iteratorsarecreatedwhensquarebraces
encloseoneor moretagsandliteral text. Sincewewantto iteratethroughtheFILE-
NAMESarray, let’s enclosethattag in theiterator:
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# rpm -q --queryformat ’%{NAME}: [%{FILENAMES}]\n’ etcskel
etcskel: /etc/skel/etc/skel/.Xclients/etc/skel/.Xdefaults/etc/skel/.ba
#

Therewasmoreoutput— it wentright off thescreenin onelongline. Theproblem?
Wedidn’t includeanewline escapesequenceinsidetheiterator. Let’s try it again:

# rpm -q --queryformat ’%{NAME}: [%{FILENAMES}\n]’ etcskel
etcskel: /etc/skel
/etc/skel/.Xclients
/etc/skel/.Xdefaults
/etc/skel/.bash_logout
/etc/skel/.bash_profile
/etc/skel/.bashrc
/etc/skel/.xsession
#

That’s more like it. If we wanted,we could put anotherfile-relatedtag insidethe
iterator. If we includedtheFILESIZES tag,we’d beableto seethenameof each
file, aswell ashow big it was:

# rpm -q --queryformat ’%{NAME}: [%{FILENAMES} (%{FILESIZES}
bytes)\n]’ etcskel
etcskel: /etc/skel (1024 bytes)
/etc/skel/.Xclients (551 bytes)
/etc/skel/.Xdefaults (3785 bytes)
/etc/skel/.bash_logout (24 bytes)
/etc/skel/.bash_profile (220 bytes)
/etc/skel/.bashrc (124 bytes)
/etc/skel/.xsession (9 bytes)
#

That’sprettynice.But it wouldbeevennicerif thepackagenameappearedon each
line, alongwith the filenameandsize. Maybe if we put the NAMEtag inside the
iterator:

# rpm -q --queryformat ’[%{NAME}: %{FILENAMES} \
? (%{FILESIZES} bytes)\n]’ etcskel
etcskel: /etc/skel(parallel array size mismatch)#
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The error messagesaysit all. The FILENAMESandFILESIZES arraysare the
samesize.TheNAMEtagisn’t evenanarray. Of coursethesizesdon’t match!

Iterating Single-Entr y Tags

If a tagonly hasonepieceof data,it’s possibleto put it in aniteratorandhaveits one
pieceof datadisplayedwith every iteration.This is doneby precedingthetagname
with anequalsign. Let’s try it out on our currentexample:

# rpm -q --queryformat ’[%{=NAME}: %{FILENAMES} (%{FILESIZES}
bytes)\n]’ etcskel
etcskel: /etc/skel (1024 bytes)
etcskel: /etc/skel/.Xclients (551 bytes)
etcskel: /etc/skel/.Xdefaults (3785 bytes)
etcskel: /etc/skel/.bash_logout (24 bytes)
etcskel: /etc/skel/.bash_profile (220 bytes)
etcskel: /etc/skel/.bashrc (124 bytes)
etcskel: /etc/skel/.xsession (9 bytes)
#

That’s aboutall thereis to format strings. Now, if RPM’s standardoutputdoesn’t
giveyouwhatyouwant,youhavenoreasonto complain.Just--queryformat it!

In Case You Were Wondering…

What’s that?You sayyou don’t know whattagsareavailable?You canuseRPM’s
--querytags option. Whenusedastheonly option(ie, rpm --querytags ),
it producesalist of availabletags.It shouldbenotedthatRPMdisplaysthecomplete
tagname.For instance,RPMTAG_ARCHis thecompletename,yet you’ll only need
to useARCHin your formatstring. Here’sa partialexampleof the--querytags
option in action:

# rpm --querytags
RPMTAG_NAME
RPMTAG_VERSION
RPMTAG_RELEASE
…
RPMTAG_VERIFYSCRIPT
#
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Be forewarned:thefull list is quitelengthy. At thetime this bookwaswritten, there
wereover70tags!You’ll noticethateachtagis printedin uppercase,andis preceded
with RPMTAG_. If we wereto usethat last tag, RPMTAG_VERIFYSCRIPT, in a
formatstring,it couldbespecified in any of thefollowing ways:

%{RPMTAG_VERIFYSCRIPT}

%{RPMTAG_VerifyScript}

%{RPMTAG_VeRiFyScRiPt}

%{VERIFYSCRIPT}

%{VerifyScript}

%{VeRiFyScRiPt}

Theonly hard-and-fastruleregardingtagsis thatif youincludetheRPMTAG_prefix,
it mustbe all uppercase.The fourth exampleabove shows the traditionalway of
specifyinga tag— prefix omitted,all uppercase.Thechoice,however, is yours.

Oneother thing to keepin mind is that not every packagewill have every type of
taggedinformationavailable. In caseswheretherequestedinformationis not avail-
able,RPMwill display(none) or (unknown) . Therearealsoa few tagsthat,for
onereasonor another, will not produceusefuloutputwhenusingin a formatstring.
For acomprehensivelist of queryformattags,pleaseseeAppendixD, AvailableTags
For --queryformat.

5.2.3 Getting a lot more inf ormation with -vv

Sometimesit’s necessaryto have evenmore informationthanwe cangetwith -v .
By addinganotherv , we canstartto seemoreof RPM’s innerworkings:

# rpm -qvv rpm
D: opening database in //var/lib/rpm/
D: querying record number 2341208
rpm-2.3-1
#
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Thelinesstartingwith D: havebeenaddedbyusing-vv . WecanseewheretheRPM
databaseis locatedandwhatrecordnumbercontainsinformationontherpm-2.3-1
package.Following that is theusualoutput.

In thevastmajority of cases,it will notbenecessaryto use-vv . It is normallyused
by softwareengineersworking on RPM itself, andthe outputcanchangewithout
notice.However, it’s a handyway to gaininsightsinto RPM’s innerworkings.

5.2.4 --root <path>: Use <path> As An Alternate Root
Adding--root <path> toaquerycommandforcesRPMtoassumethatthedirec-
tory specified by <path> is actuallythe"root" directory. In addition,RPMexpects
its databaseto residein thedirectoryspecifiedby thedbpath rpmrc file entry, rel-
ative to <path>. 6

Normally this option is only usedduringaninitial systeminstall, or whena system
hasbeenbootedoff a "rescuedisk", andsomepackagesneedto be re-installedin
orderto restorenormaloperation.

5.2.5 --rcfile <rcfile>: Use <rcfile> As An Alternate
rpmrc File
The--rcfile optionis usedto specifya file containingdefault settingsfor RPM.
Normally, this optionis notneeded.By default,RPMuses/etc/rpmrc anda file
named.rpmrc , locatedin your login directory.

Thisoptionwouldbeusedif therewasaneedto switchbetweenseveralsetsof RPM
options. Softwaredeveloperandpackagebuilderswill be thepeopleusing--rc-
file . For moreinformationon rpmrc files,seeAppendixB, Therpmrc File.

5.2.6 --dbpath <path>: Use <path> To Find RPM
Database
In orderfor RPMto doits handiwork, it needsaccessto anRPMdatabase.Normally,
this databaseexistsin thedirectoryspecified by therpmrc file entry, dbpath . By
default, dbpath is setto /var/lib/rpm .

6 For moreinformationon rpmrc file entries,seeAppendixB, Therpmrc File.
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Although the dbpath entry can be modified in the appropriaterpmrc file, the
--dbpath option is probablya betterchoicewhenthe databasepathneedsto be
changedtemporarily. An exampleof a time the --dbpath optionwould comein
handyis whenit’s necessaryto examineanRPMdatabasecopiedfrom anothersys-
tem. Granted,it’s not a commonoccurrence,but it’s difficult to handleany other
way.

5.3 A Few Handy Queries
Below aresomeexamplesof situationsyoumight find yourselfin, andwaysyoucan
useRPMto gettheinformationyouneed.Keepin mindthatthesearejustexamples.
Don’t beafraid to experiment!

5.3.1 Finding Config Files Based on a Program Name
You’re settingup a new system,and you’d like to implementsomesystem-wide
aliasesfor peopleusing the BourneAgain SHell, bash . The problemis you just
can’t rememberthe nameof the system-wideinitialization file usedby bash , or
whereit resides:

# rpm -qcf /bin/bash
/etc/bashrc
#

Ratherthanspendingtime trying to huntdown thefile, RPM findsit for you in sec-
onds.

5.3.2 Learning More About an Uninstalled Package
Practicallyany optioncanbecombinedwith -qp to extractinformationfrom a.rpm
file. Let’s sayyou have an unknown .rpm file, andyou’d like to know a bit more
beforeinstalling it:

# rpm -qpil foo.bar
Name : rpm Distribution: Red Hat Linux Vanderbilt
Version : 2.3 Vendor: Red Hat Software
Release : 1 Build Date: Tue Dec 24 09:07:59 1996
Install date: (none) Build Host: porky.redhat.com
Group : Utilities/System Source RPM: rpm-2.3-1.src.rpm
Size : 631157
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Summary : Red Hat Package Manager
Description :
RPM is a powerful package manager, which can be used to build, install,
query, verify, update, and uninstall individual software packages. A
package consists of an archive of files, and package information,
including name, version, and description.
/bin/rpm
/usr/bin/find-provides
/usr/bin/find-requires
/usr/bin/gendiff
/usr/bin/rpm2cpio
/usr/doc/rpm-2.3-1
…
/usr/src/redhat/SOURCES
/usr/src/redhat/SPECS
/usr/src/redhat/SRPMS
#

By displayingthepackageinformation,weknow thatwehaveapackagefile contain-
ing RPMversion2.3. Wecanthenperusethefile list, andseeexactlywhatit would
install beforeinstalling it.

5.3.3 Finding Documentation for a Specific Package
Pickingonbash somemore,yourealizethatyourknowledgeof thesoftwareis lack-
ing. You’d like to seewhenit wasinstalledonyoursystem,andwhatdocumentation
is availablefor it:

# rpm -qid bash
Name :bash Distribution: Red Hat Linux (Picasso)
Version :1.14.6 Vendor: Red Hat Software
Release :2 Build Date: Sun Feb 25 13:59:26 1996
Install date:Mon May 13 12:47:22 1996 Build Host: porky.redhat.com
Group :Shells Source RPM: bash-1.14.6-2.src.rpm
Size :486557
Description :GNU Bourne Again Shell (bash)
/usr/doc/bash-1.14.6-2
/usr/doc/bash-1.14.6-2/NEWS
/usr/doc/bash-1.14.6-2/README
/usr/doc/bash-1.14.6-2/RELEASE
/usr/info/bash.info.gz
/usr/man/man1/bash.1
#
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You never realizedthattherecouldbesomuchdocumentationfor a shell!

5.3.4 Finding Similar Packages
Lookingatbash ’s information,weseethatit belongsto thegroup"Shells".You’re
notsurewhatothershellpackagesareinstalledonyoursystem.If youcanfind other
packagesin the"Shells"group,you’ll have foundtheotherinstalledshells:

# rpm -qa --queryformat ’%10{NAME} %20{GROUP}\n’ | grep -i shells
ash Shells

bash Shells
csh Shells

mc Shells
tcsh Shells

#

Now youcanqueryeachof thesepackages,andlearnmoreaboutthem,too. 7

5.3.5 Finding Recentl y Installed Packages, Part I
You rememberinstallinganew packagea few daysago.All you know for certainis
that thepackageinstalleda new commandin the /bin directory. Let’s try to find
thepackage:

# find /bin -type f -mtime -14 | rpm -qF
rpm-2.3-1
#

Lookslike RPM version2.3wasinstalledsometimein thelasttwo weeks.

5.3.6 Finding Recentl y Installed Packages, Part II
Anotherway to seewhichpackageswererecentlyinstalledis to usethe--query-
format option:

7 Did you seethis exampleandsayto yourself,"Hey, they could’ve usedthe-g optionto queryfor thatgroup
directly"? If you did, you’ve beenpayingattention.This is a moregeneralway of searchingtheRPM database
for information: we just happenedto searchby groupin this example.
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# rpm -qa --queryformat ’%{installtime}
%{name}-%{version}-%{release} %{installtime:date}\n’
| sort -nr +1 | sed -e ’s/^[^ ]* //’
rpm-devel-2.3-1 Thu Dec 26 23:02:05 1996
rpm-2.3-1 Thu Dec 26 23:01:51 1996
pgp-2.6.3usa-2 Tue Oct 22 19:39:09 1996
…
pamconfig-0.50-5 Tue Oct 15 17:23:22 1996
setup-1.5-1 Tue Oct 15 17:23:21 1996
#

By having RPM includethe installationtime in numericform, it wassimpleto sort
thepackagesandthenusesed to remove theuser-unfriendlynumerictime.

5.3.7 Finding the Largest Installed Packages
Let’s saythatyou’rerunninglow ondiskspace,andyou’d like to seewhatpackages
you have installed,alongwith the amountof spaceeachpackagetakesup. You’d
alsolike to seethelargestpackagesfirst, soyou cangetbackasmuchdisk spaceas
possible:

# rpm -qa --queryformat ’%{name-%{version}-%{release}
%{size}\n’ | sort -nr +1
kernel-source-2.0.18-5 20608472
tetex-0.3.4-3 19757371
emacs-el-19.34-1 12259914
…
rootfiles-1.3-1 3494
mkinitrd-1.0-1 1898
redhat-release-4.0-1 22
#

If youdon’t build customkernels,or useTeX, it’s easyto seehow muchspacecould
bereclaimedby removing thosepackages.
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6 Using RPM to Verify Installed Packages
Table 6–1 rpm -V Command Syntax

rpm -V or (--verify , or -y ) options

PackageSelectionOptions Page

pkg1 … pkgN Verify namedpackage(s) Section6.3.1, The
Package Label —
Verify an Installed
Package Againstthe
RPMDatabase

-p <file> Verify againstpackage
file <file>

Section6.3.4, -p
<file> — Verify
Againsta Specific
Package File

-f <file> Verify packageowning
<file>

Section6.3.3, -f
<file> — Verify
the Package Owning
<file> Againstthe
RPMDatabase

-a Verify all installed
packages

Section6.3.2,-a —
Verify All Installed
PackagesAgainstthe
RPMDatabase

-g <group> Verify packages
belongingto group
<group>

Section6.3.5, -g
<group> — Verify
PackagesBelongingTo
<group>

Verify-specific Options Page
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--noscripts Do not execute
verificationscript

Section 6.3.7,
--noscripts: Do
Not ExecuteVerification
Script

--nodeps Do not verify
dependencies

Section 6.3.6,
--nodeps: Do Not
Check Dependencies
During Verification

--nofiles Do not verify file
attributes

Section 6.3.8,
--nofiles: Do Not
Verify File Attributes

GeneralOptions Page

-v Display additional
information

Section6.3.9,-v —
Display Additional
Information

-vv Display debugging
information

Section6.3.10,-vv
— Display Debugging
Information

--root <path> Setalternateroot to
<path>

Section6.3.12,--root
<path>: SetAlternate
Rootto <path>

--rcfile <rcfile> Setalternaterpmrcfile to
<rcfile>

Section6.3.13,
--rcfile
<rcfile>: Set
Alternaterpmrc file
to <rcfile>

--dbpath <path> Use<path> to find the
RPM database

Section6.3.11,
--dbpath <path>:
Use<path> To Find
RPMDatabase
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6.1 rpm -V — What Does it Do?

From time to time, it’s necessaryto make surethat everythingon your systemis
"OK". Areyousurethepackagesyou’veinstalledarestill configuredproperly?Have
therebeenany changesmadethatyoudon’t know about?Did youmistakenlystarta
recursive deletein /usr andnow have to assessthedamage?

RPMcanhelp. It canalertyouto changesmadeto any of thefiles installedby RPM.
Also, if apackagerequirescapabilitiesprovidedbyanotherpackage,it canmakesure
theotherpackageis installed,too.

Thecommandrpm -V (Theoptions-y and--verify areequivalent)verifiesan
installedpackage.Beforewe seehow this is done,let’s take a stepbackandlook at
thebig picture.

Every time a packageis installed,upgraded,or erased,the changesare loggedin
RPM’sdatabase.It’s necessaryfor RPMto keeptrackof this information;otherwise
it wouldn’t beableto performtheseoperationscorrectly. You canthink of theRPM
database(andthedisk spaceit consumes)asbeingthe"price of admission"for the
easypackagemanagementthatRPM provides. 1

TheRPMdatabasereflectstheconfigurationof thesystemonwhichit resides.When
RPMaccessesthedatabaseto seehow filesshouldbemanipulatedduringaninstall,
upgrade,or erase,it is usingthedatabaseasamirror of thesystem’sconfiguration.

However, wecanalsousethesystemconfigurationasamirror of theRPMdatabase.
Whatdoesthis "backward" view giveus?Whatpurposewould beserved?

Thepurposewould beto seeif thesystemconfigurationaccuratelyreflectsthecon-
tentsof theRPM database.If thesystemconfigurationdoesn’tmatchthedatabase,
thenwe canreachoneof two conclusions:

1. TheRPMdatabasehasbecomecorrupt.Thesystemconfigurationis unchanged.

2. TheRPM databaseis intact. Thesystemconfigurationhaschanged.

1 Actually, thepriceis fairly low. For a completelyRPM-basedLinux distribution, it wouldbeunusualto have
a databaseover 5MB in size.
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While it wouldbefoolish to statethatanRPMdatabasehasneverbecomecorrupt,it
is a sufficiently rareoccurrencethat thesecondconclusionis muchmorelikely. So
RPM givesusa powerful verificationtool, essentiallyfor free.

6.1.1 What Does it Verify?
It would behandyif RPM did nothingmorethanverify thatevery file installedby a
packageactuallyexistson your system.In reality, RPM doesmuchmore. It makes
surethat if a packagedependson otherpackagesto provide certaincapabilities,the
necessarypackagesare,in fact, installed. If thepackagebuilder createdone,RPM
will alsorun a specialverificationscript thatcanverify aspectsof thepackage’s in-
stallationthatRPM cannot.

Finally, everyfile installedbyRPMisexamined.No lessthanninedifferentattributes
of eachfile canbechecked. Hereis thelist of attributes:

• Owner

• Group

• Mode

• MD5 Checksum

• Size

• Major Number

• Minor Number

• SymbolicLink String

• ModificationTime

Let’s take a look at eachof theseattributesandwhy they aregoodthingsto check:

File Owner ship
Most operatingsystemstodaykeeptrackof eachfile’s creator. This is doneprimar-
ily for resourceaccounting.Linux andUNIX alsousefile ownershipto helpdeter-
mineaccessrights to thefile. In addition,somefiles, whenexecutedby a user, can
temporarilychangetheuser’s ID, normally to a moreprivilegedID. Therefore,any
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changeof file ownershipmayhave far reachingeffectson datasecurityandsystem
availability.

File Group

In asimilarmannerto file ownership,a"group"specificationis attachedto eachfile.
Primarily usedfor determiningaccessrights, a file’s group specification can also
becomea user’sgroupID, shouldthat userexecutethe file’s contents.Therefore,
any changesin a file’s groupspecificationareimportant,andshouldbemonitored.

File Mode

Encompassingthe file’s "permissions",the modeis a setof bits that specifies per-
mitted accessfor the file’s owner, groupmembers,andeveryoneelse. Even more
importantaretwo additionalbits that determinewhethera user’sgroupor userID
shouldbechangedif they executetheprogramcontainedin thefile. Sincetheselittle
bombshellscanlet any userbecomeroot for thedurationof theprogram,it paysto
beextra carefulwith a file’s permissions.

MD5 Checksum

TheMD5 checksumof a file is simply a 128-bitnumberthat is mathematicallyde-
rivedfrom thecontentsof thefile. TheMD5 algorithmwasdesignedby RonRivest,
the"R" in thepopularRSA public-key encryptionalgorithm. The"MD" in "MD5"
standsfor Message Digest, which is aprettyaccuratedescriptionof whatit does.

Unlikeliterarydigests,anMD5 checksumconveysnoinformationaboutthecontents
of theoriginal file. However, it possessesoneuniquetrait:

• Any changeto the file, no matterhow small, resultsin a changeto the MD5
checksum.2

RPM createsMD5 checksumsof all files it manipulates,andstoresthemin its data-
base.For all intentsandpurposes,if oneof thesefilesischanged,theMD5 checksum
will change,andRPM will detectit.

2 Froma strictly theoreticalstandpoint,this is not entirelytrue. Usingthelingo of cryptologists,it is believed
to be"computationallyinfeasible"to find two messagesthatproducethesameMD5 checksum.
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File Size
As if theuseof MD5 isn’t enough,RPM alsokeepstrackof file sizes.A difference
of evenonebytemoreor lesswill not go unnoticed.

Major Number
Devicecharacterandblock files possessamajornumber. Themajornumberis used
to communicateinformationto thedevicedriverassociatedwith thespecialfile. For
instance,underLinux thespecialfilesfor SCSIdiskdrivesshouldhaveamajornum-
berof 8, while themajornumberfor anIDE diskdrive’sspecialfile wouldbe3. As
you canimagine,any changeto a file’s major numbercanhave disastrouseffects,
andis trackedby RPM.

Minor Number

A file’s minor numberis similar in conceptto themajornumber, but conveysdiffer-
ent informationto thedevice driver. In thecaseof disk drives,this informationcan
consistof aunit identifier. Shouldtheminor numberchange,RPMwill detectit.

Symbolic Link

If thefile in questionis reallyasymboliclink, thetext stringcontainingthenameof
the linked-tofile is checked.

Modification Time

Most operatingsystemskeeptrackof thedateandtime thata file waslastmodified.
RPM usesthis to its advantageby keepingmodificationtimesin its database.

6.2 When Verification Fails — rpm -V Output
Whenverifyingapackage,RPMproducesoutputonly if thereisaverificationfailure.
Whena file failsverification,theformatof theoutputis abit cryptic,but it packsall
theinformationyou needinto oneline perfile. Hereis theformat:

SM5DLUGTc <file>

Where:
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• S is the file size.

• Mis the file’s mode.

• 5 is theMD5 checksumof thefile.

• D is thefile’s majorandminor numbers.

• L is thefile’s symboliclink contents.

• U is ownerof the file.

• G is the file’s group.

• T is themodificationtime of thefile.

• c appearsonly if thefile is a configurationfile. This is handyfor quickly iden-
tifying config files,asthey arevery likely to change,andtherefore,veryunlikely
to verify successfully.

• <file> is thefile that failedverification. Thecompletepathis listedto make
it easyto find.

It’s unlikely thatevery file attributewill fail to verify, soeachof theeightattribute
flagswill only appearif thereis a problem.Otherwise,a ". " will beprintedin that
flag’s place.Let’s look at anexampleor two:

.M5....T /usr/X11R6/lib/X11/fonts/misc/fonts.dir

In this case,themode,MD5 checksum,andmodificationtime for thespecified file
have failedto verify. Thefile is notaconfig file (Notetheabsenceof a "c" between
theattribute list andthefilename).

S.5....T c /etc/passwd

Here,thesize,checksum,andmodificationtimeof thesystempasswordfile haveall
changed.The"c" indicatesthat this is a config file.

missing /var/spool/at/spool
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This last exampleillustrateswhat RPM doeswhena file, that shouldbe there,is
missingentirely.

6.2.1 Other Verification Failure Messages
Whenrpm -V findsotherproblems,theoutputis abit easierto understand:

# rpm -V blather
Unsatisfied dependencies for blather-7.9-1: bother >= 3.1
#

It’s prettyeasyto seethattheblather packagerequiresat leastversion3.1of the
bother package.

The outputfrom a package’sverification script is a bit harderto categorize,asthe
script’scontents,aswell asits messages,areentirelyup to thepackagebuilder.

6.3 Selecting What to Verify , and How
Thereareseveralwaysto verify packagesinstalledonyoursystem.If you’vetakena
look atRPM’squerycommand,you’ll find thatmany of themaresimilar. Let’s start
with thesimplestmethodof specifyingpackages— thepackagelabel.

6.3.1 The Package Label — Verify an Installed Package
Against the RPM Database
Youcansimply follow therpm -V commandwith all or partof apackagelabel.As
with everyotherRPMcommandthatacceptspackagelabels,you’ll needto carefully
specifyeachpart of the label you include. Keepin mind that packagenamesare
case-sensitive,sorpm -V PackageName andrpm -V packagename arenot
thesame.Let’s verify the initscripts package:

# rpm -V initscripts
#

While it lookslike RPMdidn’t do anything, thefollowing stepswereperformed:

• For every file in the package,RPM checked the nine file attributesthat were
discussedabove.
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• If thepackagewasbuilt with dependencies,theRPM databasewassearchedto
ensurethepackagesthatsatisfythosedependencieswereinstalled.

• If thepackagewasbuilt with averificationscript,thatscriptwasexecuted.

In ourexample,eachof thesestepswasperformedwithouterror— thepackageveri-
fiedsuccessfully. Remember, with rpm -V you’ll only seeoutputif apackagefails
to verify.

6.3.2 -a — Verify All Installed Packages Against the RPM
Database

If you add -a to rpm -V , you caneasilyverify every installedpackageon your
system.It might take a while, but whenit’s done,you’ll know exactly what’sbeen
changedon your system:

# rpm -Va
.M5....T /usr/X11R6/lib/X11/fonts/misc/fonts.dir
missing /var/spool/at/.lockfile
missing /var/spool/at/spool
S.5....T /usr/lib/rhs/glint/icon.pyc
..5....T c /etc/inittab
..5..... /usr/bin/loadkeys
#

Don’t betoo surprisedif rpm -Va turnsup a surprisingnumberof files thatfailed
verification. RPM’s verification processis verystrict! In many cases,thechanges
flaggeddon’t indicateproblems— they areonly anindicationof yoursystem’scon-
figurationbeingdifferentthanwhatthebuildersof theinstalledpackageshadontheir
system.Also, someattributeschangeduringnormalsystemoperation.However, it
would bewiseto checkinto eachverificationfailure,just to make sure.

6.3.3 -f <file> — Verify the Package Owning <file>
Against the RPM Database

Imaginethis: you’rehardatworkwhenaprogramyou’veusedamillion timesbefore
suddenlystopsworking. Whatdo you do? Well, beforeusingRPM, you probably
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tried to find other files associatedwith that programandseeif they hadchanged
recently.

Now you canlet RPM do at leastpartof thatsleuthingfor you. Simply directRPM
to verify thepackageowning theailing program:

% rpm -Vf /sbin/cardmgr
S.5....T c /etc/sysconfig/pcmcia
%

Hmmmm. Lookslike a config file wasrecentlychanged.

Thisisn’t tosaythatusingRPMtoverify apackagewill alwaysgetyououtof trouble,
but it’s suchaquickstepit shouldbeoneof thefirst thingsyoutry. Here’sanexample
of rpm -Vf not working out aswell:

% rpm -Vf /etc/blunder
file /etc/blunder is not owned by any package
%

(NotethattheissuesurroundingRPMandsymboliclinks mentionedin A Tricky De-
tail in Section5.2.1alsoappliesto rpm -Vf . Watchthosesymlinks!)

6.3.4 -p <file> — Verify Against a Specific Package File
Unlikethepreviousoptionsto rpm -V , eachof whichverifiedoneormorepackages
againstRPM’sdatabase,the-p optionperformsthesameverification,but againsta
packagefile. Why on earthwould you want to do this whenthe RPM databaseis
sitting therejust waiting to beused?

Well, whatif youdidn’t haveanRPMdatabase?While it isn’t acommonoccurrence,
power failures,hardwareproblems,andinadvertentdeletions(alongwith non-exis-
tentbackups)canleave your system"sansdatabase".Thenyour systemhiccups—
whatdo you do now?

This is wherea CD full of packagefiles canbe worth its weight in gold. Simply
mounttheCD andverify to your heart’scontent:

# rpm -Vp /mnt/cdrom/RedHat/RPMS/i386/adduser-1.1-1.i386.rpm
#
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Whatever elsemight bewrongwith this system,at leastwe canaddnew users.But
whatif you have manypackagesto verify? It would bea veryslow processdoingit
onepackageat a time. That’swherethenext optioncomesin handy…

6.3.5 -g <group> — Verify Packages Belonging To
<group>
Whena packageis built, the packagebuilder mustclassify the package,grouping
it with otherpackagesthatperformsimilar functions.RPM givesyou theability to
verify installedpackagesbasedontheirgroups.For example,thereis agroupknown
asShells . This groupconsistsof packagesthatcontain,strangelyenough,shells.
Let’s verify theproperinstallationof everyshell-relatedpackageon thesystem:

# rpm -Vg Shells
missing /etc/bashrc
#

Onething to keepin mind is thatgroupspecificationsarecase-sensitive. Issuingthe
commandrpm -Vg shells wouldn’t verify many packages:

# rpm -Vg shells
group shells does not contain any packages
#

6.3.6 --nodeps : Do Not Check Dependencies During
Verification
Whenthe --nodeps option is addedto a verify command,RPM will bypassits
dependency verificationprocessing.In thisexample,we’veaddedthe-vv optionto
sowe canwatchRPM at work:

# rpm -Vvv rpm
D: opening database in //var/lib/rpm/
D: verifying record number 2341208
D: dependencies: looking for libz.so.1
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D: dependencies: looking for libdb.so.2
D: dependencies: looking for libc.so.5
#

As wecansee,therearethreedifferentcapabilitiesthattherpm packagerequires:

• libz.so.1

• libdb.so.2

• libc.so.5

If weaddthe--nodeps option,thedependency verificationof thethreecapabilities
is no longerperformed:

# rpm -Vvv --nodeps rpm
D: opening database in //var/lib/rpm/
D: verifying record number 2341208
#

The line D: verifying record number 2341208 indicatesthat RPM’s
normalfile-basedverificationproceedednormally.

6.3.7 --noscripts : Do Not Execute Verification Script

Adding the --noscripts option to a verify commandpreventsexecutionof the
verification scriptsof eachpackagebeingverified. In the following example,the
packageverificationscript is executed:

# rpm -Vvv bother
D: opening database in //var/lib/rpm/
D: verifying record number 616728
D: verify script found - running from file /var/tmp/rpm-321.vscript
+ PATH=/sbin:/bin:/usr/sbin:/usr/bin:/usr/X11R6/bin
+ export PATH
+ echo This is the bother 3.5 verification script
This is the bother 3.5 verification script
#
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While theactualscript is not very interesting,it did executewhenthepackagewas
beingverified. In thenext example,we’ll usethe--noscripts optionto prevent
its execution:

# rpm -Vvv --noscripts bother
D: opening database in //var/lib/rpm/
D: verifying record number 616728
#

As expected,theoutputis identicalto theprior example— minusthe linesdealing
with theverificationscript,of course.

6.3.8 --nofiles : Do Not Verify File Attrib utes
The--nofiles optiondisablesRPM’s file-relatedverificationprocessing.When
thisoptionisused,only theverificationscriptanddependency verificationprocessing
areperformed.In this example,thepackagehasa file-relatedverificationproblem:

# rpm -Vvv bash
D: opening database in //var/lib/rpm/
D: verifying record number 279448
D: dependencies: looking for libc.so.5
D: dependencies: looking for libtermcap.so.2
missing /etc/bashrc
#

Whenthe--nofiles optionis added,themissingfile doesn’t causeamessageany
more:

# rpm -Vvv --nofiles bash
D: opening database in //var/lib/rpm/
D: verifying record number 279448
D: dependencies: looking for libc.so.5
D: dependencies: looking for libtermcap.so.2
#

This is not to saythatthemissingfile problemis solved,just thatno file verification
wasperformed.
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6.3.9 -v — Displa y Additional Information
AlthoughRPMwon’t reportanerrorwith thecommandsyntaxif you includethe-v
option,you won’t seemuchin theway of additionaloutput:

# rpm -Vv bash
#

Evenif thereareverificationerrors,adding-v won’t changetheoutput:
# rpm -Vv apmd
S.5....T /etc/rc.d/init.d/apm
S.5....T /usr/X11R6/bin/xapm
#

Theonly time thatthe-v optionwill produceoutputis whenthepackagebeingver-
if ied hasaverificationscript. Any normaloutputfrom thescriptwon’t bedisplayed
by RPM, whenrun without -v : 3

# rpm -V bother
#

But when-v is added,thescript’s non-error-relatedoutputis displayed:
# rpm -Vv bother
This is the bother 3.5 verification script
#

If you’re looking for moreinsightinto RPM’s innerworkings,you’ll have to try the
next option:

6.3.10 -vv — Displa y Debugging Information
Sometimesit’s necessaryto have evenmore informationthanwe cangetwith -v .
By addinganotherv , that’s just whatwe’ll get:

# rpm -Vvv rpm

3 Failuremessageswill alwaysbedisplayed.
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D: opening database in //var/lib/rpm/
D: verifying record number 2341208
D: dependencies: looking for libz.so.1
D: dependencies: looking for libdb.so.2
D: dependencies: looking for libc.so.5
#

Thelinesstartingwith D: havebeenaddedbyusing-vv . WecanseewheretheRPM
databaseis locatedandwhatrecordnumbercontainsinformationontherpm-2.3-1
package.Following thatis thelist of dependenciesthattherpm packagerequires.

In thevastmajority of cases,it will notbenecessaryto use-vv . It is normallyused
by softwareengineersworking on RPM itself, andthe outputcanchangewithout
notice.However, it’s a handyway to gaininsightsinto RPM.

6.3.11 --dbpath <path>: Use <path> To Find RPM
Database
In orderfor RPMto doits handiwork, it needsaccessto anRPMdatabase.Normally,
this databaseexistsin thedirectoryspecified by therpmrc file entry, dbpath . By
default, dbpath is setto /var/lib/rpm .

Although the dbpath entry can be modified in the appropriaterpmrc file, the
--dbpath option is probablya betterchoicewhenthe databasepathneedsto be
changedtemporarily. An exampleof a time the --dbpath optionwould comein
handyis whenit’s necessaryto examineanRPMdatabasecopiedfrom anothersys-
tem. Granted,it’s not a commonoccurrence,but it’s difficult to handleany other
way.

6.3.12 --root <path>: Set Alternate Root to <path>

Adding --root <path> to a verify commandforcesRPM to assumethatthedi-
rectoryspecified by <path> is actuallythe"root" directory. In addition,RPM ex-
pectsits databaseto residein the directoryspecified by the dbpath rpmrc file
entry, relative to <path>. 4

4 For moreinformationon rpmrc file entries,seeAppendixB, Therpmrc File.
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Normally this option is only usedduringaninitial systeminstall, or whena system
hasbeenbootedoff a "rescuedisk", andsomepackagesneedto be re-installedin
orderto restorenormaloperation.

6.3.13 --rcfile <rcfile>: Set Alternate rpmrc file to
<rcfile>

The--rcfile optionis usedto specifya file containingdefault settingsfor RPM.
Normally, this optionis notneeded.By default,RPMuses/etc/rpmrc anda file
named.rpmrc , locatedin your login directory.

Thisoptionwouldbeusedif therewasaneedto switchbetweenseveralsetsof RPM
options. Softwaredeveloperandpackagebuilderswill be thepeopleusing--rc-
file . For moreinformationon rpmrc files,seeAppendixB, Therpmrc File.

6.4 We’ve Lied to You…
Not really;we justomittedafew detailsuntil you’vehadachanceto seerpm -V in
action. Herearethedetails:

6.4.1 RPM Contr ols What Gets Verified
Dependingon the type of file being verified, RPM will not verify every possible
attribute. Hereis a tableshowing theattributescheckedfor eachof thedifferentfile
types:

Table 6–2 Verification Versus File Types

File
Type

File
Size

Mode MD5
Check-
sum

Major
Num-
ber

Minor
Num-
ber

Sym-
link
String

Owner Group Mod-
if ica-
tion
Time

Di-
rec-
tory
File

- X - - - - X X -
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Sym-
bolic
Links

- X - - - X X X -

FIFO - X - - - - X X -

De-
vices

- X - X X - X X -

Reg-
ular
Files

X X X - - - X X X

The Package Builder Can Also Contr ol What Gets Verified

Whenapackagebuildercreatesanew package,they cancontrolwhatattributesareto
beverified on a file-by-file basis.Thereasonsfor excludingspecific attributesfrom
verificationcanbequiteinvolved,but here’sanexamplejust to giveyou theflavor:

Whena personlogs into a system,therearedevice files associatedwith thatuser’s
terminalsession.In orderfor theterminaldevice (calledtty ) to functionproperly,
theownerandgroupof thedevicemustchangeto thatof thepersonloggingin. There-
fore, if RPM wereto verify thepackagethat createdthe tty device files, any ttys
thatwerein useat the time would fail to verify. However, by usingthe %verify
5directive,apackagebuilder cansaveyou from trivial verificationfailures.

5 SeeThe%verify Directivein Section13.6.1for detailson %verify
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7 Using RPM to Verify Package Files
Table 7–1 rpm -K Command Syntax

rpm -K (or --checksig ) optionsfile1.rpm … file N.rpm

Parameters

file1.rpm …
file N.rpm

Oneor moreRPM packagefiles (URLs OK)

Checksig-specific Options Page

--nopgp Do not verify PGP
signatures

Section7.3.5,--nopgp
— Do Not Verify Any
PGPSignatures

GeneralOptions Page

-v Display additional
information

Section7.3.1,-v —
Display Additional
Information

-vv Display debugging
information

Section7.3.6,-vv —
Display Debugging
Information

--rcfile <rcfile> Setalternaterpmrcfile to
<rcfile>

Section 7.3.7,
--rcfile
<rcfile>: Use
<rcfile> As An
Alternaterpmrc File

7.1 rpm -K — What Does it Do?
Oneaspectof RPMis thatyoucangetapackagefrom theInternet,andeasilyinstall
it. But whatdoyouknow aboutthatpackagefile? Is theorganizationlistedasbeing
the"vendor"of thepackagereally theorganizationthatbuilt it? Did someonemake
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unauthorizedchangesto it? Canyou trust that, if installed,it won’t mail a copy of
your password file to a systemcracker?

Featuresbuilt into RPMallow youto makesurethatthepackagefile you’ve justgot-
tenwon’t causeyouproblemsonceit’s installed,whetherthepackagewascorrupted
by line noisewhenyoudownloadedit, or somethingmoresinisterhappenedto it.

Thecommandrpm -K (Theoption--checksig is equivalent)verifiesapackage
file. Usingthiscommand,it is easyto makesurethefile hasnotbeenchangedin any
way. rpm -K canalsobeusedto make surethat thepackagewasactuallybuilt by
theorganizationlistedasbeingthepackage’svendor. That’sall very impressive,but
how doesit do that?Well, it just needshelpfrom some"PrettyGood"software.

7.1.1 Pretty Good Priv acy: RPM’s Assistant

The"PrettyGood"softwarewe’rereferringto is known as"PrettyGoodPrivacy", or
PGP. While all theinformationonPGPcouldfill abook(or several),we’veprovided
a quick introductionto helpyou getstarted.

If PGPis new to you, a quick glancethroughAppendixG, An Introductionto PGP
shouldgetyouwell onyourwaytounderstanding,building,andinstallingPGP. If, on
theotherhand,you’vegotPGPalreadyinstalledandhavesentanencryptedmessage
or two, you’re probablymorethanreadyto continuewith this chapter.

7.2 Configuring PGP for rpm -K

OncePGPis properlybuilt andinstalled,theactualconfigurationfor RPMis trivial.
Here’swhatneedsto bedone:

• PGPmustbein your path. If PGP’susagemessagedoesn’tcomeup whenyou
enterpgp at yourshellprompt,you’ll needto addPGP’sdirectoryto your path.

• PGPmustbeableto find thepublickeyring file thatyouwantto usewhencheck-
ing packagefile signatures.Youcanusetwo methodsto directPGPto thepublic
keyring:

1. Setthe PGPPATH environmentvariableto point to the directorycontaining
thepublic keyring file.
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2. Setthepgp_path rpmrc file entryto point to thedirectorycontainingthe
public keyring file. 1

Now we’re ready.

7.3 Using rpm -K
After all thepreliminarieswith PGP, it’s timeto getdown to business.First,weneed
to get thepackagebuilder’s public key andaddit to thepublic keyring file usedby
RPM. You’ll needto do this oncefor eachpackagebuilder whosepackagesyou’ll
want to check.This is whatyou’ll needto do:

# pgp -ka RPM-PGP-KEY ./pubring.pgp
Pretty Good Privacy(tm) 2.6.3a - Public-key encryption for the masses.
(c) 1990-96 Philip Zimmermann, Phil’s Pretty Good Software. 1996-03-04
Uses the RSAREF(tm) Toolkit, which is copyright RSA Data Security, Inc.
Distributed by the Massachusetts Institute of Technology.
Export of this software may be restricted by the U.S. government.
Current time: 1996/06/01 22:50 GMT

Looking for new keys...
pub 1024/CBA29BF9 1996/02/20 Red Hat Software, Inc. <redhat@redhat.com>

Checking signatures...

Keyfile contains:
1 new key(s)

One or more of the new keys are not fully certified.
Do you want to certify any of these keys yourself (y/N)? n

Herewe’ve addedRedHat’s public key, sincewe’re going to checksomepackage
files producedby them.Thefile RPM-PGP-KEYcontainsthekey. At theend,PGP
asksusif wewanttocertify thenew key. We’veanswered"no" sinceit isn’t necessary
to certify keys to verify packagefiles.

1 For moreinformationon rpmrc files, rpmrc file entries,andhow to usethem,pleaseseeAppendixB, The
rpmrc File.
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Next, we’ll verify a packagefile:
# rpm -K rpm-2.3-1.i386.rpm
rpm-2.3-1.i386.rpm: size pgp md5 OK
#

While theoutputmight seemsomewhatanti-climactic,we cannow benearly100%
certainthis package:

1. wasproducedby RedHat.

2. is unchangedfrom their original copy.

Theoutputfrom thiscommandshowsthatthereareactuallythreedistinctfeaturesof
thepackagefile thatarecheckedby the -K option:

1. Thesize messageindicatesthatthesizeof thepackagedfileshasnotchanged.

2. Thepgp messageindicatesthat thedigital signaturecontainedin thepackage
file is a valid signatureof the packagefile contents,andwasproducedby the
organizationthatoriginally signedthepackage.

3. Themd5 messageindicatesthata checksumcontainedin thepackagefile and
calculatedwhenthepackagewasbuilt, matchesa checksumcalculatedby RPM
during verification. Becausethe two checksumsmatch,it is unlikely that the
packagehasbeenmodified.

TheOKmeansthateachof thesetestsweresuccessful.If any hadfailed,thename
would have beenprintedin parentheses.A bit later in the chapter, we’ll seewhat
happenswhenthereareverificationproblems.

7.3.1 -v — Displa y Additional Information
Addingv to a verificationcommandwill producemoreinterestingoutput:

# rpm -Kv rpm-2.3-1.i386.rpm
rpm-2.3-1.i386.rpm:
Header+Archive size OK: 278686 bytes
Good signature from user "Red Hat Software, Inc. <redhat@redhat.com>".
Signature made 1996/12/24 18:37 GMT using 1024-bit key, key ID CBA29BF9
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WARNING: Because this public key is not certified with a trusted
signature, it is not known with high confidence that this public key
actually belongs to: "Red Hat Software, Inc. <redhat@redhat.com>".
MD5 sum OK: 8873682c5e036a307dee87d990e75349
#

With abit of digging,wecanseethateachof thethreetestswasperformed,andeach
passed.The reasonfor thatdire-soundingwarningis thatPGPis meantto operate
without a centralauthoritymanagingkey distribution. PGPcertifieskeys basedon
webs of trust. For example,if anacquaintanceof yourscreatesapublickey, youcan
certify it by attachingyourdigital signatureto it. Thenanyonethatknowsandtrusts
you canalsotrustyour acquaintance’spublic key.

In thiscase,thekey camedirectly from amass-producedRedHatLinux CDROM. If
someonewastrying to masqueradeasRedHat thenthey havecertainlygonethrough
a lot of troubleto do so. In this case,thelackof a certified public key is nota major
problem,giventhefactthattheCDROM camedirectly from theRedHat offices.2

7.3.2 When the Package is Not Signed
As mentionedearlier, not every packageyou’ll run acrossis going to besigned. If
this is thecase,here’swhatyou’ll seefrom RPM:

# rpm -K bother-3.5-1.i386.rpm
bother-3.5-1.i386.rpm: size md5 OK
#

Note the lack of a pgp message.The size andmd5 messagesindicatethat the
packagestill hassizeandchecksuminformationthat verified properly. In fact, all
recently-producedpackagefiles will have theseverificationmeasuresbuilt in auto-
matically.

If you happento run acrossanolderunsignedpackage,you’ll know it right away:
# rpm -K apmd-2.4-1.i386.rpm

2 Red Hat Software’s public key is also available from their website, at http://www.redhat.com/red-
hat/contact.html. The RPM sourcesalso contain the key, and are available from their FTP site at
ftp://ftp.redhat.com/pub/redhat/code/rpm.
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apmd-2.4-1.i386.rpm: No signature available
#

Olderpackagefiles hadonly a PGP-basedsignature;if thatwasmissing,therewas
nothingleft to verify.

7.3.3 When You Are Missing the Correct Public Key
If you happento forget to addtheright public key to RPM’s keyring, you’ll seethe
following response:

# rpm -K rpm-2.3-1.i386.rpm
rpm-2.3-1.i386.rpm: size (PGP) md5 OK (MISSING KEYS)
#

HerethePGPin parenthesesindicatesthatthere’saproblemwith thesignature,and
themessageat theendof the line (MISSING KEYS) shows what theproblemis.
Basically, RPMaskedPGPto verify thepackageagainstakey thatPGPdidn’t have,
andPGPcomplained.

7.3.4 When a Package Just Doesn’t Verify
Eventuallyit’s goingto happen— yougoto verify apackage,andit fails. We’ll look
at anexampleof a packagethatfails verificationa bit later. Beforewe do that,let’s
make a packagethatwon’t verify, to demonstratehow sensitive RPM’s verification
is.

First,wemadeacopy of asignedpackage,rpm-2.3-1.i386.rpm , to bespecific.
Wecalledthecopy rpm-2.3-1.i386-bogus.rpm . Next, usingEmacs(in hexl-
mode,for all youEmacsbuffs), wechangedthefirst letterof thenameof thesystem
thatbuilt theoriginal package.The file rpm-2.3-1.i386-bogus.rpm is now
truly bogus:it hasbeenchangedfrom theoriginal file.

Althoughthechangewasa smallone,it still showedup whenthepackagefile was
queried.Here’sa listing from theoriginal package:

# rpm -qip rpm-2.3-1.i386.rpm
Name : rpm Distribution: Red Hat Linux Vanderbilt
Version : 2.3 Vendor: Red Hat Software
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Release : 1 Build Date: Tue Dec 24 09:07:59 1996
Install date: (none) Build Host: porky.redhat.com
Group : Utilities/System Source RPM: rpm-2.3-1.src.rpm
Size : 631157
Summary : Red Hat Package Manager
Description :
RPM is a powerful package manager, which can be used to build, install,
query, verify, update, and uninstall individual software packages. A
package consists of an archive of files, and package information,
including name, version, and description.
#

And here’sthesamelisting from theboguspackagefile:

# rpm -qip rpm-2.3-1.i386-bogus.rpm
Name : rpm Distribution: Red Hat Linux Vanderbilt
Version : 2.3 Vendor: Red Hat Software
Release : 1 Build Date: Tue Dec 24 09:07:59 1996
Install date: (none) Build Host: qorky.redhat.com
Group : Utilities/System Source RPM: rpm-2.3-1.src.rpm
Size : 631157
Summary : Red Hat Package Manager
Description :
RPM is a powerful package manager, which can be used to build, install,
query, verify, update, and uninstall individual software packages. A
package consists of an archive of files, and package information,
including name, version, and description.
#

Notice that the build host name changed from porky.redhat.com to
qorky.redhat.com . Using the cmp utility to comparethe two files, we find
that thedifferenceoccursat byte1201,which changedfrom "p" (octal160), to "q"
(octal161):

# cmp -cl rpm-2.3-1.i386.rpm rpm-2.3-1.i386-bogus.rpm
1201 160 p 161 q

#
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Peopleversedin octal numberswill notethatonly onebit hasbeenchangedin the
entire file. That’s the smallestpossiblechangeyou canmake! Let’s seehow our
bogusfriend fares:

# rpm -K rpm-2.3-1.i386-bogus.rpm
rpm-2.3-1.i386-bogus.rpm: size PGP MD5 NOT OK
#

Given that the command’soutputendswith NOT OKin big capital letters,it’s ob-
viousthere’sa problem.Sincetheword size wasprintedin lowercase,thebogus
package’ssizewasOK, whichmakessense— weonly changedthevalueof onebit
without addingor subtractinganything else.

However, thePGPsignature,printedin uppercase,didn’t verify. Again, this makes
sense,too. Thepackagethatwassignedby RedHathasbeenchanged.Thefactthat
thepackage’sMD5 checksumalsofailedto verify providesfurtherevidencethatthe
boguspackageis just that: bogus.

7.3.5 --nopgp — Do Not Verify Any PGP Signatures
Perhapsyou want to beableto verify packagesbut, for onereasonor another, you
cannotusePGP. Maybeyou don’t havea trustworthysourceof thenecessarypublic
keys,or maybeit’s illegal to possessencryption(likePGP)softwarein yourcountry.
Is it still possibleto verify packages?

Certainly— in fact,we’ve alreadydoneit, in Section7.3.3,WhenYou Are Missing
theCorrectPublicKey. Youlosetheability to verify thepackage’s origins,aswell as
somelevel of confidencein thepackage’sintegrity, but thesizeandMD5 checksums
still give somemeasureof assuranceasto thepackage’sstate.

Of course,whenPGPcan’t beused,theoutputfrom averificationalwayslookslike
something’s wrong:

# rpm -K rpm-2.3-1.i386.rpm
rpm-2.3-1.i386.rpm: size (PGP) md5 OK (MISSING KEYS)
#
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The--nopgp optiondirectsRPM to ignorePGPentirely. If we usethe--nopgp
optionon our exampleabove,we find thatthingslook a wholelot better:

# rpm -K --nopgp rpm-2.3-1.i386.rpm
rpm-2.3-1.i386.rpm: size md5 OK
#

7.3.6 -vv — Displa y Debugging Information
Nine timesout of ten,you’ll probablynever have to useit, but if you’re thecurious
type,the-vv optionwill giveyou insightsinto how RPMverifiespackages.Here’s
anexample:

# rpm -Kvv rpm-2.3-1.i386.rpm
D: New Header signature
D: magic: 8e ad e8 01
D: got : 8e ad e8 01
D: Signature size: 236
D: Signature pad : 4
D: sigsize : 240
D: Header + Archive: 278686
D: expected size : 278686
rpm-2.3-1.i386.rpm:
Header+Archive size OK: 278686 bytes
Good signature from user "Red Hat Software, Inc. <redhat@redhat.com>".
Signature made 1996/12/24 18:37 GMT using 1024-bit key, key ID CBA29BF9

WARNING: Because this public key is not certified with a trusted
signature, it is not known with high confidence that this public key
actually belongs to: "Red Hat Software, Inc. <redhat@redhat.com>".
MD5 sum OK: 8873682c5e036a307dee87d990e75349
#

Thelinesstartingwith D: representextra outputproducedby the-vv option. This
outputis normallyusedby softwaredevelopersin thecourseof addingnew features
to RPM andis subjectto change,but there’sno law againstlooking at it.

Briefly, theoutputshowsthatRPMhasdetectedanew-stylesignatureblock,contain-
ing size,MD5 checksum,andPGPsignatureinformation.Thesizeof thesignature,
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the sizeof the packagefile’s headerandarchive sections,andthe expectedsizeof
thosesectionsareall displayed.

7.3.7 --rcfile <rcfile>: Use <rcfile> As An Alternate
rpmrc File
The--rcfile optionis usedto specifya file containingdefault settingsfor RPM.
Normally, this optionis notneeded.By default,RPMuses/etc/rpmrc anda file
named.rpmrc locatedin your login directory.

Thisoptionwouldbeusedif therewasaneedto switchbetweenseveralsetsof RPM
defaults.Softwaredevelopersandpackagebuilderswill normallybetheonly people
usingthe --rcfile option. For moreinformationon rpmrc files, seeAppendix
B, Therpmrc File.
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8 Miscellania
As with any otherlarge,complex subject,therearealwayssomeleftovers— things
that just don’t seemto fit in any onecategory. RPM is no exception. This chapter
coversthoseaspectsof RPM thatcanonly becalled"miscellania"…

8.1 Other RPM Options
Thefollowing optionsarenot normallyusedon a dayto daybasis.However, some
of themcanbe quite importantwhenthe needarises. Onesuchoption is --re-
builddb .

8.1.1 --rebuilddb — Rebuild RPM database
Weall hopethedaynevercomes,andfor many of us,it neverdoes.But still, thereis
achancethatoneday, while you’re busyusingRPMto installor upgradeapackage,
you’ll seethis message:

free list corrupt (42)- contact rpm-list@redhat.com

Oncethis happens,you’ll find there’svery little thatyou cando, RPM-wise.How-
ever, beforeyou fire off ane-mailto theRPMmailing list, youmight try the--re-
builddb option. Theformatof thecommandis simple:

rpm --rebuilddb

The commandproducesno output,either. After a few minutes,it completeswith
naryapeep.Here’s anexampleof --rebuilddb beingusedonanRPMdatabase
thatwasn’tcorrupt.First, let’s look at thefiles thatcomprisethedatabase:

# cd /var/lib/rpm
# ls
total 3534
-rw-r--r-- 1 root root 1351680 Oct 17 10:35 fileindex.rpm
-rw-r--r-- 1 root root 16384 Oct 17 10:35 groupindex.rpm
-rw-r--r-- 1 root root 16384 Oct 17 10:35 nameindex.rpm
-rw-r--r-- 1 root root 2342536 Oct 17 10:35 packages.rpm
-rw-r--r-- 1 root root 16384 Oct 17 10:35 providesindex.rpm
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-rw-r--r-- 1 root root 16384 Oct 17 10:35 requiredby.rpm
#

Then,we issuethecommand:

# rpm --rebuilddb
#

After a few minutes,thecommandcompletes,andwe take a look at thefiles again:

# ls
total 3531
-rw-r--r-- 1 root root 1351680 Oct 17 20:50 fileindex.rpm
-rw-r--r-- 1 root root 16384 Oct 17 20:50 groupindex.rpm
-rw-r--r-- 1 root root 16384 Oct 17 20:50 nameindex.rpm
-rw-r--r-- 1 root root 2339080 Oct 17 20:50 packages.rpm
-rw-r--r-- 1 root root 16384 Oct 17 20:50 providesindex.rpm
-rw-r--r-- 1 root root 16384 Oct 17 20:50 requiredby.rpm
#

You’ll notethatpackages.rpm decreasedin size. This is dueto a side-effect of
the--rebuilddb option— While it is goingthroughthedatabase,it is gettingrid
of unusedportionsof thedatabase.Ourexamplewasperformedonanewly installed
systemwhereonly oneor two packageshadbeenupgraded,sothereductionin size
wassmall. For a systemthat hasbeenthrougha completeupgrade,the difference
would bemoredramatic.

Doesthis meanthat you shouldrebuild the databaseevery oncein a while? Not
really. SinceRPMeventuallywill makeuseof theholes,there’snomajoradvantage
to regular rebuilds. However, whenan RPM-basedsystemhasundergonea major
upgrade,it certainlywouldn’t hurt to spenda few minutesusing--rebuilddb to
cleanthingsup.

8.1.2 --initdb — Create a New RPM Database
If you arealreadyusingRPM, the --initdb option is oneyou’ll probablynever
have to use.The --initdb option is usedto createa new RPM database.That’s
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why you’ll probablynotneedit if you’realreadyusingRPM— youalreadyhavean
RPM database.

It might seemthat the --initdb option would be dangerous.After all, won’t it
trashyour currentdatabaseif you mistakenly useit? Fortunately, theansweris no.
If thereis anRPMdatabasein placealready, it’s still perfectlysafeto usetheoption,
eventhoughit won’t accomplishmuch. As anexample,here’s a listing of thefiles
thatmake up theRPM databaseon a RedHat Linux system:

# ls /var/lib/rpm
total 3559
-rw-r--r-- 1 root root 16384 Jan 8 22:10 conflictsindex.rpm
-rw-r--r-- 1 root root 1351680 Jan 8 22:10 fileindex.rpm
-rw-r--r-- 1 root root 16384 Jan 8 22:10 groupindex.rpm
-rw-r--r-- 1 root root 16384 Jan 8 22:10 nameindex.rpm
-rw-r--r-- 1 root root 2349640 Jan 8 22:10 packages.rpm
-rw-r--r-- 1 root root 16384 Jan 8 22:10 providesindex.rpm
-rw-r--r-- 1 root root 16384 Jan 8 22:10 requiredby.rpm
#

Next, let’s usethe--initdb option,just to seewhatit doesto this database:

# rpm --initdb
# ls /var/lib/rpm
total 3559
-rw-r--r-- 1 root root 16384 Jan 8 22:10 conflictsindex.rpm
-rw-r--r-- 1 root root 1351680 Jan 8 22:10 fileindex.rpm
-rw-r--r-- 1 root root 16384 Jan 8 22:10 groupindex.rpm
-rw-r--r-- 1 root root 16384 Jan 8 22:10 nameindex.rpm
-rw-r--r-- 1 root root 2349640 Jan 8 22:10 packages.rpm
-rw-r--r-- 1 root root 16384 Jan 8 22:10 providesindex.rpm
-rw-r--r-- 1 root root 16384 Jan 8 22:10 requiredby.rpm
#

SinceanRPM databaseexistedalready, the--initdb optiondid no harmto it —
therewasno changeto thedatabasefiles.

Theonly otheroptionthatcanbeusedwith --initdb is --dbpath . Thispermits
theeasycreationof a new RPM databasein thedirectoryspecified with the--db-
path option.
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8.1.3 --quiet — Produce as little output as possib le
Addingthe--quiet optionto any RPMcommanddirectsRPMto produceaslittle
outputaspossible.For example,RPM’s build command(thesubjectof thesecond
half of this book)normallyproducesreamsof output;by addingthe --quiet op-
tion, this is all you’ll see:

# rpm -ba --quiet bother-3.5.spec
* Package: bother
1 block
3 blocks
#

The--quiet optioncansilenceeventhemighty -vv option:

# rpm -Uvv --quiet eject-1.2-2.i386.rpm
#

8.1.4 --help — Displa y a help messa ge
RPM includesa concisebuilt-in helpmessagefor thosetimeswhenyou needa re-
minderaboutaparticularcommand.Normallyyou’ll wantto usethe--help option
by itself, thoughyou might want to pipe theoutputthrougha pagersuchas less ,
sincetheoutputis morethanonescreenlong:

# rpm --help|less
RPM version 2.3
Copyright (C) 1995 - Red Hat Software
This may be freely redistributed under the terms of the GNU Public License

usage:
--help - print this message
--version - print the version of rpm being used
all modes support the following arguments:

--rcfile <file> - use <file> instead of /etc/rpmrc and $HOME/.rpmrc
-v - be a little more verbose
-vv - be incredibly verbose (for debugging)

-q - query mode
--root <dir> - use <dir> as the top level directory
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--dbpath <dir> - use <dir> as the directory for the database
--queryformat <s> - use s as the header format (implies -i)

install, upgrade and query (with -p) allow ftp URL’s to be used in place
of file names as well as the following options:

--ftpproxy <host> - hostname or IP of ftp proxy

--ftpport <port> - port number of ftp server (or proxy)

This is just thefirst screenof RPM’s helpcommand.To seetherest,give thecom-
manda try. Practicallyeverything thereis to know aboutRPM is presentin the
--help output. It’s a bit too conciseto learnRPM from, but it’s enoughto re-
freshyour memorywhenthesyntaxof a particularoptionescapesyou.

8.1.5 --version — Displa y the current RPM version

If you’re not surewhat versionof RPM is presentlyinstalledon your system,the
easiestway to find out is to askRPM itself usingthe--version option:

# rpm --version
RPM version 2.3
#

8.2 Using rpm2cpio

From time to time, you might find it necessaryto extract oneor morefiles from a
packagefile. Oneway to do this would beto:

• Install thepackage

• Make a copy of thefile(s) you need

• Erasethepackage

An easierway would beto userpm2cpio .
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8.2.1 rpm2cpio — What does it do?
As the nameimplies, rpm2cpio takesan RPM packagefile andconverts it to a
cpio archive. Becauseit’s written to beusedprimarily asa filter, there’snot much
to bespecified. rpm2cpio takesonly only oneargument,andeventhat’soptional!

Theoptionalargumentis thenameof thepackagefile to beconverted.If thereis no
filenamespecifiedonthecommandline, rpm2cpio will simplyreadfrom standard
input andconvert that to a cpio archive. Let’s give it a try:

# rpm2cpio logrotate-1.0-1.i386.rpm
0707020001a86a000081a4000000000000000000000001313118bb000002c2000000 08000
000030000000000000000000000190000e73eusr/man/man8/logrotate.8." logrotate

- log fi
le rotator
.TH rpm 8 "28 November 1995" "Red Hat Software" "Red Hat Linux"
.SH NAME

(We’ve just shown thefirst few linesof output.)

Whatonearthis all thatstuff? Remember, rpm2cpio is writtenasafilter. It writes
thecpio archive containedin thepackagefile to standardoutput,which, if you’ve
not redirectedit somehow, is your screen.Here’sa morereasonableexample:

# rpm2cpio logrotate-1.0-1.i386.rpm > blah.cpio
# file blah.cpio
blah.cpio: ASCII cpio archive (SVR4 with CRC)
#

Herewe’ve directedrpm2cpio to convert the logrotate packagefile. We’ve
alsoredirectedrpm2cpio ’s outputto a file calledblah.cpio . Next, usingthe
file command,we find that the resultingfile is indeeda true-bluecpio archive
file. The following commandis entirely equivalent to the one above and shows
rpm2cpio ’s ability to readthepackagefile from its standardinput:

# cat logrotate-1.0-1.i386.rpm | rpm2cpio > blah.cpio
#
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8.2.2 A more real-w orld example — Listing the files in a
package file
Whilethere’snothingwrongwith usingrpm2cpio toactuallycreateacpio archive
file, it’s takesa few morestepsandusesa bit moredisk spacethanis strictly neces-
sary. A somewhatcleanerapproachwould be to pipe rpm2cpio ’s outputdirectly
into cpio :

# rpm2cpio logrotate-1.0-1.i386.rpm | cpio -t
usr/man/man8/logrotate.8
usr/sbin/logrotate
14 blocks
#

In thisexample,weusedthe-t optiontodirectcpio toproducea"tableof contents"
of thearchive createdby rpm2cpio . This canmake it mucheasierto gettheright
filenameandpathwhenyou want to extracta file.

8.2.3 Extracting one or more files from a package file
Continuing the example above, let’s extract the man page from the logro-
tate package. In the table of contents, we see that the full path is
usr/man/man8/logrotate.8 . All we need to do is to use the file-
nameandpathasshown below:

# rpm2cpio logrotate-1.0-1.i386.rpm |cpio -ivd
usr/man/man8/logrotate.8
usr/man/man8/logrotate.8
14 blocks
#

In this case,thecpio options-i , -v , and-d directcpio to:

• Extractoneor morefiles from anarchive.

• Displaythenamesof any files processed,alongwith thesizeof thearchive file,
in 512-byteblocks. 1

1 Notethatthesizedisplayedby cpio is thesizeof thecpio archive andnot thepackagefile.



154 Chapter 8:Miscellania

• Createany directoriesthatprecedethefilenamespecifiedin thecpio command.

Sowheredid the file endup? The lastoption (-d ) to cpio providesa hint. Let’s
take a look:

# ls -al
total 5
-rw-rw-r-- 1 root root 3918 May 30 11:02 logrotate-1.0-1.i386.rpm
drwx------ 3 root root 1024 Jul 14 12:42 usr
# cd usr
# ls -al
total 1
drwx------ 3 root root 1024 Jul 14 12:42 man
# cd man
# ls -al
total 1
drwx------ 2 root root 1024 Jul 14 12:42 man8
# cd man8
# ls -al
total 1
-rw-r--r-- 1 root root 706 Jul 14 12:42 logrotate.8
# cat logrotate.8
.\" logrotate - log file rotator
.TH rpm 8 "28 November 1995" "Red Hat Software" "Red Hat Linux"
.SH NAME
logrotate \- log file rotator
.SH SYNOPSIS
\fBlogrotate\fP [configfiles]
.SH DESCRIPTION
\fBlogrotate\fP is a tool to prevent log files from growing without
…
#

Sincethecurrentdirectorydidn’t haveausr/man/man8/ pathin it, the-d option
causedcpio to createall thedirectoriesleadingupto thelogrotate.8 file in the
currentdirectory. Basedon this, it’s probablysafestto usecpio outsidethenormal
systemdirectoriesunlessyou’recomfortablewith cpio , andyouknow whatyou’re
doing!
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8.3 Sour ce Package Files and How To Use Them
Oneday, youmayrun acrossapackagefile with anamesimilar to thefollowing:

etcskel-1.0-3. src .rpm

Noticethesrc . Is thata new kind of computer?If you useRPM on anIntel-based
computer, you’d normallyexpectto find i386 there.Maybesomeonemessedupthe
nameof the file. Well, we know that the file commandcandisplayinformation
abouta packagefile, evenif thefilenamehasbeenchanged.We’veusedit beforeto
figureout whatpackagea file contains:

# file foo.bar
foo.bar: RPM v2 bin i386 eject-1.2-2
#

In thisexample,foo.bar is anRPMversion2 file, containinganexecutablepack-
age— hence,the"bin " — built for Intel processors— the"i386 ". Thepackageis
ejectversion1.2, release2.

Let’s try thefile commandonthismysteryfile andseewhatwecanfind outabout
it:

# file etcskel-1.0-3.src.rpm
etcskel-1.0-3.src.rpm: RPM v2 src i386 etcskel-1.0-3
#

Well, it’s apackagefile all right — for version1.0,release3 of theetcskel pack-
age.It’s in RPM version2 format,andbuilt for Intel-basedsystems.But whatdoes
the "src " mean?

8.3.1 A gentle intr oduction to sour ce code
This packagefile containsnot theexecutable,or "binary", files thata normalpack-
agecontains,but ratherthe "source"files requiredto createthosebinaries. When
programmerscreatea new program,they write theinstructions,oftencalled"code",
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in oneor morefiles. Thesourcecodeis thencompiledinto a binarythatcanbeex-
ecutedby thecomputer.

As partof theprocessof building packagefiles (aprocesswecover in greatdetail in
thesecondhalf of this book),two typesof packagefiles arecreated:

1. Thebinary, or executable,packagefile

2. Thesourcepackagefile

The sourcepackagecontainseverythingneededto recreatenot only the programs
andassociatedfiles thatarecontainedin thebinarypackagefile, but thebinaryand
sourcepackagefiles themselves.

8.3.2 Do you really need more inf ormation than this?
Thefollowing discussionis goingto getrathertechnical.Unlessyou’re thetypeof
personwho likesto take otherpeople’s codeandmodify it, chancesareyou won’t
needmuchmoreinformationthanthis. But if you’re still interested,let’s explore
further.

8.3.3 So what can I do with it?
In thecaseof sourcepackagefiles, oneof the thingsthatcanbedonewith themis
thatthey canbeinstalled.Let’s try aninstall of a sourcepackage:

# rpm -i cdp-0.33-3.src.rpm
#

Well that doesn’t tell us very much and, take our word for it, adding-v doesn’t
improve thesituationappreciably. Let’s haulout thebig gunsandtry -vv :

# rpm -ivv cdp-0.33-3.src.rpm
D: installing cdp-0.33-3.src.rpm
Installing cdp-0.33-3.src.rpm
D: package is a source package major = 2
D: installing a source package
D: sources in: ///usr/src/redhat/SOURCES
D: spec file in: ///usr/src/redhat/SPECS
D: file "cdp-0.33-cdplay.patch" complete
D: file "cdp-0.33-fsstnd.patch" complete
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D: file "cdp-0.33.spec" complete
D: file "cdp-0.33.tgz" complete
D: renaming ///usr/src/redhat/SOURCES/cdp-0.33.spec to ///usr/src/redhat/SPECS/cdp-0.33.spec
#

Whatdoesthis outputtell us? Well, RPM recognizesthat the file is a sourcepack-
age. It mentionsthat sources(we know what they are)are in /usr/src/red-
hat/SOURCES. Let’s take a look:

# ls -al /usr/src/redhat/SOURCES/
-rw-rw-r-- 1 root root 364 Apr 24 22:35 cdp-0.33-cdplay.patch
-rw-r--r-- 1 root root 916 Jan 8 12:07 cdp-0.33-fsstnd.patch
-rw-r--r-- 1 root root 148916 Nov 10 1995 cdp-0.33.tgz
#

Therearesomefiles thatseemto berelatedto cdp there.Thetwo files endingwith
".patch " arepatchesto the source. RPM permitspatchesto be processedwhen
building binarypackages.Thepatchesarebundledalongwith theoriginal,unmodi-
fied sourcesin thesourcepackage.

The last file is a gzippedtar file. If you’ve gottensoftwareoff the Internet,you’re
probablyfamiliarwith tar files,gzippedor not. If welook insidethefile, weshould
seeall theusualkindsof things:READMEfiles,aMakefile or two,andsomesource
code:

# tar ztf cdp-0.33.tgz
cdp-0.33/COPYING
cdp-0.33/ChangeLog
cdp-0.33/INSTALL
cdp-0.33/Makefile
cdp-0.33/README
cdp-0.33/cdp
cdp-0.33/cdp-0.33.lsm
cdp-0.33/cdp.1
cdp-0.33/cdp.1.Z
cdp-0.33/cdp.c
cdp-0.33/cdp.h
#
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There’s more, but you get the idea. OK, so there are the sources. But what
is that "spec" file mentioned in the output? It mentions something about
"/usr/src/redhat/SPECS ", solet’s seewhatwehave in thatdirectory:

# ls -al /usr/src/redhat/SPECS
-rw-r--r-- 1 root root 397 Apr 24 22:36 cdp-0.33.spec

Withoutmakingalongstorytooshort,aspecfile containsinformationusedby RPM
to createthebinaryandsourcepackages.Usingthespecfile, RPM:

• Unpacksthesources.

• Appliespatches(if any exist).

• Builds thesoftware.

• Createsthebinarypackagefile.

• Createsthesourcepackagefile.

• Cleansup after itself.

Theneatestpartof this is thatRPM doesthis all automatically, underthecontrolof
thespecfile. That’saboutall we’re going to sayabouthow RPM builds packages.
For moreinformation,pleasereferto thesecondhalf of this book.

8.3.4 Stic k with us!
As we’ve notedseveraltimes,we’ll becoveringtheentiresubjectof building pack-
ageswith RPM, in thesecondhalf of thebook. Be forewarned,however: Package
building, while straightforward, is not a taskfor peoplenew to programming.But
if you’ve written a programor two, you’ll probablyfind RPM’s packagebuilding a
pieceof cake.
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9 The Philosoph y Behind RPM
As wesaw in thefirst half of thisbook,RPMcanmake life mucheasierfor theuser.
With automatedinstalls,upgrades,anderasures,RPMcantakealot of theguesswork
out of keepinga computersystemup-to-date.

But whataboutpeoplethatslingcodefor a living? DoesRPMhaveanythingto offer
them?Theansweris yes! Oneof thebestthingsaboutRPM is thatalthoughit was
designedto make life easierfor users,it waswrittenby peoplethatwouldbeusingit
to build manypackages.Sothedesignphilosophyof RPMhasadefinite biastoward
makinglife easierfor developers.Herearesomeof thereasonsyou shouldconsider
building packageswith RPM:

9.1 Pristine Sour ces
While many developersmightuseRPMto packagetheirown software,justasmany,
if not more,aregoingto bepackagingsoftwarethat they have not written. Because
of this, therearesomeaspectsto RPM’s designthataregearedtoward"third-party"
packagebuilders.Onesuchaspectis RPM’s useof "pristine" sources.

Whenathird-partypackagebuilderdecidesto packagesomeoneelse’ssoftware,they
oftenget thesoftwarefrom theNet, normallyasa tar file compressedwith some-
thinglikeGNUzip. That’sprobablyabouttheonlygeneralizationwecanmakewhen
talking aboutsoftwarethat is eligible for packaging.Oncewe look insidethe tar
file, therearea world of possibledifferences:

• Theapplicationcouldbeavailablein puresourceform, in purebinaryform, or
somecombinationof both.

• Theapplicationmight have beenwritten to be built usingmake, imake , or a
script includedwith thesources.Or, it might have to bebuilt entirelyby hand.

• Theapplicationmight needto beconfiguredprior to use. Maybeit usesGNU
configure , acustomconfigurationscript,or oneor morefiles thatneedto be
editedto reflect thetargetenvironment.

• The applicationmight have beenwritten to residein specific directories,and
thosedirectoriesdo not exist, or arenot appropriateon thetargetsystem.
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• Theapplicationmightnotevensupportthetargetenvironment,requiringall man-
nerof changesto port it to thetargetenvironment.

We couldgo on,but youprobablygettheidea.It’s a rareapplicationthatcomesoff
theNet readyto package,andthechangesrequiredvarywidely. Whatto do?

This is wherethe conceptof pristine sourcescomesin. RPM hasbeendesigned
to usethesourcesasthey comefrom the application’s developer, no matterhow it
hasbeenpackagedandconfigured. The main benefit is that the changesyou asa
packagebuilderneedto make,remainseparatefrom theoriginalsources,in adistinct
collectionof patches.

Thismaynotsoundlike muchof anadvantage,but considerhow this wouldwork if
anew versionof theapplicationcameout. If thenew versionhadafew localizedbug
fixes,it’s entirelypossibletheoriginal patchescouldbeapplied,anda new package
built, with asingleRPMcommand.Evenif thepatchesdidn’t applycleanly, it would
at leastgive an indicationasto whatmight needto bedoneto get thenew version
built andpackaged.

If youruserssometimescustomizepackages,having pristinesourcesmakesit easier
for them,too. They canseewhat patchesyou’ve createdandcaneasilyaddtheir
own.

Anotherbenefit to usingpristinesourcesis that it makeskeepingtrack of multiple
versionsof apackagesimple.Insteadof keepingpatchedsourcesaround,or battling
a revision controlsystem,it’s only necessaryto keep:

• Theoriginal sourcesin their tar file.

• A copy of thepatchesyou appliedto gettheapplicationto build.

• A file usedby RPM to control thepackagebuilding process.

With thesethreeitems,it’s possibleto easilybuild thepackageatany time. Keeping
track of multiple versionsonly entailskeepingtrack of eachversionof thesethree
components,ratherthanhundredsor thousandsof patchedsourcefiles.

In fact, it getsbetterthan that. RPM can alsobuild a sourcepackagecontaining
thesethreecomponents.Thesourcepackage,namedusingRPM’s standardnaming
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convention,keepseverythingyouneedto recreateaspecific versionof apackage,in
oneuniquelynamedfile. Keepingtrackof multipleversionsof multiple packagesis
simplyamatterof keepingtheappropriatesourcepackagesaround.Everythingelse
canbebuilt from them.

9.2 Easy Builds

RPM makesit easyto build packages.Justaswith the useof pristinesources,the
fact that the build processis simpleis an even greateradvantageto the third-party
packagebuildersresponsiblefor many packages,thanit is to aone-packagesoftware
developmenthouse.But in eithercase,RPM’s easeof building is a welcomerelief.
Thefollowing sectionsdocumentsomeof thewaysthatRPM makesbuilding pack-
agesa straightforwardprocess.

9.2.1 Reproducib le Builds

Oneof thebiggestproblemsfacingdevelopersis reproducingaparticularbuild. This
singleproblemis themainreasonsomucheffort is put into creatinganddeploying
versioncontrolsystemsto managesources.

While RPMcannotcompetewith afull-blown revisioncontrolsystem,it doesanex-
cellentjob of keepingin oneplaceeverythingrequiredto build a particularversion
of a package.Rememberthesourcepackagewe mentionedabove? With onecom-
mand,RPM canopenthepackage,extractthesources,patchthem,performa build,
andcreateanew binarypackage,readyfor yourusers.Thebestpartis thatthebinary
packagewill bethesameeverytimeyoubuild it becauseeverythingneededto create
it is kept in onesourcepackage.

9.2.2 Unattended Builds

As we mentionedabove, completelybuilding a packagetakesonly oneRPM com-
mand. This makesit easyto setup automatedbuild proceduresthat canbuild one
hundredpackagesaseasilyasone.Anythingfrom asinglepackageconsistingof one
applicationto theseveralhundredpackagesthatcompriseanentireoperatingsystem,
canbebuilt automaticallyusingRPM.
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9.3 Multi-ar chitecture/operating system Suppor t
It hasalwaysbeena factof life for softwaredevelopersthat their applicationsmay
needto beportedto multiple operatingsystems.It is alsobecomingmorecommon
thata particularoperatingsystemmight run on severaldifferentplatforms,or archi-
tectures.

RPM’sability to supportmultiplearchitecturesandoperatingsystemsmakesit easy
to build thesamepackagefor many OS/platformcombinations.A packagemaybe
configuredto build ononly onearchitecture/OScombination,or onseveral.Theonly
limitation is theapplication’sportability.

9.4 Easier For Your Users
Whileweareprimarily concernedwith RPM’sadvantagesfromthedeveloper’s point
of view, it’s worthlookingatRPMfromtheuser’sstandpointfor amoment.After all,
if RPMmakeslife easierfor your users,thatcantranslateinto lowersupportcosts.

9.4.1 Easy Upgrades

Probablythebiggestheadachefor useranddeveloperalikeis theupgradeof anappli-
cation,orworseyet,anentireoperatingsystem!RPMcanmakeupgradingaone-step
process.With onecommand,a new packagecanbe installed,andthe remnantsof
theold packageremoved.

9.4.2 Intellig ent Configuration File Handling

Configurationfiles — nearlyevery applicationhasthem. They maygo by different
names,but they all control the behavior of their application. Usersnormally cus-
tomizeconfig files to their liking andwould be upsetif their customizationswere
lost duringtheinstallation,upgrade,or removal of a package.

RPM takesspecialcarewith a user’sconfig files. By usingMD5 checksums,RPM
candeterminewhatactionis mostappropriatewith a config file. If a config file has
beenmodified by the userandhasto be replaced,it is saved. That way a user’s
modificationsarenever lost.
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9.4.3 Powerful Query Capabilities
RPM usesa databaseto keeptrackof all files it installs. RPM’s databaseprovides
otherbenefits, suchasthe wide variety of informationthat canbe easily retrieved
from it. RPM’s querycommandmakesit easyfor usersto quickly answera number
of questions,suchas:

• Wheredid this file comefrom? Is it partof a package?

• Whatdoesthis packagedo?

• Whatpackagesareinstalledon my system?

Thesearejustafew examplesof themany waysRPMcanprovideinformationabout
oneor morepackageson a user’ssystem.

9.4.4 Easy Package Verification
AnotherwaythatRPMleveragestheinformationstoredin its database,is by provid-
ing aneasyway to verify thata packageis properlyinstalled. With this capability,
RPM makesit easyto determine,for example,what packagesweredamagedby a
wildcarddeletein /usr/bin . In addition,RPM’sverificationcommandcandetect
changesto file attributes,suchasa file’s permissions,ownership,andsize.

9.5 To Summariz e…
RPM waswritten by developersfor developers.It makesbuilding packagesaseasy
aspossible,even if the softwarebeing packagedhasn’t beendevelopedin-house.
In addition,RPM presentssomesignificant advantagesto users,therebyreducing
supportneeds.

In thenext chapter, we’ll introducethebasicconceptsof packagebuildingwith RPM.
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10 The Basics of Developing With RPM
Now thatwe’ve seenthedesignphilosophyof RPM, let’s look at thenutsandbolts
of RPM’sbuild process.Building apackageis similarto compilingcode— thereare
inputs,anenginethatdoesthedirty work, andoutputs.

10.1 The Inputs
Therearethreedifferentkindsof inputsthatareusedto drive RPM’s build process.
Two of thethreeinputsarerequired,andthethird, strictly speaking,is optional.But
unlessyou’re packagingyour own code,chancesareyou’ll needit.

10.1.1 The Sour ces
First andforemost,arethesources.After all, without them,therewouldn’t bemuch
tobuild! In thecaseof packagingsomeoneelse’ssoftware,thesourcesshouldbekept
asthe authordistributedthem,which usuallymeansa compressedtar file. RPM
canhandleotherarchive formats,but a bit moreup-fronteffort is required.

In any case,youshouldnotmodify thesourcesusedin thepackagebuilding process.
If you’reathird-partypackagebuilder, thatmeansthesourcesshouldbejust theway
you got themfrom theauthor’s FTPsite. If it’s your own software,thechoiceis up
to you,but you shouldconsiderstartingwith your mainstreamsources.

10.1.2 The Patches
Why all theemphasisonunmodifiedsources?BecauseRPMgivesyou theability to
automaticallyapplypatchesto them. Usually, thenatureof thesepatchesfalls into
oneof the following categories:

• The patchaddressesan issuespecific to the target system.This could include
changingmakefiles to install theapplicationinto theappropriatedirectories,or
resolvingcross-platformconflicts,suchasreplacingBSDsystemcallswith their
SYSV counterparts.

• Thepatchcreatesfilesthatarenormallycreatedduringaconfigurationstepin the
installationprocess.Many times,it’s necessaryto eitheredit configurationfiles
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or scriptsin orderto setthingsupfor compilation.In othercases,aconfiguration
utility needsto be run beforethe sourcesarecompiled. In either instance,the
patchescreatetheenvironmentrequiredfor propercompilation.

Creating the Patches
While it mightsoundabit dauntingto takeinto accountthetypesof patchesoutlined
above, it’s really quitesimple. Here’show it’s done:

1. Unpackthesources.

2. Renamethetop-level directory. Make it endwith ".orig", for example.

3. Unpackthesourcesagain,leaving thetop-level directorynameunchanged.

Thesourcetreethatyoucreatedthesecondtimewill betheoneyou’ll useto getthe
softwareto build.

If the softwarebuilds with no changesrequired,that’s great— you won’t needa
patch.But if youhadto makeany changes,you’ll haveto createasetof patches.To
doso,simplycleanthesourcedirectoryof any binaries.Then,issuearecursivediff
commandto comparethe sourcetreeyou usedfor the build, againstthe original,
unmodified sourcetree. It’s aseasyasthat!

10.1.3 The Spec File
Thespecfile is at theheartof RPM’spackagingbuilding process.Similar in concept
to amakefile, it containsinformationrequiredby RPMto build thepackage,aswell
asinstructionstelling RPM how to build it. Thespecfile alsodictatesexactly what
files area partof thepackage,andwherethey shouldbeinstalled.

As you might imagine,with this many responsibilities,thespecfile formatcanbea
bit complex. However, it’s broken into severalsections,makingit easierto handle.
All told, thereareeightsections:

The Preamb le
Thepreamblecontainsinformationthatwill bedisplayedwhenusersrequestinfor-
mationaboutthepackage.This would includea descriptionof thepackage’sfunc-
tion, theversionnumberof thesoftware,andsoon. Also containedin thepreamble
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arelines identifying sources,patches,andevenan icon to beusedif thepackageis
manipulatedby graphicalinterface.

The Prep Section
Theprepsectionis wheretheactualwork of building a packagestarts.As thename
implies,this sectionis wherethenecessarypreparationsaremadeprior to theactual
building of thesoftware.In general,if anythingneedsto bedoneto thesourcesprior
to building the software,it needsto happenin the prepsection. Usually, this boils
down to unpackingthesources.

Thecontentsof thissectionareanordinaryshellscript.However, RPMdoesprovide
two macrosto make life easier. Onemacrocanunpacka compressedtar file and
cd into thesourcedirectory. Theothermacroeasilyappliespatchesto theunpacked
sources.

The Build Section
Liketheprepsection,thebuild sectionconsistsof ashellscript.As youmightguess,
this sectionis usedto performwhatevercommandsarerequiredto actuallycompile
thesources.Thissectioncouldconsistof asinglemake command,or bemorecom-
plex if thebuild processrequiresit. Sincemostsoftwareis built todayusingmake,
thereareno macrosavailablein this section.

The Install Section
Also containinga shell script, the install sectionis usedto performthe commands
requiredto actuallyinstall thesoftware.If thesoftware’sauthoraddedaninstall tar-
getin themakefile, thissectionmightonly consistof amake install command.
Otherwise,you’ll needto addthe usualassortmentof cp , mv, or install com-
mandsto get the job done.

Install and Uninstall Scripts
While theprevioussectionscontainedeitherinformationrequiredby RPM to build
thepackage,or theactualcommandsto do thedeed,this sectionis different. It con-
sistsof scriptsthat will be run, on the user’ssystem, whenthe packageis actually
installedor removed. RPM canexecutea script:

• Prior to thepackagebeinginstalled.
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• After thepackagehasbeeninstalled.

• Prior to thepackagebeingerased.

• After thepackagehasbeenerased.

Oneexampleof whenthis capabilitywould berequiredis whena packagecontains
sharedlibraries. In this case,ldconfig would needto be run after the package
is installedor erased.As anotherexample,if a packagecontainsa shell, the file
/etc/shells would needto beupdatedappropriatelywhenthepackagewasin-
stalledor erased.

The Verify Script

This is anotherscriptthatis executedontheuser’ssystem.It is executedwhenRPM
verifiesthepackage’sproperinstallation.While RPMdoesmostof thework verify-
ing packages,thisscriptcanbeusedto verify aspectsof thepackagethatarebeyond
RPM’s capabilities.

The Clean Section

Anotherscript thatcanbepresentis a script thatcancleanthingsup afterthebuild.
This script is rarelyused,sinceRPM normallydoesa goodjob of clean-upin most
build environments.

The File List

Thelastsectionconsistsof alist of filesthatwill comprisethepackage.Additionally,
anumberof macroscanbeusedto controlfile attributeswheninstalled,aswell asto
denotewhich filesaredocumentation,andwhichcontainconfigurationinformation.
Thefile list is very important— if it is missing,no packagewill bebuilt.

10.2 The Engine: RPM
At the centerof the actionis RPM. It performsa numberof stepsduring the build
process:

• Executesthecommandsandmacrosin theprepsectionof thespecfile.

• Checksthecontentsof thefile list.
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• Executesthecommandsandmacrosin thebuild sectionof thespecfile.

• Executesthecommandsandmacrosin the install sectionof thespecfile. Any
macrosin thefile list areexecutedat this time, too.

• Createsthebinarypackagefile.

• Createsthesourcepackagefile.

By using different optionson the RPM commandline, the build processcan be
stoppedat any of thestepsabove. This makesthe initial building of a packagethat
mucheasier, asit is thenpossibleto seewhethereachstepcompletedsuccessfully
beforecontinuingon to thenext step.

10.3 The Outputs
Theendproductof this entireprocessis a sourcepackagefile anda binarypackage
file.

10.3.1 The Sour ce Package File
Thesourcepackagefile is a speciallyformattedarchive thatcontainsthe following
files:

• Theoriginal compressedtar file(s).

• Thespecfile.

• Thepatches.

Sincethe sourcepackagecontainseverythingneededto createthebinary package,
the sourcepackage,and provide the original sources,it’s a greatway to distribute
sourcecode.As mentionedearlier, it’s alsoagreatwayto archiveall theinformation
neededto rebuild a particularversionof thepackage.

10.3.2 The Binar y RPM
The binary packagefile is the onepart of the entireRPM building processthat is
mostvisibleto theuser. It containsthefiles thatcomprisetheapplication,alongwith
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any additionalinformationneededto install anderaseit. Thebinarypackagefile is
wherethe"rubberhits the road."

10.4 And Now…
Now thatwe’veseen,in broadbrushterms,thewayRPMbuildspackages,let’s take
a look at anactualbuild. Thenext chapterwill do just that,showing how simpleit
canbe to build a package.
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11 Building Packages: A Simple Example
In thepreviouschapter, we lookedat RPM’s build processfrom a conceptuallevel.
In this chapter, we will beperforminganactualbuild usingRPM. In orderto keep
thingsunderstandablefor this first pass,thebuild will bevery simple. Oncewe’ve
coveredthebasics,we’ll presentmorereal-world examplesin laterchapters.

11.1 Creating the Build Director y Structure
RPMrequiresasetof directoriesin whichtoperformthebuild. While thedirectories’
locationsandnamescanbechanged,unlessthere’sa reasonto doso,it’s bestto use
thedefault layout. Notethat if you’ve installedRPM, thebuild directoriesaremost
likely in placealready.

Thenormaldirectorylayoutconsistsof asingletop-leveldirectory(Thedefaultname
is /usr/src/redhat ), with fivesubdirectories.Thefivesubdirectoriesandtheir
functionsare:

• /usr/src/redhat/SOURCES — Containstheoriginalsources,patches,and
icon files.

• /usr/src/redhat/SPECS — Containsthe specfiles usedto control the
build process.

• /usr/src/redhat/BUILD — The directoryin which the sourcesareun-
packed,andthesoftwareis built.

• /usr/src/redhat/RPMS — Containsthe binary packagefiles createdby
thebuild process.

• /usr/src/redhat/SRPMS — Containsthesourcepackagefiles createdby
thebuild process.

In general,therearenospecialrequirementsthatneedto bemetwhencreatingthese
directories.In fact, theonly importantrequirementis that theBUILD directorybe
partof a filesystemwith sufficient freespaceto build thelargestpackageexpected.
Hereis a directorylisting showing a typical build directorytree:
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# ls -lF /usr/src/redhat
total 5
drwxr-xr-x 3 root root 1024 Aug 5 13:12 BUILD/
drwxr-xr-x 3 root root 1024 Jul 17 17:51 RPMS/
drwxr-xr-x 4 root root 1024 Aug 4 22:31 SOURCES/
drwxr-xr-x 2 root root 1024 Aug 5 13:12 SPECS/
drwxr-xr-x 2 root root 1024 Aug 4 22:28 SRPMS/
#

Now thatwe have thedirectoriesreadyto go, it’s time to preparefor thebuild. For
theremainderof this chapter, we’ll bebuilding a fictional pieceof softwareknown
ascdplayer. 1

11.2 Getting the Sour ces
The first thing we needto do in orderto build a packagefor cdplayer, is to obtain
thesources.Beingavid cdplayer fansfrom wayback,weknow thatthelatestsource
canbefoundat GnomoVision’s FTPsite,sowe go geta copy.

Wenow haveagzippedtar file of cdplayer version1.0onoursystem.After putting
a copy in theSOURCESdirectory, we’re readyto tell RPM whatto do with it.

11.3 Creating the Spec File
Theway we directRPM in thebuild processis to createa specfile. As we saw in
thepreviouschapter, thespecfile containseightdifferentsections,mostof whichare
required.Let’s go througheachsectionandcreatecdplayer’s specfile aswego.

11.3.1 The Preamb le
Thepreamblecontainsawealthof informationaboutthepackagebeingbuilt, andthe
peoplethatbuilt it. Here’scdplayer’s preamble:

#
# Example spec file for cdplayer app...
#

1 In reality, this softwareis a mercilesslyhackedversionof cdp, which waswritten by SarielHar-Peled.The
softwarewashackedto provideasimpleexamplepackage,andin nowayrepresentsthefinework doneby Sariel
on cdp.
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Summary: A CD player app that rocks!
Name: cdplayer
Version: 1.0
Release: 1
Copyright: GPL
Group: Applications/Sound
Source: ftp://ftp.gnomovision.com/pub/cdplayer/cdplayer-1.0.tgz
URL: http://www.gnomovision.com/cdplayer/cdplayer.html
Distribution: WSSLinux
Vendor: White Socks Software, Inc.
Packager: Santa Claus <sclaus@northpole.com>

%description
It slices! It dices! It’s a CD player app that
can’t be beat. By using the resonant frequency
of the CD itself, it is able to simulate 20X
oversampling. This leads to sound quality that
cannot be equaled with more mundane software...

In general,thepreambleconsistsof entries,oneperline, thatstartwith atag followed
by a colon,andthensomeinformation. For example,the line startingwith "Sum-
mary: " givesashortdescriptionof thepackagedsoftwarethatcanbedisplayedby
RPM.Theorderof thelinesis not important,aslongasthey appearin thepreamble.

Let’s take a look at eachline andseewhatfunctionit performs:

Name
The name line defineswhat the packagewill actuallybe called. In general,it’s a
goodideato usethe nameof the software. The namewill alsobe includedin the
packagelabel,andthepackagefilename.

Version
Theversion line shouldbesetto theversionof thesoftwarebeingpackaged.The
versionwill alsobeincludedin thepackagelabel,andthepackagefilename.

Release
Therelease is anumberthatis usedto representthenumberof timesthesoftware,
atthepresentversion,hasbeenpackaged.Youcanthinkof it asthepackage’s version
number. Thereleaseis alsopartof thepackagelabelandpackagefilename.



176 Chapter 11:Building Packages: A Simple Example

Copyright
The copyright line is usedto hold the packagedsoftware’scopyright informa-
tion. Thismakesit easyto determinewhichpackagescanbefreelyredistributed,and
which cannot.In our case,cdplayer is madeavailableunderthetermsof theGNU
GeneralPublicLicense,sowe’ve put GPLon theline.

Group
Thegroup line isusedtoholdastringthatdefineshow thepackagedsoftwareshould
begroupedwith otherpackages.Thestringconsistsof aseriesof wordsseparatedby
slashes.Fromleft to right, thewordsdescribethepackagedsoftwaremoreexplicitly.
Wegroupedcdplayer underApplications , becauseit is anapplication,andthen
underSound , sinceit is anapplicationthat is sound-related.

Sour ce
Thesource line servestwo purposes:

• To documentwherethepackagedsoftware’ssourcescanbefound.

• To give thenameof thesourcefile asit existsin theSOURCESsubdirectory.

In our example, the cdplayer sourcesare containedin the file cdplayer-
1.0.tgz , which is available from ftp.gnomovision.com , in the directory
/pub/cdplayer . RPM actually ignoreseverythingprior to the last filenamein
the sourceline, so the first part of the sourcestring could be anything you’d like.
Traditionally, the source line usually containsa Uniform ResourceLocator, or
URL.

URL
TheURLline isusedtocontainaURL, likethesource line. How arethey different?
While thesource line is usedto providethesourcefilenameto RPM,theURLline
pointsto documentationfor thesoftwarebeingpackaged.

Distrib ution
Thedistribution linecontainsthenameof theproductwhichthepackagedsoft-
wareis apartof. In theLinux world, theoperatingsystemis oftenpackagedtogether
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into a"distribution",hencethename.Sincewe’reusingafictionalapplicationin this
example,we’vefilled in thedistributionline with thenameof afictionaldistribution.
There’s norequirementthatthespecfile containadistribution line, soindivid-
ualswill probablyomit this.

Vendor
Thevendor line identifiestheorganizationthatdistributesthesoftware.Maintain-
ing our fictional motif, we’ve inventedfictional company, White SocksSoftware,to
addto our specfile. Individualswill probablyomit this aswell.

Packager
Thepackager line is usedto identify theorganizationthatactuallypackaged the
software,asopposedto theauthorof thesoftware.In ourexample,we’vechosenthe
greatestpackagerof themall, SantaClaus,to work at White SocksSoftware. Note
thatwe’ve includedcontactinformation,in theform of ane-mailaddress.

Description
Thedescription line is a bit different,in that it startswith a percentsign. It is
alsodifferentbecausethe informationcantake up morethanoneline. It is usedto
provideamoredetaileddescriptionof thepackagedsoftwarethanthesummary line.

A Comment on Comments
At thetopof thespecfile, therearethreelines,eachstartingwith apoundsign.These
arecommentsandcanbesprinkledthroughoutthespecfile to make it moreeasily
understood.

11.3.2 The %prep Section
With the preamble,we provided a wealthof information. The majority of this in-
formationis meantfor humanconsumption.Only thename, version , release ,
andsource lineshavea directbearingon thepackagebuilding process.However,
in the%prep section,thefocusis entirelyon directingRPM throughtheprocessof
preparingthesoftwarefor building.

It is in the%prep sectionthatthebuild environmentfor thesoftwareis created,start-
ing with removing the remnantsof any previousbuilds. Following this, thesource
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archive is expanded.Hereis whatthe%prep sectionlookslike in ourexamplespec
file:

%prep
rm -rf $RPM_BUILD_DIR/cdplayer-1.0
zcat $RPM_SOURCE_DIR/cdplayer-1.0.tgz | tar -xvf -

If the%prep sectionlookslikeascript,that’sbecauseit is. Any sh constructscanbe
usedhere,includingexpansionof environmentvariables(Like the $RPM_BUILD_DIR
variabledefinedby RPM),andpiping theoutputof zcat throughtar . 2

In this case,we performa recursive deletein thebuild directoryto remove any old
builds. We thenuncompressthegzippedtar file, andextract its contentsinto the
build directory.

Quiteoften,thesourcesmayrequirepatchingin orderto build properly. The%prep
sectionis theappropriateplaceto patchthesources,but in thisexample,nopatching
is required.Fearnot, however, aswe’ll explorepatchingin all its glory in Chapter
20,Real-World Package Building, whenwe build a morecomplex package.

Making Lif e Easier With Macros
While the%prep sectionaswe’vedescribedit isn’t thatdifficult tounderstand,RPM
providesmacrosto make life eveneasier. In this simpleexample,there’s precious
little that canbe madeeasier, but macroswill preventa wealthof headacheswhen
it’s time to build morecomplex packages.The macrowe’ll introducehereis the
%setup macro.

The averagegzippedtar file is %setup ’s stock in trade. Like the hand-crafted
%prep sectionwe describedabove, it cleansup old build treesand then uncom-
pressesandextractsthefiles from theoriginalsource.While %setup hasanumber
of optionsthatwe’ll coverin laterchapters,for now all weneedfor a%prep section
is:

%prep
%setup

2 Formoreinformationontheenvironmentvariablesusedin thebuild-timescripts,pleaserefertoSection13.3.1,
Build-timeScripts.
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Thatis simplerthanour%prep section,solet’s usethe%setup macroinstead.The
%setup macrohasa numberof optionsto handlemany differentsituations. For
moreinformationonthisandothermacros,pleaseseeSection13.4,Macros: Helpful
Shorthandfor Package Builders.

In our examplehere,the%prep sectionis complete.Next comestheactualbuild.

11.3.3 The %build Section
Not surprisingly, thepartof thespecfile thatis responsiblefor performingthebuild,
is the%build section.Like the%prep section,the%build sectionis anordinary
sh script.Unlike the%prep section,therearenomacros.Thereasonfor this is that
theprocessof buildingsoftwareiseithergoingtobeveryeasy, orhighlycomplicated.
In eithercase,macroswon’t helpmuch.In ourexample,thebuild processis simple:

%build
make

Thanksto the make utility, only onecommandis necessaryto build the cdplayer
application.In thecaseof anapplicationwith moreesotericbuild requirements,the
%build sectioncouldgeta bit moreinteresting.

11.3.4 The %install Section
The%install sectionis executedasash script,just like%prep and%build . If
theapplicationis built with make andhasan"install" target,the%install section
will alsobestraightforward. Thecdplayer applicationis agoodexampleof this:

%install
make install

If the applicationdoesn’t have a meansof automaticallyinstalling itself, it will be
necessaryto createa scriptto do so,andplaceit in the%install section.
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11.3.5 The %files Section
The%files sectionis differentfrom theothers,in thatit containsa list of thefiles
thatarepartof thepackage.Alwaysremember— if it isn’t in thefile list, it won’t
beput in thepackage!

%files
%doc README
/usr/local/bin/cdp
/usr/local/bin/cdplay
/usr/local/man/man1/cdp.1

Theline startingwith %doc is anexampleof RPM’shandlingof differentfile types.
As you might guess,%doc standsfor documentation.The %doc directive is used
to mark files asbeingdocumentation.In theexampleabove, theREADMEfile will
be placedin a package-specific directory, locatedin /usr/doc , andcalledcd-
player-1.0-1 . It’s alsopossibleto mark files asdocumentationandhave them
installedin otherdirectories.This is coveredin moredetail in The%doc Directive
in Section13.6.1.

Therestof thefiles in theexampleareshown with completepaths.This is necessary
asthefileswill actuallybeinstalledin thosedirectoriesby theapplication’smakefile.
SinceRPMneedsto beableto find thefilesprior to packagingthem,completepaths
arerequired.

How Do You Create the File List?

SinceRPM automatessomany aspectsof softwareinstallation,it’s easyto fall into
thetrapof assumingthatRPMdoeseverythingfor you. Not so! Onetaskthatis still
a manualprocessis creatingthe file list. While it may seemat first glance,that it
couldbeautomatedsomehow, it’s actuallya moredifficult problemthanit seems.

Sincethe majority of an application’sfiles are installedby its makefile, RPM has
no control over that part of the build process,and therefore,cannotautomatically
determinewhich filesshouldbepartof thepackage.Somepeoplehaveattemptedto
usea modified versionof install that logsthenameof every file it installs. But
not every makefile usesinstall , or if it does,usesit sporadically.
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Anotherapproachtried wasto obtaina list of every file on thebuild system,imme-
diately beforeandafter a build, andusethe differencesasthe file list. While this
approachwill certainlyfind every file that theapplicationinstalled,it canalsopick
up extraneousfiles, suchassystemlogs,files in /tmp , andthe like. Theonly way
to begin to make this approachworkablewould be to do nothingelseon the build
system,which is highly inconvenient. This approachalsoprecludesbuilding more
thanonepackageon thesystemat any giventime.

At present,thebestway to createthefile list is to readthemakefile to seewhatfiles
it installs,verify thisagainstthefiles installedonthebuild system,andcreatethelist.

11.3.6 The Missing Spec File Sections
Sinceour examplespecfile is somewhat simplistic, it’s missingtwo sectionsthat
mightbeusedin morecomplex situations.We’ll goovereachonebriefly here.More
completeinformationonthesesectionswill becoveredatvariouspointsin thebook.

The Install/Uninstall Scripts

Onemissingsectionto our specfile is thesectionthatwould define oneor moreof
four possiblescripts. The scriptsareexecutedat varioustimeswhena packageis
installedor erased.

Thescriptscanbeexecuted:

• Beforea packageis installed.

• After a packageis installed.

• Beforea packageis erased.

• After a packageis erased.

We’ll seehow thesescriptsareusedin Chapter20,Real-World PackageBuilding.

The %clean Section

The othermissingsectionhasthe ratherdescriptive title of %clean . This section
canbeusedto cleanup any files thatarenot partof theapplication’snormalbuild
area.For example,if theapplicationcreatesa directorystructurein /tmp aspartof
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its build, it will notberemoved.By addingash scriptto the%clean section,such
situationscanbehandledgracefully, right afterthebinarypackageis created.

11.4 Star ting the Build
Now it’s timeto begin thebuild. First,wechangedirectoryinto thedirectoryholding
cdplayer’s specfile:

# cd /usr/src/redhat/SPECS
#

Next, we startthebuild with an rpm -b command:

# rpm -ba cdplayer-1.0.spec

Thea following the-b optiondirectsRPMtoperformall phasesof thebuild process.
Sometimesit is necessaryto stopatvariousphasesduringtheinitial build to resolve
problemsthatcropup while writing thespecfile. In thesecases,otherletterscanbe
usedafter the -b in orderto stopthe build at the desiredphase.For this example
however, we will continuethroughtheentirebuild process.

In this example,the only otherargumentto the build commandis the nameof the
package’sspecfile. This canbewild-cardedto build morethanonepackage,but in
our example,we’ll stick with one.

Let’s look at RPM’s outputduringthebuild:

* Package: cdplayer
+ umask 022
+ echo Excuting: %prep
Excuting: %prep
+ cd /usr/src/redhat/BUILD
+ cd /usr/src/redhat/BUILD
+ rm -rf cdplayer-1.0
+ gzip -dc /usr/src/redhat/SOURCES/cdplayer-1.0.tgz
+ tar -xvvf -
drwxrwxr-x root/users 0 Aug 4 22:30 1996 cdplayer-1.0/
-rw-r--r-- root/users 17982 Nov 10 01:10 1995 cdplayer-1.0/COPYING
-rw-r--r-- root/users 627 Nov 10 01:10 1995 cdplayer-1.0/ChangeLog
-rw-r--r-- root/users 482 Nov 10 01:11 1995 cdplayer-1.0/INSTALL
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…
-rw-r--r-- root/users 2720 Nov 10 01:10 1995 cdplayer-1.0/struct.h
-rw-r--r-- root/users 730 Nov 10 01:10 1995 cdplayer-1.0/vol.c
-rw-r--r-- root/users 2806 Nov 10 01:10 1995 cdplayer-1.0/volume.c
-rw-r--r-- root/users 1515 Nov 10 01:10 1995 cdplayer-1.0/volume.h
+ [ 0 -ne 0 ]
+ cd cdplayer-1.0
+ cd /usr/src/redhat/BUILD/cdplayer-1.0
+ chown -R root.root .
+ chmod -R a+rX,g-w,o-w .
+ exit 0

Theoutputcontinues,but let’sstopherefor amoment,anddiscusswhathashappened
so far.

At the startof the output,RPM displaysthe packagename(cdplayer ), setsthe
umask,andstartsexecutingthe%prep section.Thanksto the%setup macro,RPM
then changesdirectory into the build area,removesany existing old sources,and
extractsthesourcesfrom theoriginalcompressedtar file. Althougheachfile is listed
asit is extracted,we’ve omittedmostof thefiles listed,to save space.

The%setup macrocontinuesbychangingdirectoryintocdplayer’s top-levelsource
directoryandsettingthefile ownershipandpermissionsproperly. As youcansee,it
doesquitea bit of work for you.

Let’s take a look at theoutputfrom the%build sectionnext:

+ umask 022
+ echo Excuting: %build
Excuting: %build
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ make
gcc -Wall -O2 -c -I/usr/include/ncurses cdp.c
gcc -Wall -O2 -c -I/usr/include/ncurses color.c
gcc -Wall -O2 -c -I/usr/include/ncurses display.c
gcc -Wall -O2 -c -I/usr/include/ncurses misc.c
gcc -Wall -O2 -c -I/usr/include/ncurses volume.c
volume.c: In function ‘mix_set_volume’:
volume.c:67: warning: implicit declaration of function ‘ioctl’
gcc -Wall -O2 -c -I/usr/include/ncurses hardware.c
gcc -Wall -O2 -c -I/usr/include/ncurses database.c
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gcc -Wall -O2 -c -I/usr/include/ncurses getline.c
gcc -o cdp cdp.o color.o display.o misc.o volume.o hardware.o database.o
getline.o -I/usr/include/ncurses -L/usr/lib -lncurses
groff -Tascii -man cdp.1 | compress >cdp.1.Z
+ exit 0

Thereare no surpriseshere. After settingthe umaskandchangingdirectory into
cdplayer’s top-level directory, RPMissuesthemake commandweput into thespec
file. Therestof theoutputcomesfrom make asit actuallybuilds thesoftware.Next
comesthe%install section:

+ umask 022
+ echo Excuting: %install
Excuting: %install
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ make install
chmod 755 cdp
chmod 644 cdp.1.Z
cp cdp /usr/local/bin
ln -s /usr/local/bin/cdp /usr/local/bin/cdplay
cp cdp.1 /usr/local/man/man1
+ exit 0

Justlike theprevioussections,RPMagainsetstheumaskandchangesdirectoryinto
theproperdirectory. It thenexecutescdplayer’s install target, installing thenewly
built softwareon thebuild system.Thoseof you thatcarefullystudiedthespecfile
might have noticedthat theREADMEfile is not partof the install section.It’s not a
problem,aswe seehere:

+ umask 022
+ echo Excuting: special doc
Excuting: special doc
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ DOCDIR=//usr/doc/cdplayer-1.0-1
+ rm -rf //usr/doc/cdplayer-1.0-1
+ mkdir -p //usr/doc/cdplayer-1.0-1
+ cp -ar README//usr/doc/cdplayer-1.0-1
+ exit 0
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After thecustomaryumask andcd commands,RPM constructsthe paththatwill
beusedfor cdplayer’s documentationdirectory. It thencleansout any preexisting
directoryandcopiestheREADMEfile into it. Thecdplayer appis now installedon
thebuild system.Theonly thing left to do is to createtheactualpackagefiles, and
performsomehousekeeping.Thebinarypackagefile is createdfirst:

Binary Packaging: cdplayer-1.0-1
Finding dependencies...
Requires (2): libc.so.5 libncurses.so.2.0
usr/doc/cdplayer-1.0-1
usr/doc/cdplayer-1.0-1/README
usr/local/bin/cdp
usr/local/bin/cdplay
usr/local/man/man1/cdp.1
93 blocks
Generating signature: 0
Wrote: /usr/src/redhat/RPMS/i386/cdplayer-1.0-1.i386.rpm

The first line saysit all: RPM is creatingthe binary packagefor cdplayer version
1.0, release1. Next, RPM determineswhatpackagesarerequiredby cdplayer-
1.0-1 . Part of this processentailsrunning ldd on eachexecutableprogramin
the package.In this example,the packagerequiresthe libraries libc.so.5 , and
libncurses.so.2.0 . Otherdependency informationcanbeincludedin thespec
file, but for our examplewe’ll keepit simple.

Following thedependency information,thereis a list of every directoryandfile in-
cludedin thepackage.Thelist displayedis actuallytheoutputof cpio , whichis the
archiving softwareusedby RPM to bundlethepackage’sfiles. The"93 blocks "
is alsoprintedby cpio .

The line "Generating signature: 0" meansthat RPM hasnot beendi-
rectedto adda PGPsignatureto thepackagefile. During this time, however, RPM
still addstwo signaturesthatcanbeusedto verify thesizeandtheMD5 checksum
of the packagefile. Finally, we seeconfirmation that RPM hascreatedthe binary
packagefile.

At this point, the applicationhasbeenbuilt, and the application’s files have been
packaged.Thereis no longerany needfor any filescreatedduringthebuild, sothey
mayberemoved. In thecaseof thesourcesextractedinto RPM’sbuild directory, we
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canseethat,at worst, they will be removedthenext time thepackageis built. But
whatif therewere files thatweneededto remove?Well, they couldbedeletedhere,
in the%clean section:

+ umask 022
+ echo Excuting: %clean
Excuting: %clean
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ exit 0

In ourexample,therearenootherfilesoutsideof thebuild directorythatarecreated
during cdplayer’s build, so we don’t needto expendany additionaleffort to clean
thingsup.

Thevery laststepperformedby RPM is to createthesourcepackagefile:
Source Packaging: cdplayer-1.0-1
cdplayer-1.0.spec
cdplayer-1.0.tgz
80 blocks
Generating signature: 0
Wrote: /usr/src/redhat/SRPMS/cdplayer-1.0-1.src.rpm
#

This file includeseverythingneededto recreatea binary packagefile, aswell asa
copy of itself. In thisexample,theonly filesneededto dothataretheoriginalsources
and the specfile. In caseswherethe original sourcesneededto be modified, the
sourcepackageincludesoneor morepatchfiles. As whenthebinarypackagewas
created,we seecpio ’s output listing eachfile archived, alongwith the archive’s
block size.

Justlike a binarypackage,a sourcepackagefile canhave a PGPsignatureattached
to it. In our case,we seethata PGPsignaturewasnot attached.The lastmessage
from RPM is to confirm thecreationof thesourcepackage.Let’s take a look at the
endproducts.First, thebinarypackage:

# ls -lF /usr/src/redhat/RPMS/i386/cdplayer-1.0-1.i386.rpm
-rw-r--r-- 1 root root 24698 Aug 6 22:22 RPMS/i386/cdplayer-1.0-1.i386.rpm
#
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Note that we built cdplayer on an Intel-basedsystem,so RPM placedthe binary
packagefiles in the i386 subdirectory.

Next, thesourcepackagefile:
# ls -lF /usr/src/redhat/SRPMS/cdplayer-1.0-1.src.rpm
-rw-r--r-- 1 root root 41380 Aug 6 22:22 SRPMS/cdplayer-1.0-1.src.rpm
#

Everythingwentperfectly— we now have binaryandsourcepackagefiles readyto
use.But sometimesthingsdon’t go sowell.

11.5 When Things Go Wrong
Thisexampleis abit of afairy tale,in thatit wentperfectlythefirst time. In reallife,
it oftentakesseveral triesto get it right.

11.5.1 Problems During the Build
As we alludedto earlierin thechapter, RPM canstopat variouspointsin thebuild
process.This allows packagebuildersto look throughthebuild directoryandmake
sureeverythingis proceedingproperly. If thereareproblems,stoppingduring the
build processpermitsthemto seeexactlywhatis goingwrong,andwhere.Hereis a
list of pointsRPM canbestopedat duringthebuild:

• After the%prep section.

• After doingsomecursorycheckson the%files list.

• After the%build section.

• After the%install section.

• After thebinarypackagehasbeencreated.

In addition,thereis alsoa methodthatpermitsthepackagebuilder to "shortcircuit"
thebuild processanddirectRPM to skip over the initial steps.This is handywhen
theapplicationis not yet readyfor packagingandneedssomefine tuning.Thisway,
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oncethepackagebuilds, installs,andoperatesproperly, the requiredpatchesto the
original sourcescanbecreated,andpluggedinto thepackage’sspecfile.

11.5.2 Testing Newly Built Packages
Of course,the fact thatanapplicationhasbeenpackagedsuccessfullydoesn’tnec-
essarilymeanthat it will operatecorrectlywhenthe packageis actually installed.
Testingis required. In the caseof our example,it’s perfectanddoesn’tneedsuch
testing.3But hereis how testingwould proceed:

Thefirst stepis to find atestsystem.If youthoughtof simplyusingthebuild system,
bzzzzt, try again! Think aboutit — in thecourseof building thepackage,thebuild
systemactuallyhadthe applicationinstalledon it. That is how RPM getsthe files
thatareto bepackaged:by building thesoftware,installing it, andgrabbingcopies
of theinstalledfiles,which arefoundusingthe%files list.

Someof you dissentersthat have readthe first half of the book might be thinking,
"Why not just install thepackageonthebuild systemusingthe--replacefiles
option? That way, it’ll just blow away the files installedby the build processand
replacethemwith thepackagedfiles." Well, you folks getabzzzzt, too! Here’swhy.

Say, for example, that the software you’re packaginginstalls a bunch of files —
maybea hundred.Whatdoesthis mean?Well for onething, it meansthatthepack-
age’s%files list is goingto bequitelarge. For anotherthing, thesheernumberof
files makesit likely thatyou’ll missoneor two. Whatwouldhappenthen?

WhenRPM builds the software, there’sno problem: the softwarebuilds, and the
application’s makefile merrily installsall the files. The next stepin RPM’s build
processis to collectthefiles by readingthe%files list, andto addeachfile listed
to acpio archive. Whathappensto thefilesyou’vemissed?Nothing— they aren’t
addedto thepackagefile, but they areonyourbuild system,installedjustwherethey
shouldbe.

Next, whenthe packageis installedusing--replacefiles , RPM dutifully in-
stallseachof thepackagedfiles, replacingtheonesoriginally installedon thebuild
system.Themissedfiles?They aren’toverwrittenby RPMsincethey weren’tin the

3 Like we said,it’s a fairy tale!
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package.But they’re still on disk, right wheretheapplicationexpectsthemto be! If
you go to testtheapplicationthen,it will find every file it needs.But not every file
camefrom thepackage.Badnews! Usinga differentsystemon which theapplica-
tion hadnever beenbuilt is onesureway to testfor missingfiles.

Thatwrapsup our fictional build. Now thatwe have someexperiencewith RPM’s
build process,we cantake a morein-depthlook at RPM’s build command.
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12 rpm -b Command Reference
Table 12–1 rpm -b Command Syntax

rpm -b <stage> options file1.spec … fileN.spec

<stage> Page

p Execute%prep Section12.1.1,rpm -bp
— Execute%prep

c Execute%prep ,
%build

Section12.1.2,rpm
-bc — Execute%prep,
%build

i Execute%prep ,
%build , %install

Section12.1.3,rpm
-bi — Execute%prep,
%build, %install

b Execute%prep ,
%build , %install .
Package(bin)

Section12.1.4,rpm
-bb — Execute%prep,
%build, %install,
package (bin)

a Execute%prep ,
%build , %install .
Package(bin, src)

Section12.1.5,rpm
-ba — Execute%prep,
%build, %install,
package (bin, src)

l Check%files list Section12.1.6,rpm -bl
— Check %files list

Parameters

file1.spec …
fileN.spec

Oneor more .spec files

Build-specific Options Page
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--short-circuit Forcebuild to startat
particularstage(-bc ,
-bi only)

Section12.1.7,
--short-circuit
— Forcebuild to start at
particular stage

--test Create,save build scripts
for review

Section12.1.11,--test
— Create, SaveBuild
ScriptsFor Review

--clean Cleanup afterbuild Section12.1.12,
--clean — Clean
up after build

--sign Add a digital signatureto
thepackage

Section12.1.10,--sign
—AddaDigital Signature
to thePackage

--buildroot
<root>

Execute%install
using<root> astheroot

Section12.1.13,
--buildroot
<path> — Execute
%install using
<path> as the root

--buildarch
<arch>

Performbuild for the
<arch> architecture

Section12.1.8,
--buildarch
<arch> — Perform
Build For the<arch>
Architecture

--buildos <os> Performbuild for the
<os> operatingsystem

Section12.1.9,
--buildos <os>
— PerformBuild For the
<os> OperatingSystem
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--timecheck
<secs>

Printawarningif filesare
over<secs> old

Section12.1.14,
--timecheck
<secs> — Print a
warning if files to
be packaged are over
<secs> old

GeneralOptions Page

-vv Display debugging
information

Section12.1.15,-vv
— Display debugging
information

--quiet Produceaslittle outputas
possible

Section12.1.16,
--quiet — Produceas
Little OutputasPossible

--rcfile <rcfile> Setalternaterpmrc file
to <rcfile>

Section12.1.17,
--rcfile <rcfile>
— Setalternaterpmrc
file to <rcfile>

12.1 rpm -b — What Does it Do?
WhenRPMis invokedwith the-b option,theprocessof buildingapackageisstarted.
Therestof thecommandwill determineexactly what is to bebuilt andhow far the
build shouldproceed.In this chapter, we’ll exploreeveryaspectof rpm -b .

An RPM build commandmusthave two additionalpiecesof information,over and
above "rpm -b ":

1. Thenamesof oneor morespecfiles representingsoftwareto bepackaged.

2. Thedesiredstageat which thebuild is to stop.

As wediscussedin Chapter10,TheBasicsof DevelopingWith RPM, thespecfile is
oneof the inputsto RPM’s build process.It containsthe informationnecessaryfor
RPM to performthebuild andpackagethesoftware.
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Therearea numberof stagesthatRPM goesthroughduringa build. By specifying
that the build processis to stopat a certainstage,the packagebuilder canmonitor
thebuild’s progress,make any changesnecessary, andrestartthebuild. Let’s start
by looking at thevariousstagesthatcanbespecified in a build command.

12.1.1 rpm -bp — Execute %prep
The commandrpm -bp directsRPM to executethe very first step in the build
process.In thespecfile, this stepis labeled%prep . Every commandin the%prep
sectionwill beexecutedwhenthe-bp optionis used.

Here’s a simple%prep sectionfrom thespecfile we usedin Chapter11, Building
Packages: A SimpleExample:

%prep
%setup

This %prep sectionconsistsof a single%setup macro. Whenusing rpm -bp
againstthis specfile, we canseeexactly what%setup does:

# rpm -bp cdplayer-1.0.spec
* Package: cdplayer
+ umask 022
+ echo Executing: %prep
Executing: %prep
+ cd /usr/src/redhat/BUILD
+ cd /usr/src/redhat/BUILD
+ rm -rf cdplayer-1.0
+ gzip -dc /usr/src/redhat/SOURCES/cdplayer-1.0.tgz
+ tar -xvvf -
drwxrwxr-x root/users 0 Aug 4 22:30 1996 cdplayer-1.0/
-rw-r--r-- root/users 17982 Nov 10 01:10 1995 cdplayer-1.0/COPYING
-rw-r--r-- root/users 627 Nov 10 01:10 1995 cdplayer-1.0/ChangeLog
…
-rw-r--r-- root/users 2806 Nov 10 01:10 1995 cdplayer-1.0/volume.c
-rw-r--r-- root/users 1515 Nov 10 01:10 1995 cdplayer-1.0/volume.h
+ [ 0 -ne 0 ]
+ cd cdplayer-1.0
+ cd /usr/src/redhat/BUILD/cdplayer-1.0
+ chown -R root.root .
+ chmod -R a+rX,g-w,o-w .
+ exit 0
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#

First, RPM confirms that thecdplayer packageis thesubjectof this build. Then
it setstheumaskandstartsexecutingthe%prep section.At thispoint, the%setup
macrois doingits thing. It changesdirectoryinto thebuild areaandremovesany old
copiesof cdplayer ’s build tree.

Next, %setup unzipsthesourcesandusestar to createthebuild tree. We’ve re-
movedthecompletelistingof files,butbepreparedtoseelotsof outputif thesoftware
beingpackagedis large.

Finally, %setup changesdirectoryinto cdplayer ’s build treeandchangesowner-
shipandfile permissionsappropriately. Theexit 0 signifiestheendof the%prep
section,andtherefore,theendof the%setup macro.Sinceweusedthe-bp option,
RPM stoppedat this point. Let’s seewhatRPM left in thebuild area:

# cd /usr/src/redhat/BUILD
# ls -l
total 1
drwxr-xr-x 2 root root 1024 Aug 4 22:30 cdplayer-1.0
#

There’s thetop-level directory. Changingdirectoryinto cdplayer-1.0 , we find
thesourcesarereadyto bebuilt:

# cd cdplayer-1.0
# ls -lF
total 216
-rw-r--r-- 1 root root 17982 Nov 10 1995 COPYING
-rw-r--r-- 1 root root 627 Nov 10 1995 ChangeLog
…
-rw-r--r-- 1 root root 2806 Nov 10 1995 volume.c
-rw-r--r-- 1 root root 1515 Nov 10 1995 volume.h
#

We canseethat%setup ’s chown andchmod commandsdid whatthey weresup-
posedto — thefiles areownedby root,with permissionssetappropriately.
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If not stoppedby the-bp option,thenext stepin RPM’s build processwould beto
build thesoftware.RPMcanalsobestoppedat theendof the%build sectionin the
specfile. This is doneby usingthe -bc option:

12.1.2 rpm -bc — Execute %prep , %build
Whenthe-bc optionis usedduringabuild, RPM stopsoncethesoftwarehasbeen
built. In termsof thespecfile, every commandin the%build sectionwill beexe-
cuted.In thefollowing example,we’veremovedtheoutputfrom the%prep section
to cutdown ontheredundantoutput,but keepin mindthatit is executednonetheless:

# rpm -bc cdplayer-1.0.spec
* Package: cdplayer
Executing: %prep
…
+ exit 0
Executing: %build
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ make
gcc -Wall -O2 -c -I/usr/include/ncurses cdp.c
gcc -Wall -O2 -c -I/usr/include/ncurses color.c
gcc -Wall -O2 -c -I/usr/include/ncurses display.c
gcc -Wall -O2 -c -I/usr/include/ncurses misc.c
gcc -Wall -O2 -c -I/usr/include/ncurses volume.c
volume.c: In function ‘mix_set_volume’:
volume.c:67: warning: implicit declaration of function ‘ioctl’
gcc -Wall -O2 -c -I/usr/include/ncurses hardware.c
gcc -Wall -O2 -c -I/usr/include/ncurses database.c
gcc -Wall -O2 -c -I/usr/include/ncurses getline.c
gcc -o cdp cdp.o color.o display.o misc.o volume.o hardware.o database.o
getline.o -I/usr/include/ncurses -L/usr/lib -lncurses
groff -Tascii -man cdp.1 | compress >cdp.1.Z
+ exit 0
#

After the command,we seeRPM executingthe %prep section(which we’ve re-
moved almostentirely). Next, RPM startsexecutingthe contentsof the %build
section.In our examplespecfile, the%build sectionlookslike this:

%build
make
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Weseethatprior to themake command,RPMchangesdirectoryinto cdplayer ’s
top-level directory. RPM thenstartsthe make, which endswith the groff com-
mand.At thispoint,theexecutionof the%build sectionhasbeencompleted.Since
the -bc optionwasused,RPM stopsat this point.

Thenext stepin thebuild processwouldbeto install thenewly built software.Thisis
donein the%install sectionof thespecfile. RPMcanbestoppedaftertheinstall
hastakenplaceby usingthe -bi option:

12.1.3 rpm -bi — Execute %prep , %build , %install
By usingthe -bi option,RPM is directedto stoponcethesoftwareis completely
built andinstalledon thebuild system.Here’swhat theoutputof a build usingthe
-bi option looks like:

# rpm -bi cdplayer-1.0.spec
* Package: cdplayer
Executing: %prep
…
+ exit 0
Executing: %build
…
+ exit 0
Executing: %install
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ make install
chmod 755 cdp
chmod 644 cdp.1.Z
cp cdp /usr/local/bin
ln -s /usr/local/bin/cdp /usr/local/bin/cdplay
cp cdp.1 /usr/local/man/man1
+ exit 0
+ umask 022
+ echo Executing: special doc
Executing: special doc
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ DOCDIR=//usr/doc/cdplayer-1.0-1
+ rm -rf //usr/doc/cdplayer-1.0-1
+ mkdir -p //usr/doc/cdplayer-1.0-1
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+ cp -ar README//usr/doc/cdplayer-1.0-1
+ exit 0
#

As before,we’veexcisedmostof thepreviouslydescribedsections.In thisexample,
the%install sectionlooks like:

%install
make install

After the%prep and%build sections,the%install sectionis executed.Look-
ing at the output,we seethat RPM changesdirectory into cdplayer ’s top-level
directoryandissuesthemake install command,thesolecommandin the%in-
stall section. The outputfrom that point until the first exit 0, is from make
install .

The remainingcommandsare due to the contentsof the specfile’s %files list.
Here’swhat it looks like:

%files
%doc README
/usr/local/bin/cdp
/usr/local/bin/cdplay
/usr/local/man/man1/cdp.1

Thelineresponsibleis%doc README. The%doctagidentifiesthefile asbeingdoc-
umentation.RPMhandlesdocumentationfilesby creatingadirectoryin /usr/doc
andplacingall documentationin it. Theexit 0 at theendsignifiestheendof the
%install section.RPM stopsdueto the -bi option.

The next stepat which RPM’s build processcanbe stoppedis after the software’s
binarypackagefile hasbeencreated.This is doneusingthe-bb option:

12.1.4 rpm -bb — Execute %prep , %build , %install ,
package (bin)

# rpm -bb cdplayer-1.0.spec
* Package: cdplayer
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Executing: %prep
…
+ exit 0
Executing: %build
…
+ exit 0
Executing: %install
…
+ exit 0
Executing: special doc
…
+ exit 0
Binary Packaging: cdplayer-1.0-1
Finding dependencies...
Requires (2): libc.so.5 libncurses.so.2.0
usr/doc/cdplayer-1.0-1
usr/doc/cdplayer-1.0-1/README
usr/local/bin/cdp
usr/local/bin/cdplay
usr/local/man/man1/cdp.1
93 blocks
Generating signature: 0
Wrote: /usr/src/redhat/RPMS/i386/cdplayer-1.0-1.i386.rpm
+ umask 022
+ echo Executing: %clean
Executing: %clean
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ exit 0
#

After executingthe %prep , %build , and%install sections,andhandlingany
specialdocumentationfiles, RPM thencreatesa binary packagefile. In the sam-
ple output,we seethatfirst RPM performsautomaticdependency checking.It does
this by determiningwhich sharedlibrariesarerequiredby theexecutableprograms
containedin thepackage.Next, RPM actuallyarchivesthefiles to bepackaged,op-
tionally signsthepackagefile, andoutputsthefinishedproduct.

Thelastpartof RPM’soutputlookssuspiciouslylikeasectionin thespecfile being
executed.In ourexample,thereis no%clean section.If therewere,however, RPM
would have executedany commandsin the section. In the absenceof a %clean
section,RPM simply issuestheusualcd commandsandexits normally.
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12.1.5 rpm -ba — Execute %prep , %build , %install ,
package (bin, src)
The -ba optiondirectsRPM to performall thestagesin building a package.With
this onecommand,RPM:

• Unpackstheoriginal sources.

• Appliespatches(if desired).

• Builds thesoftware.

• Installsthesoftware.

• Createsthebinarypackagefile.

• Createsthesourcepackagefile.

That’squitea bit of work for onecommand!Hereit is, in action:
# rpm -ba cdplayer-1.0.spec
* Package: cdplayer
Executing: %prep
…
+ exit 0
Executing: %build
…
+ exit 0
Executing: %install
…
+ exit 0
Executing: special doc
…
+ exit 0
Binary Packaging: cdplayer-1.0-1
…
Executing: %clean
…
+ exit 0
Source Packaging: cdplayer-1.0-1
cdplayer-1.0.spec
cdplayer-1.0.tgz
80 blocks
Generating signature: 0
Wrote: /usr/src/redhat/SRPMS/cdplayer-1.0-1.src.rpm
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#

As in previousexamples,RPMexecutesthe%prep , %build , and%install sec-
tions, handlesany specialdocumentationfiles, createsa binary packagefile, and
cleansup after itself.

The final stepin thebuild processis to createa sourcepackagefile. As theoutput
shows, it consistsof the specfile andthe original sources.A sourcepackagemay
optionally include one or more patchfiles, althoughin our example,cdplayer
requiresnone.

At theendof a build usingthe -ba option,thesoftwarehasbeensuccessfullybuilt
andpackagedin bothbinaryandsourceform. But therearea few morebuild-time
optionsthatwe canuse.Oneof themis the -bl option:

12.1.6 rpm -bl — Check %files list
There’sone last letter that may be specified with rpm -b , but unlike the others,
which indicatethe stageat which thebuild processis to stop,this optionperforms
a varietyof checkson the%files list in thenamedspecfile. Whenl is addedto
rpm -b , thefollowing checksareperformed:

• Expandsthe specfile’s %files list andchecksthat eachfile listed actually
exists.

• Determineswhatsharedlibrariesthesoftwarerequiresby examiningeveryexe-
cutablefile listed.

• Determineswhatsharedlibrariesareprovidedby thepackage.

Why is it necessaryto doall thischecking?Whenwould it beuseful?Keepin mind
that the %files list mustbe generatedmanually. By using the -bl option, the
following stepsareall that’snecessaryto createa %files list:

• Writing the%files list.

• Usingthe -bl optionto checkthe%files list.

• Making any necessarychangesto the%files list.
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It maytake morethanoneiterationthroughthesesteps,but eventuallythelist check
will pass. Using the -bl option to checkthe %files list is certainlybetterthan
startingatwo-hourpackagebuild, only to find outattheveryendthatthelist contains
a misspelledfilename.

Here’s anexampleof the -bl optionin action:

# rpm -bl cdplayer-1.0.spec
* Package: cdplayer
File List Check: cdplayer-1.0-1
Finding dependencies...
Requires (2): libc.so.5 libncurses.so.2.0
#

It’s hardto seeexactly whatRPM is doing from theoutput,but if we add-vv , we
cangeta bit moreinformation:

# rpm -bl -vv cdplayer-1.0.spec
D: Switched to BASE package
D: Source(0) = sunsite.unc.edu:/pub/Linux/apps/sound/cds/cdplayer-1.0.tgz
D: Switching to part: 12
D: fileFile =
D: Switched to package: (null)
D: Switching to part: 2
D: fileFile =
D: Switching to part: 3
D: fileFile =
D: Switching to part: 4
D: fileFile =
D: Switching to part: 10
D: fileFile =
D: Switched to package: (null)
* Package: cdplayer
File List Check: cdplayer-1.0-1
D: ADDING: /usr/doc/cdplayer-1.0-1
D: ADDING: /usr/doc/cdplayer-1.0-1/README
D: ADDING: /usr/local/bin/cdp
D: ADDING: /usr/local/bin/cdplay
D: ADDING: /usr/local/man/man1/cdp.1
D: md5(/usr/doc/cdplayer-1.0-1/README) = 2c149b2fb1a4d65418131a19b242601c
D: md5(/usr/local/bin/cdp) = 0f2a7a2f81812c75fd01c52f456798d6
D: md5(/usr/local/bin/cdplay) = d41d8cd98f00b204e9800998ecf8427e
D: md5(/usr/local/man/man1/cdp.1) = b32cc867ae50e2bdfa4d6780b084adfa
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Finding dependencies...
D: Adding require: libncurses.so.2.0
D: Adding require: libc.so.5
Requires (2): libc.so.5 libncurses.so.2.0
#

Looking at this moreverboseoutput,it’s easyto seethere’sa greatdealgoingon.
Someof it is not directly pertinentto checkingthe%files list, however. For ex-
ample,the outputextendingfrom the first line, to the line reading* Package:
cdplayer , reflectsprocessingthattakesplaceduringactualpackagebuilding, and
canbe ignored.

Following that sectionis the actual%files list check. In this section,every file
namedin the%files list is checkedto make sureit exists. Thephrase,ADDING:,
againreflectsRPM’s packagebuilding roots.Whenusingthe-bl option,however,
RPMis simplymakingsurethefilesexistonthebuild system.If the--timecheck
option(describedabit later, onSection12.1.14,--timecheck <secs>—Print a
warningif filesto bepackagedareover<secs> old ) is present,thechecksrequired
by thatoptionareperformedhere,aswell.

After the list check,theMD5 checksumsof eachfile arecalculatedanddisplayed.
While this informationis vital during actualpackagebuilding, it is not usedwhen
usingthe -bl option.

Finally, RPM determineswhich sharedlibrariesthelistedfiles require.In this case,
thereareonly two — libc.so.5 , andlibncurses.so.2.0 . While notstrictly
a part of the list-checkingprocess,displayingsharedlibrary dependenciescanbe
quitehelpful at this point. It canpoint out possibleproblems,suchasassumingthat
thetargetsystemshavea certainlibrary installedwhen,in fact,they do not.

So far, we’ve only seenwhat happenswhenthe %files list is correct. Let’s see
whathappenswherethelist hasproblems.In thisexample,we’veaddedabogusfile
to thepackage’s %files list:

# rpm -bl cdplayer-1.0.spec
* Package: cdplayer
File List Check: cdplayer-1.0-1
File not found: /usr/local/bin/bogus
Build failed.
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#

Reflectingmoreof its packagebuilding roots,rpm -bl saysthatthe"build failed".
But thebottomline is thatthereis nosuchfile as/usr/bin/bogus . In thisexam-
ple we madethenameobviously wrong,but in a morereal-world setting,thename
will morelikely beamisspellingin the%files list. OK, let’s correctthe%files
list andtry again:

# rpm -bl cdplayer-1.0.spec
* Package: cdplayer
File List Check: cdplayer-1.0-1
File not found: /usr/local/bin/cdplay
Build failed.
#

Another error! In this casethe file is spelledcorrectly, but it is not on the build
system,eventhoughit shouldbe. Perhapsit wasdeletedaccidentally. In any case,
let’s rebuild thesoftwareandtry again:

# rpm -bi cdplayer-1.0.spec
* Package: cdplayer
Executing: %prep
…
+ exit 0
Executing: %build
…
+ exit 0
Executing: %install
…
ln -s /usr/local/bin/cdp /usr/local/bin/cdplay
…
+ exit 0
Executing: special doc
…
+ exit 0
#
# rpm -bl cdplayer-1.0.spec
* Package: cdplayer
File List Check: cdplayer-1.0-1
Finding dependencies...
Requires (2): libc.so.5 libncurses.so.2.0
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#

Done! Themoralto this storyis thatusingrpm -bl andfixing theerrorit flagged
doesn’tnecessarilymeanyour %files list is readyfor prime-time: Alwaysrun it
againto make sure!

12.1.7 --short-circuit — Force build to star t at par ticular
stage
Althoughit soundsdangerous,the--short-circuit optioncanbeyour friend.
Thisoptionisusedduringtheinitial developmentof apackage.Earlierin thechapter,
we exploredstoppingRPM’s build processat differentstages.Using --short-
circuit , we canstart thebuild processat differentstages.

Onetime that --short-circuit comesin handyis whenyou’re trying to get
softwareto build properly. Justthink what it would belike — you’re hackingaway
atthesources,trying abuild, gettinganerror, andhackingsomemoreto fix thaterror.
Without --short-circuit , you’d have to:

1. Make your changeto thesources.

2. Usetar to createa new sourcearchive.

3. Starta build with somethinglike rpm -bc .

4. Seeanotherbug.

5. Go backto step1.

Prettycumbersome!SinceRPM’sbuild processis designedto startwith thesources
in their original tar file, unlessyour modificationsendup in that tar file, they
won’t beusedin thenext build. 1

But there’sanotherway. Justfollow thesesteps:

1. Placetheoriginal sourcetar file in RPM’s SOURCESdirectory.

1 As wementionedin Chapter10,TheBasicsof DevelopingWith RPM, if theoriginalsourcesneedto bemod-
if ied,themodificationsshouldbekeptasaseparatesetof patches.However, duringdevelopment,it makesmore
senseto not generatepatchesevery time a changeto theoriginal sourceis made.
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2. Createa partialspecfile in RPM’sSPECSdirectory(Be sureto includeavalid
Source line).

3. Issueanrpm -bp to properlycreatethebuild environment.

Now use--short-circuit to attempta compile.Here’sanexample:

# rpm -bc --short-circuit cdplayer-1.0.spec
* Package: cdplayer
+ umask 022
+ echo Executing: %build
Executing: %build
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ make
gcc -Wall -O2 -c -I/usr/include/ncurses cdp.c
gcc -Wall -O2 -c -I/usr/include/ncurses color.c
gcc -Wall -O2 -c -I/usr/include/ncurses display.c
gcc -Wall -O2 -c -I/usr/include/ncurses misc.c
gcc -Wall -O2 -c -I/usr/include/ncurses volume.c
volume.c: In function ‘mix_set_volume ’:
volume.c:67: warning: implicit declaration of function ‘ioctl’
gcc -Wall -O2 -c -I/usr/include/ncurses hardware.c
gcc -Wall -O2 -c -I/usr/include/ncurses database.c
gcc -Wall -O2 -c -I/usr/include/ncurses getline.c
gcc -o cdp cdp.o color.o display.o misc.o volume.o

hardware.o database.o getline.o -I/usr/include/ncurses
-L/usr/lib -lncurses

groff -Tascii -man cdp.1 | compress >cdp.1.Z
+ exit 0
#

Normally, the -bc option instructsRPM to stop the build after the %build sec-
tion of thespecfile hasbeenexecuted.By adding--short-circuit , however,
RPMstartsthebuild by executingthe%build sectionandstopswheneverythingin
%build hasbeenexecuted.

Thereis only oneotherbuild stagethatcanbe--short-circuit ’ed, andthatis
theinstallstage.Thereasonfor thisrestrictionis to makeit difficult to bypassRPM’s
useof pristinesources.If it werepossibleto --short-circuit to -bb or -ba , a
packagebuildermight take the"easy"wayoutandsimplyhackat thebuild treeuntil



Section 12.1:r pm- b — What Does it Do? 207

thesoftwarebuilt successfully, thenpackagethehackedsources.So,RPMwill only
--short-circuit to -bc or -bi . Nothingelsewill do.

Whatexactly doesan rpm -bi --short-circuit do, anyway? Like an rpm
-bc --short-circuit , it startsexecutingatthenamedstage,whichin thiscase
is %install . Notethatthebuild environmentmustbereadyto performaninstall
beforeattemptingto --short-circuit to the%install stage.If thesoftware
installsviamake install , makewill automaticallycompilethesoftwareanyway.

And whathappensif thebuild environmentisn’t readyanda --short-circuit
is attempted?Let’s see:

# rpm -bi --short-circuit cdplayer-1.0.spec
* Package: cdplayer
+ umask 022
+ echo Executing: %install
Executing: %install
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
/var/tmp/rpmbu01157aaa: cdplayer-1.0: No such file or directory
Bad exit status
#

RPMblindly startedexecutingthe%install stage,butcameto anabrupthaltwhen
it attemptedto changedirectory into cdplayer-1.0 , which didn’t exist. After
givingadescriptiveerrormessage,RPMexitedwith afailurestatus.Exceptfor some
minor differences,rpm -bc would have failedin thesameway.

12.1.8 --buildarch <arch> — Perform Build For the
<arch> Architecture
The --buildarch option is usedto overrideRPM’s architecturedetectionlogic.
Theoptionis followedby thedesiredarchitecturename.Here’sanexample:

# rpm -ba --buildarch i486 cdplayer-1.0.spec
* Package: cdplayer
…
Binary Packaging: cdplayer-1.0-1
…
Wrote: /usr/src/redhat/RPMS/i486/cdplayer-1.0-1.i486.rpm
…
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Wrote: /usr/src/redhat/SRPMS/cdplayer-1.0-1.src.rpm
#

We’ve removed most of RPM’s output from this example,but the main thing we
canseefrom this exampleis that the packagewasbuilt for the i486 architecture,
dueto the inclusionof the --buildarch option on the commandline. We can
alsoseethat RPM wrote the binary packagein the architecture-specific directory,
/usr/src/redhat/RPMS/i486 . UsingRPM’s--queryformat optioncon-
firms thepackage’sarchitecture:

# rpm -qp --queryformat ’%{arch}\n ’
/usr/src/redhat/RPMS/i486/cdplayer-1.0-1.i486.rpm
i486
#

Formoreinformationonbuild packagesfor multiplearchitectures,pleaseseeChapter
19,Building Packagesfor Multiple ArchitecturesandOperatingSystems.

12.1.9 --buildos <os> — Perform Build For the <os>
Operating System
The--buildos optionis usedto overrideRPM’s operatingsystemdetectionlogic.
Theoptionis followedby thedesiredoperatingsystemname.Here’sanexample:

# rpm -ba --buildos osf1 cdplayer-1.0.spec
…
Binary Packaging: cdplayer-1.0-1
…
Wrote: /usr/src/redhat/RPMS/i386/cdplayer-1.0-1.i386.rpm
Source Packaging: cdplayer-1.0-1
…
Wrote: /usr/src/redhat/SRPMS/cdplayer-1.0-1.src.rpm
#

There’snothingin thebuild outputthatexplicitly statesthebuild operatingsystem
asbeensetto osf1 . Let’s seeif --queryformat will tell us:

# rpm -qp --queryformat ’%{os}\n’
/usr/src/redhat/RPMS/i386/cdplayer-1.0-1.i386.rpm
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osf1
#

The packagewasindeedbuilt for the specified operatingsystem. For more infor-
mationon building packagesfor multiple operatingsystems,pleaseseeChapter19,
Building Packagesfor Multiple ArchitecturesandOperating Systems.

12.1.10 --sign — Add a Digital Signature to the Package
The--sign optiondirectsRPMto addadigital signatureto thepackagebeingbuilt.
Currently, this is doneusingPGP. Here’sanexampleof --sign in action:

# rpm -ba --sign cdplayer-1.0.spec
Enter pass phrase: passphrase (not echoed)
Pass phrase is good.
* Package: cdplayer
…
Binary Packaging: cdplayer-1.0-1
…
Generating signature: 1002
Wrote: /usr/src/redhat/RPMS/i386/cdplayer-1.0-1.i386.rpm
…
Source Packaging: cdplayer-1.0-1
…
Generating signature: 1002
Wrote: /usr/src/redhat/SRPMS/cdplayer-1.0-1.src.rpm
#

The mostobvious effect of addingthe --sign option to a build commandis that
RPM then asksfor your private key’s passphrase.After enteringthe passphrase
(which isn’t echoed),thebuild proceedsasusual.Theonly otherdifferencebetween
this anda non-signedbuild is that the Generating signature: lines have a
non-zerovalue.

Let’s checkthesourceandbinarypackageswe’ve just createdandseeif they are,in
fact,signed:

# rpm --checksig /usr/src/redhat/SRPMS/cdplayer-1.0-1.src.rpm
/usr/src/redhat/SRPMS/cdplayer-1.0-1.src.rpm: size pgp md5 OK
# rpm --checksig /usr/src/redhat/RPMS/i386/cdplayer-1.0-1.i386.rpm
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/usr/src/redhat/RPMS/i386/cdplayer-1.0-1.i386.rpm: size pgp md5 OK
#

The fact that thereis a pgp in --checksig ’s outputindicatesthat the packages
have beensigned.

For moreinformationonsigningpackages,pleaseseeChapter17,AddingPGPSig-
naturesto a Package. Also, AppendixG, An Introductionto PGPcontainsinforma-
tion on obtainingandinstallingPGP.

12.1.11 --test — Create , Save Build Scripts For Review
Therearetimeswhenit mightbenecessaryto getamorein-depthview of aparticular
build. By usingthe --test option, it’s easy. When--test is addedto a build
command,the scriptsRPM would normally useto actuallyperformthe build, are
createdandsavedfor you to review. Let’s seehow it works:

# rpm -ba --test cdplayer-1.0.spec
* Package: cdplayer
#

Unlike anormalbuild, there’s not muchoutput.But the--test optionhascaused
asetof scriptsto bewritten andsavedfor you. Thequestionis: Wherearethey?

If youareusingacustomizedrpmrc file, thescriptswill bewritten to thedirectory
specified by therpmrc entry tmppath . If you haven’t changedthis setting,RPM,
by default,writesthescriptsin /var/tmp . Herethey are:

# ls -l /var/tmp
total 4
-rw-rw-r-- 1 root root 670 Sep 17 20:35 rpmbu00236aaa
-rw-rw-r-- 1 root root 449 Sep 17 20:35 rpmbu00236baa
-rw-rw-r-- 1 root root 482 Sep 17 20:35 rpmbu00236caa
-rw-rw-r-- 1 root root 552 Sep 17 20:35 rpmbu00236daa
#

Eachfile containsascriptthatperformsagivenpartof thebuild. Here’sthefirst file:
#!/bin/sh -e
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# Script generated by rpm

RPM_SOURCE_DIR="/usr/src/redhat/SOURCES"
RPM_BUILD_DIR="/usr/src/redhat/BUILD"
RPM_DOC_DIR="/usr/doc"
RPM_OPT_FLAGS="-O2-m486 -fno-strength-reduce"
RPM_ARCH="i386"
RPM_OS="Linux"
RPM_ROOT_DIR="/tmp/cdplayer"
RPM_BUILD_ROOT="/tmp/cdplayer"
RPM_PACKAGE_NAME="cdplayer"
RPM_PACKAGE_VERSION="1.0"
RPM_PACKAGE_RELEASE="1"
set -x

umask 022

echo Executing: %prep
cd /usr/src/redhat/BUILD

cd /usr/src/redhat/BUILD
rm -rf cdplayer-1.0
gzip -dc /usr/src/redhat/SOURCES/cdplayer-1.0.tgz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
cd cdplayer-1.0
cd /usr/src/redhat/BUILD/cdplayer-1.0
chown -R root.root .
chmod -R a+rX,g-w,o-w .

As we cansee,this scriptcontainsthe%prep sectionfrom thespecfile. Thescript
startsoff by defining a numberof environmentvariablesand then leadsinto the
%prep section.In thespecfile usedin this build, the%prep sectionconsistsof a
single%setup macro.In thisfile, wecanseeexactlyhow RPMexpandsthatmacro.
Theremainingfiles follow thesamebasiclayout— a sectiondefining environment
variables,followedby thecommandsto beexecuted.

Note that the --test option will only createscript files for eachbuild stage,as
specified in thecommandline. For example,if theabovecommandwaschangedto:

# rpm -bp --test cdplayer-1.0.spec
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#

only onescript file, containingthe %prep commands,would be written. In any
case,no matterwhatRPM build commandis used,the --test optioncanlet you
seeexactly what is goingto happenduringa build.

12.1.12 --clean — Clean up after build

The--clean optioncanbeusedto ensurethatthepackage’sbuild directorytreeis
removedattheendof abuild. Althoughit canbeusedwith any build stage,it doesn’t
alwaysmake muchsenseto do so:

# rpm -bp --clean cdplayer-1.0.spec
* Package: cdplayer
Executing: %prep
…
+ exit 0
+ echo Executing: sweep
Executing: sweep
+ cd /usr/src/redhat/BUILD
+ rm -rf cdplayer-1.0
+ exit 0
#

In thisexample,weseea typical%prep sectionbeingexecuted.Theline "+ echo
Executing: sweep " indicatesthestartof --clean ’s activity. After changing
directoryinto thebuild directory, RPMthenissuesarecursivedeleteonthepackage’s
top-level directory.

As we notedabove, this particularexampledoesn’tmake muchsense.We’re only
executing the %prep section,which createsthe package’sbuild tree, and using
--clean , which removes it! Using --clean with the -bc option isn’t very
productive either, asthenewly built softwareremainsin thebuild tree. Onceagain,
therewould beno remnantsleft after--clean hasdoneits thing.

Normally, the--clean optionis usedoncethesoftwarebuildsandcanbepackaged
successfully. It is particularlyusefulwhenmorethanonepackageis to bebuilt, since
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--clean ensuresthatthefilesystemholdingthebuild areawill notfill upwith build
treesfrom eachpackage.

Notealsothatthe--clean optiononly removesthefilesthatresidein thesoftware’s
build tree.If thereareany files thatthebuild createsoutsideof thishierarchy, it will
benecessaryto write a script for thespecfile’s %clean section.

12.1.13 --buildroot <path> — Execute %install using
<path> as the root
The--buildroot optioncanmake two difficult situationsmucheasier:

• Performinga build without impactingthebuild system.

• Allowing non-rootusersto build packages.

Let’s studythefirst situationin abit moredetail.Say, for example,thatsendmail is
to bepackaged.In thecourseof creatinga sendmail package,thesoftwaremustbe
installed.Thiswouldmeanthatcritical sendmail files,suchassendmail.cf and
aliases , would beoverwritten. Mail handlingon thebuild systemwould almost
certainlybedisrupted.

In thesecondcase,it’s certainlypossibleto setpermissionssuchthatnon-rootusers
caninstallsoftware,but highly unlikely thatany systemadministratorworththeirsalt
would do so. Whatcanbedoneto make thesesituationsmoretenable?

The --buildroot option is usedto instructRPM to usea directoryotherthan/
asa "build root". This phraseis a bit misleading,in that the build root is not the
root directoryunderwhich the softwareis built. Rather, it is the root directoryfor
theinstall phaseof thebuild. Whena build root is not specified, thesoftwarebeing
packagedis installedrelative to thebuild system’s root directory"/ ".

However, it’s notenoughto just specifyabuild rooton thecommandline. Thespec
file for the packagemustbe setup to supporta build root. If you don’t make the
necessarychanges,this is whatyou’ll see:

# rpm -ba --buildroot /tmp/foo cdplayer-1.0.spec
Package can not do build prefixes
Build failed.
#
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Chapter16,Makinga Package ThatCanBuild Anywhere hascompleteinstructions
on themodificationsnecessaryto configurea packageto useanalternatebuild root,
aswell asmethodsto permitusersto build packageswithout rootaccess.Assuming
thatthenecessarymodificationshave beenmade,hereis what thebuild would look
like:

# rpm -ba --buildroot /tmp/foonly cdplayer-1.0.spec
* Package: cdplayer
Executing: %prep
+ cd /usr/src/redhat/BUILD
…
+ exit 0
Executing: %build
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
…
+ exit 0
+ umask 022
Executing: %install
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ make ROOT=/tmp/foonly install
install -m 755 -o 0 -g 0 -d /tmp/foonly/usr/local/bin/
install -m 755 -o 0 -g 0 cdp /tmp/foonly/usr/local/bin/cdp
rm -f /tmp/foonly/usr/local/bin/cdplay
ln -s /tmp/foonly/usr/local/bin/cdp /tmp/foonly/usr/local/bin/cdplay
install -m 755 -o 0 -g 0 -d /tmp/foonly/usr/local/man/man1/
install -m 755 -o 0 -g 0 cdp.1 /tmp/foonly/usr/local/man/man1/cdp.1
+ exit 0
Executing: special doc
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ DOCDIR=/tmp/foonly//usr/doc/cdplayer-1.0-1
+ rm -rf /tmp/foonly//usr/doc/cdplayer-1.0-1
+ mkdir -p /tmp/foonly//usr/doc/cdplayer-1.0-1
+ cp -ar README/tmp/foonly//usr/doc/cdplayer-1.0-1
+ exit 0
Binary Packaging: cdplayer-1.0-1
Finding dependencies...
Requires (2): libc.so.5 libncurses.so.2.0
usr/doc/cdplayer-1.0-1
usr/doc/cdplayer-1.0-1/README
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usr/local/bin/cdp
usr/local/bin/cdplay
usr/local/man/man1/cdp.1
93 blocks
Generating signature: 0
Wrote: /usr/src/redhat/RPMS/i386/cdplayer-1.0-1.i386.rpm
+ umask 022
+ echo Executing: %clean
Executing: %clean
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ exit 0
Source Packaging: cdplayer-1.0-1
cdplayer-1.0.spec
cdplayer-1.0.tgz
82 blocks
Generating signature: 0
Wrote: /usr/src/redhat/SRPMS/cdplayer-1.0-1.src.rpm
#

As thesomewhateditedoutputshows, the%prep , %build , and%install sec-
tionsareexecutedin RPM’s normalbuild directory. However, the --buildroot
optioncomesinto playwhenthemake install is done.As wecansee,theROOT
variableis setto /tmp/foonly , which wasthe valuefollowing --buildroot
on thecommandline. Fromthatpointon,wecanseethatmake substitutedthenew
build root valueduringthe install phase.

The build root is alsousedwhendocumentationfiles areinstalled. The documen-
tationdirectorycdplayer-1.0-1 is createdin /tmp/foonly/usr/doc , and
theREADMEfile is placedin it.

The only remainingdifferencethat resultsfrom using --buildroot , is that the
filesto beincludedin thebinarypackagearenotlocatedrelativeto thebuild system’s
rootdirectory. Insteadthey arelocatedrelativeto thebuild root/tmp/foonly . The
resultingbinaryandsourcepackagefilesarefunctionallyequivalenttopackagesbuilt
without theuseof --buildroot .
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Using --buildroot Can Bite You!

Although the --buildroot option cansolve someproblems,usinga build root
canactuallybedangerous.How? Considerthefollowing situation:

• A specfile is configuredto haveabuild rootof /tmp/blather , for instance.

• In the%prep section2, thereis an rm -rf $RPM_BUILD_ROOTcommand
to cleanout any old installedsoftware.

• You decideto build thesoftwaresothat it installsrelative to your system’sroot
directory, soyouenterthefollowing command:"rpm -ba --buildroot /
foo.spec ".

Theendresult?Sincespecifying"/ " asthebuild rootsets$RPM_BUILD_ROOT to "/ ",
that innocuouslittle rm -rf $RPM_BUILD_ROOT turnsinto rm -rf / ! A recur-
sive delete,startingat your system’sroot directory, might not be a total disasterif
you catchit quickly, but in eithercase,you’ll betestingyour ability to restorefrom
backup…Er, you do have backups,don’t you?

Themoralof thisstoryis to beverycarefulwhenusing--buildroot . A goodrule
of thumbis to alwaysspecifyauniquebuild root. For example,insteadof specifying
/tmp asa build root (andpossiblylosingyour system’sdirectoryfor holding tem-
poraryfiles),usethepath/tmp/mypackage , wherethedirectorymypackage is
usedonly by thepackageyou’re building.

12.1.14 --timecheck <secs> — Print a warning if files to
be packaged are over <secs> old

While it’s possibleto detectmany errorsin the%files list usingrpm -bl , there
is anothertypeof problemthatcan’t bedetected.Considerthefollowing scenario:

• A packageyou’re building createsthefile /usr/bin/foo .

• Becauseof a problemwith the package’smakefile, foo is never copiedinto
/usr/bin .

2 Or the%clean section,it doesn’t matter— theendresultis thesame.
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• An older, incompatibleversionof foo , createdseveralmonthsago,alreadyexists
in /usr/bin .

• RPM createsthebinarypackagefile.

Is theincompatible/usr/bin/foo includedin thepackage?Youbetit is! If only
therewassomeway for RPM to catchthis typeof problem…

Well, thereis! By adding--timecheck , followedby a number, RPM will check
eachfile beingpackaged,to seeif thefile is morethanthespecified numberof sec-
ondsold. If it is, awarningmessageis displayed.The--timecheck optionworks
with eitherthe-ba or -bl options.Here’sanexampleusing-bl :

# rpm -bl --timecheck 3600 cdplayer-1.0.spec
* Package: cdplayer
File List Check: cdplayer-1.0-1
warning: TIMECHECKfailure: /usr/doc/cdplayer-1.0-1/README
Finding dependencies...
Requires (2): libc.so.5 libncurses.so.2.0
#

In this example,the file /usr/doc/cdplayer-1.0-1/README is morethan
3,600seconds,or onehour, old. If we take a look at thefile, we find thatit is: 3

# ls -al /usr/doc/cdplayer-1.0-1/README
-rw-r--r-- 1 root root 1085 Nov 10 1995 README
#

In thisparticularcase,thewarningfrom --timecheck is nocausefor alarm.Since
the READMEfile was simply copiedfrom the original source,which was created
November10th, 1995,its dateis unchanged.If the file hadbeenan executableor
a library that wassupposedlybuilt recently, --timecheck ’s warningshouldbe
takenmoreseriously.

If you’d like to seta default time checkvalueof onehour, you canincludethe fol-
lowing line in your rpmrc file:

timecheck: 3600

3 It shouldbenotedthatthepackagewasbuilt substantiallylaterthanNovemberof 1995!
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This valuecanstill be overriddenby a valueon the commandline, if desired.For
moreinformationon theuseof rpmrc files,seeAppendixB, Therpmrc File.

12.1.15 -vv — Displa y debugging inf ormation
Unlike mostotherRPM commands,thereis no -v optionfor rpm -b . That’sbe-
causethecommand’sdefault is to beverbose.However, evenmoreinformationcan
beobtainedby adding-vv . Here’sanexample:

# rpm -bp -vv cdplayer-1.0.spec
D: Switched to BASE package
D: Source(0) = sunsite.unc.edu:/pub/Linux/apps/sound/cds/cdplayer-1.0.tgz
D: Switching to part: 12
D: fileFile =
D: Switched to package: (null)
D: Switching to part: 2
D: fileFile =
D: Switching to part: 3
D: fileFile =
D: Switching to part: 4
D: fileFile =
D: Switching to part: 10
D: fileFile =
D: Switched to package: (null)
* Package: cdplayer
D: RUNNING: %prep
+ umask 022
+ echo Executing: %prep
Executing: %prep
+ cd /usr/src/redhat/BUILD
+ cd /usr/src/redhat/BUILD
+ rm -rf cdplayer-1.0
+ gzip -dc /usr/src/redhat/SOURCES/cdplayer-1.0.tgz
+ tar -xvvf -
drwxrwxr-x root/users 0 Aug 4 22:30 1996 cdplayer-1.0/
-rw-r--r-- root/users 17982 Nov 10 01:10 1995 cdplayer-1.0/COPYING
…
-rw-r--r-- root/users 1515 Nov 10 01:10 1995 cdplayer-1.0/volume.h
+ [ 0 -ne 0 ]
+ cd cdplayer-1.0
+ cd /usr/src/redhat/BUILD/cdplayer-1.0
+ chown -R root.root .
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+ chmod -R a+rX,g-w,o-w .
+ exit 0
#

Most of theoutputgeneratedby the -vv optionis precededby a D: . In this exam-
ple,theadditionaloutputrepresentsRPM’s internalprocessingduringthestartof the
build process.Usingthe-vv optionwith otherbuild commandswill producediffer-
entoutput.

12.1.16 --quiet — Produce as Little Output as Possib le

As we mentionedabove, the build commandis normally verbose.The --quiet
optioncanbeusedto cut down on thecommand’soutput:

# rpm -ba --quiet cdplayer-1.0.spec
* Package: cdplayer
volume.c: In function ‘mix_set_volume’:
volume.c:67: warning: implicit declaration of function ‘ioctl’
90 blocks
82 blocks
#

This is the entireoutput from a packagebuild of cdplayer . Note that warning
messages(actually, anything sentto stdout)arestill printed.

12.1.17 --rcfile <rcfile> — Set alternate rpmrc file
to <rcfile>

The--rcfile optionis usedto specifya file containingdefault settingsfor RPM.
Normally, this optionis notneeded.By default,RPMuses/etc/rpmrc anda file
named.rpmrc locatedin your login directory.

Thisoptionwouldbeusedif therewasaneedto switchbetweenseveralsetsof RPM
defaults.Softwaredevelopersandpackagebuilderswill normallybetheonly people
usingthe --rcfile option. For moreinformationon rpmrc files, seeAppendix
B, Therpmrc File.
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12.2 Other Build-related Commands
Therearetwo othercommandsthatalsoperformbuild-relatedfunctions.However,
they donotusetherpm -b commandsyntaxthatwe’vebeenstudyingsofar. Instead
of specifyingthenameof thespecfile, aswith rpm -b , it’s necessaryto specifythe
nameof thesourcepackagefile.

Why thedifferencein syntax?Thereasonhasto do with thediffering functionsof
thesecommands.Unlike rpm -b , wherethe nameof thegameis to get software
packagedinto binaryandsourcepackagefiles, thesecommandsuseanalready-ex-
isting sourcepackagefile asinput. Let’s take a look at them:

12.2.1 rpm --recompile — What Does it Do?
The--recompile optiondirectsRPM to performthefollowing steps:

• Install thespecified sourcepackagefile.

• Unpacktheoriginal sources.

• Build thesoftware.

• Install thesoftware.

• Remove thesoftware’sbuild directorystructure.

While you might think this soundsa greatdeallike aninstall of thesourcepackage
file, followedby anrpm -bi , this is not entirelythecase.Using--recompile ,
theonly file requiredis thesourcepackagefile. After thesoftwareis built andin-
stalled,the only thing left, other than the newly installedsoftware, is the original
sourcepackagefile.

The --recompile option is normally usedwhena previously installedpackage
needsto berecompiled.--recompile comesin handywhensoftwareneedsto be
compiledagainsta new versionof thekernel.

Here’s whatRPM displaysduringa --recompile :
# rpm --recompile cdplayer-1.0-1.src.rpm
Installing cdplayer-1.0-1.src.rpm
* Package: cdplayer
Executing: %prep
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…
+ exit 0
Executing: %build
…
+ exit 0
Executing: %install
…
+ exit 0
Executing: special doc
…
+ exit 0
Executing: sweep
…
+ exit 0
#

Thevery first line shows RPMinstallingthesourcepackage.After thatareordinary
executionsof the%prep , %build , and%install sectionsof thespecfile. Finally,
the cleanupof the software’sbuild directory takesplace,just as if the --clean
optionhadbeenspecified.

Sincerpm -i or rpm -U arenotbeingusedto install thesoftware,theRPMdata-
baseis not updatedduringa --recompile . This meansthatdoinga --recom-
pile on analready-installedpackagemayresultin problemsdown theroad,when
RPM is usedto upgradeor verify thepackage.

12.2.2 rpm --rebuild — What Does it Do?

Packagebuilders,particularlythosethat createpackagesfor multiple architectures,
often needto build their packagesstartingfrom the original sources.The --re-
build optiondoesthis,startingfrom asourcepackagefile. Hereis thelist of steps
it performs:

• Install thespecified sourcepackagefile.

• Unpacktheoriginal sources.

• Build thesoftware.

• Install thesoftware.
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• Createa binarypackagefile.

• Remove thesoftware’sbuild directorytree.

Like the --recompile option, --rebuild cleansup after itself. Theonly dif-
ferencebetweenthetwo commandsis thefactthat--rebuild alsocreatesabinary
packagefile. Theonly remnantsof a --rebuild aretheoriginal sourcepackage,
thenewly installedsoftware,anda new binarypackagefile.

Packagebuildersfind thiscommandespeciallyhandy, asit allowsthemto createnew
binarypackagesusingonecommand,with noadditionalcleanupsrequired.Thereare
severaltimeswhen--rebuild is normallyused:

• Whenthebuild environment(eg. compilers,libraries,etc.) haschanged.

• Whenbinarypackagesfor a differentarchitectureareto bebuilt.

Here’sanexampleof the --rebuild optionin action:
# rpm --rebuild cdplayer-1.0-1.src.rpm
Installing cdplayer-1.0-1.src.rpm
* Package: cdplayer
Executing: %prep
…
+ exit 0
Executing: %build
…
+ exit 0
Executing: %install
…
+ exit 0
Executing: special doc
…
+ exit 0
Binary Packaging: cdplayer-1.0-1
…
Executing: %clean
…
+ exit 0
Executing: sweep
…
+ exit 0
#
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Thevery first line showsRPMinstallingthesourcepackage.Thelinesafterthatare
ordinaryexecutionsof the %prep , %build , and%install sectionsof the spec
file. Next, a binarypackagefile is created.Finally, thespecfile’s %clean section
(if oneexists)is executed.Thecleanupof thesoftware’s build directorytakesplace,
just asif the --clean optionhadbeenspecified.

Thatcompletesouroverview of thecommandsusedto build packageswith RPM.In
thenext chapter, we’ll look at thevariousmacrosthatareavailableandhow they can
make life easierfor thepackagebuilder.
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13 Inside the Spec File
In this chapter, we’re going to cover the specfile in detail. Therearea numberof
differenttypesof entriesthatcompriseaspecfile, andeveryonewill bedocumented
here.Thedifferenttypesof entriesare:

• Comments— Human-readablenotesignoredby RPM.

• Tags— Define data.

• Scripts— Containcommandsto beexecutedat specific times.

• Macros— A methodof executingmultiple commandseasily.

• The%files list — A list of files to beincludedin thepackage.

• Directives— Usedin the%files list to directRPMto handlecertainfiles in a
specific way.

• Conditionals— Permitoperatingsystem-or architecture-specific preprocessing
of thespecfile.

Let’s startby looking at comments.

13.1 Comments: Notes Ignored by RPM
Commentsarea way to make RPM ignorea line in thespecfile. Thecontentsof a
commentline areentirelyup to thepersonwriting thespecfile.

Tocreateacomment,enteranoctothorp(#) atthestartof theline. Any text following
thecommentcharacterwill beignoredby RPM.Here’sanexamplecomment:

# This is the spec file for playmidi 2.3...

Commentscanbeplacedin any sectionof thespecfile.

13.2 Tags: Data Definitions
Looking at a specfile, thefirst thing you’ll seearea numberof lines,all following
thesamebasicformat:
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<something>: <something-else>

The<something>is knownasa"tag",becauseit isusedbyRPMtonameor tagsome
data.Thetagis separatedfrom its associateddataby acolon.Thedatais represented
by the<something-else>above. Tagsaregroupedtogetherat thetopof thespecfile,
in a sectionknown asthepreamble.Here’sanexampleof a tagandits data:

Vendor: White Socks Software, Inc.

In this example,the tag is "Vendor ". Tagsarenot case-sensitive — they may be
all uppercase,all lowercase,or anything in-between. The Vendor tag is usedto
define thenameof theorganizationproducingthepackage.Thedatain this exam-
ple is "White Socks Software, Inc. ". Therefore,RPM will storeWhite
Socks Software, Inc. asthevendorof thepackage.

Note,also,thatspacingbetweenthetag,thecolon,andthedataisunimportant.Given
this, andthecase-insensitivity of the tag,eachof the following linesareequivalent
to theoneabove:

VeNdOr : White Socks Software, Inc.
vendor:White Socks Software, Inc.
VENDOR : White Socks Software, Inc.

Thebottomline is thatyoucanmake taglinesasneator asugly asyou like— RPM
won’t mind eitherway. Note,however, the tag’sdatamayneedto be formattedin
a particularfashion. If thereareany suchrestrictions,we’ll mentionthem. Below,
we’ve groupedtagsof similar functionstogetherfor easierreference,startingwith
thetagsthatareusedto createthepackagename.

13.2.1 Package Naming Tags
Thefollowing tagsareusedby RPMto producethepackage’sfinal name.Sincethe
nameis alwaysin the format:

<name>- <version>- <release>
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it’s only naturalthatthethreetagsareknown asname, version , andrelease .

The name Tag
Thename tagis usedto define thenameof thesoftwarebeingpackaged.In most(if
not all) cases,thenameusedfor a packageshouldbe identicalin spellingandcase
to thesoftwarebeingpackaged.Thenamecannotcontainany whitespace:If it does,
RPM will only usethefirst partof thename(up to thefirst space).Therefore,if the
nameof thesoftwarebeingpackagedis cdplayer, thename tagshouldbesomething
like:

Name: cdplayer

The version Tag
Theversion tagdefinestheversionof thesoftwarebeingpackaged.Theversion
specified shouldbeascloseaspossibleto theformatof theoriginal software’s ver-
sion. In mostcases,thereshouldbe no problemspecifyingthe versionjust asthe
software’soriginal developerdid. However, thereis a restriction. Therecanbeno
dashesin theversion.If you forget,RPM will remindyou:

# rpm -ba cdplayer-1.0.spec
* Package: cdplayer
Illegal ’-’ char in version: 1.0-a
#

Spacesin theversionwill alsocauseproblems,in thatanything after thefirst space
will beignoredby RPM.Bottomline: Stick with alphanumericcharactersandperi-
ods,andyou’ll neverhave to worry aboutit. Here’sa sampleversion tag:

Version: 1.2

The release Tag
The release tagcanbethoughtof asthepackage’s version.Thereleaseis tradi-
tionally an integer— for example,whena specific pieceof softwareat a particular
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versionis first packaged,the releaseshouldbe "1". If it is necessaryto repackage
that softwareat the sameversion,the releaseshouldbe incremented.Whena new
versionof thesoftwarebecomesavailable,thereleaseshoulddropbackto "1" when
it is first packaged.

Notethatweusedtheword "traditionally", above. Theonly hardandfastrestriction
to thereleaseformat is that therecanbeno dashesin it. Be awarethat if you buck
tradition,your usersmaynot understandwhatyour releasemeans.

It is up to thepackagebuilder to determinewhichbuild representsanew releaseand
to updatethereleasemanually. Hereis whatatypical release tagmight look like:

Release: 5

13.2.2 Descriptive Tags
Thesetagsprovide informationprimarily for peoplewho want to know a bit more
aboutthepackage,andwho producedit. They arepartof thepackagefile, andmost
of themcanbeseenby issuingan rpm -qi command.

The %description Tag
The%description tagis usedto provideanin-depthdescriptionof thepackaged
software. Thedescriptionshouldbeseveralsentencesdescribing,to anuninformed
user, what thesoftwaredoes.

The%description tag is a bit differentthantheothertagsin thepreamble.For
one,it startswith apercentsign.Theotherdifferenceis thatthedataspecifiedby the
%description tagcanspanmorethanoneline. In addition,aprimitiveformatting
capabilityexists. If a line startswith aspace,thatline will bedisplayedverbatimby
RPM. Lines that do not start with a spaceare assumedto be part of a paragraph
andwill be formattedby RPM. It’s even possibleto mix andmatchformattedand
unformattedlines. Herearesomeexamples:

%description
It slices! It dices! It ’s a CD player app that can’t be beat. By using
the resonant frequency of the CD itself, it is able to simulate 20X
oversampling. This leads to sound quality that cannot be equaled with
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more mundane software...

The exampleabove containsno explicit formatting. RPM will format the text asa
singleparagraph,breakinglinesasneeded.

%description
It slices!
It dices!
It ’s a CD player app that can’t be beat.

By using the resonant frequency of the CD itself, it is able to simulate
20X oversampling. This leads to sound quality that cannot be equaled with
more mundane software...

In thisexample,thefirst threelineswill bedisplayedbyRPM,verbatim.Theremain-
derof thetext will beformattedbyRPM.Thetext will beformattedasoneparagraph.

%description
It slices!
It dices!
It’s a CD player app that can’t be beat.

By using the resonant frequency of the CD itself, it is able to simulate
20X oversampling. This leads to sound quality that cannot be equaled with
more mundane software...

Above,wehaveasimilarsituationto thepreviousexample,in thatpartof thetext is
formattedandpart is not. However, theblank line separatesthe text into two para-
graphs.

The summary Tag
Thesummary tagis usedto defineaone-linedescriptionof thepackagedsoftware.
Unlike %description , summary is restrictedto oneline. RPM usesit whena
succinctdescriptionof the packageis needed.Hereis an exampleof a summary
line:

Summary: A CD player app that rocks!
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The copyright Tag

Thecopyright tagis usedto definethecopyright termsapplicableto thesoftware
beingpackaged.In many cases,thismightbenothingmorethan"GPL", for software
distributedunderthetermsof theGNUGeneralPublicLicense,orsomethingsimilar.
For example:

Copyright: GPL

The distribution Tag

Thedistribution tagis usedto defineagroupof packages,of which thispack-
ageisapart.SinceRedHatis in thebusinessof producingagroupof packagesknown
asaLinux distribution, thenamestuck.For example,if asuiteof applicationsknown
as"Doors’95" wereproduced,eachpackagethatis partof thesuitewoulddefine its
distribution line like this:

Distribution: Doors ’95

The icon Tag

The icon tag is usedto namea file containingan icon representingthe packaged
software.Thefile maybein eitherGIF or XPM format,althoughXPM is preferred.
In eithercase,the backgroundof the icon shouldbe transparent.The file should
be placedin RPM’s SOURCESdirectoryprior to performinga build, so no pathis
needed.

The icon is normally usedby graphically-orientedfront endsto RPM. RPM itself
doesn’tusetheicon,but it’s storedin thepackagefile andretainedin RPM’sdatabase
afterthepackageis installed.An exampleicon tagmight look like:

Icon: foo.xpm
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The vendor Tag

Thevendor tagis usedto define thenameof theentity thatis responsiblefor pack-
agingthesoftware.Normally, this would bethenameof anorganization.Here’s an
example:

Vendor: White Socks Software, Inc.

The url Tag

Theurl tag is usedto define a Uniform ResourceLocatorthatcanbeusedto ob-
tain additionalinformationaboutthe packagedsoftware. At present,RPM doesn’t
actively make useof this tag.Thedatais storedin thepackagehowever, andwill be
written into RPM’sdatabasewhenthepackageis installed.It’s only amatterof time
beforesomeweb-basedRPM adjunctmakesuseof this information,so make sure
you includeURLs! Somethinglike this is all you’ll need:

URL: http://www.gnomovision.com/cdplayer.html

The group Tag

Thegroup tagis usedto grouppackagestogetherby thetypesof functionalitythey
provide. Thegroupspecificationlookslikeapathandis similar in function,in thatit
specifiesmoregeneralgroupingsbeforemoredetailedones.For example,apackage
containinga text editormight have thefollowing group:

Group: Applications/Editors

In this example,thepackageis partof theEditors group,which is itself a partof
theApplications group.Likewise,aspreadsheetpackagemighthavethisgroup:

Group: Applications/Spreadsheets



232 Chapter 13:Inside the Spec File

This group tag indicatesthat underthe Applications group,we would find
Editors andSpreadsheets , andprobablysomeothersubgroupsaswell.

How is this informationused?It’s primarily meantto permitgraphicalfront-endsto
RPM, to displaypackagesin a hierarchicalfashion.Of course,in orderfor groups
to beaseffective aspossible,it’s necessaryfor all packagebuildersto beconsistent
in their groupings. In the caseof packagesfor Linux, RedHat hasthe definitive
list. Therefore,Linux packagebuildersshouldgive seriousconsiderationto using
RedHat’sgroups.Thecurrentgrouphierarchyis installedwith everycopy of RPM,
andis availablein theRPM sourcesaswell. Checkout thefile groups in RPM’s
documentationdirectory(normally /usr/doc/rpm- <version>), or in thetop-
level sourcedirectory.

The packager Tag
Thepackager tagis usedto hold thenameandcontactinformationfor theperson
or personswho built thepackage.Normally, this would be thepersonthatactually
built thepackage,or in alargerorganization,apublicrelationscontact.In eithercase,
contactinformationsuchasane-mailaddressor phonenumbershouldbeincluded,
socustomerscansendeithermoney or hatemail,dependingontheirsatisfactionwith
thepackagedsoftware.Here’sanexampleof a packager tag:

Packager: Fred Foonly <fred@gnomovision.com>

13.2.3 Dependenc y Tags
OneRPM featurethat’s beenrecentlyimplementedis a meansof ensuringthat if
a packageis installed,thesystemenvironmenthaseverythingthepackagerequires
in order to operateproperly. Likewise, whenan installedpackageis erasedRPM
canmakesurenootherpackagereliesonthepackagebeingerased.Thisdependency
capabilitycanbeveryhelpfulwhenendusersinstallanderasepackagesontheirown.
It makesit moredifficult for themto paintthemselvesinto acorner, package-wise.

However, in orderfor RPMtobeableto takemorethanbasicdependency information
into account,thepackagebuilder mustaddtheappropriatedependency information
to thepackage.This is doneby usingthefollowing tags.Note,however, thatadding
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dependency informationto a packagerequiressomeforethought.For additionalin-
formationon RPM’sdependency processing,pleasereview Chapter14,AddingDe-
pendencyInformationto a Package.

The provides Tag

Theprovides tagis usedto specifyavirtual package thatthepackagedsoftware
makesavailablewhenit is installed.Normally, thistagwouldbeusedwhendifferent
packagesprovide equivalentservices.For example,any packagethatallows a user
to readmail might provide themail-reader virtual package.Anotherpackagethat
dependson a mail readerof somesort,couldrequirethemail-reader virtual pack-
age. It would theninstall without dependency problems,if any oneof severalmail
programswereinstalled.Here’s whata provides tagmight look like:

Provides: mail-reader

The requires Tag

The requires tagis usedto alertRPM to thefact that thepackageneedsto have
certaincapabilitiesavailablein orderto operateproperly. Thesecapabilitiesreferto
thenameof anotherpackage,or to a virtual packageprovidedby oneor morepack-
agesthat usethe provides tag. Whenthe requires tag referencesa package
name,versioncomparisonsmay alsobe includedby following the packagename
with <, >, =, >=, or <=, anda versionspecification. To get even morespecific, a
package’sreleasemaybeincludedaswell. Here’sa requires tagin action,with
a specific versionrequirement:

Requires: playmidi = 2.3

If theRequires tagneedsto performacomparisonagainstaserialnumberdefined
with theserial tag(describedbelow), thentheproperformatwouldbe:

Requires: playmidi =S 4
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The conflicts Tag
The conflicts tag is the logical complementto the requires tag. The re-
quires tagis usedto specifywhatpackagesmustbepresentin orderfor thecurrent
packageto operateproperly. Theconflicts tagis usedto specifywhatpackages
cannotbeinstalledif thecurrentpackageis to operateproperly.

Theconflicts taghasthesameformatastherequires tag— namely, thetag
is followedby a realor virtual packagename.Like requires , theconflicts
tagalsoacceptsversionandreleasespecifications:

Conflicts: playmidi = 2.3-1

If theconflicts tagneedsto performa comparisionagainsta serialnumberde-
finedwith theserial tag(describedbelow), thentheproperformatwould be:

Conflicts: playmidi =S 4

The serial Tag
Theserial tagis anotherpartof RPM’sdependency andupgradeprocessing.The
needfor it is somewhatobscure,but goessomethinglike this:

1. The packagebeingbuilt (call it packageA) usesa versionnumberingscheme
sufficientlyobscuresothatRPMcannotdetermineif oneversionisolderornewer
thananotherversion.

2. Anotherpackage(packageB) requiresthatpackageA beinstalled.Morespecif-
ically, it requiresRPMto comparepackageA’s versionagainstaspecified mini-
mum(or maximum)version.

SinceRPM is unableto comparepackageA’s versionagainsttheversionspecified
by packageB, thereis noway to determineif packageB’s dependency requirements
canbemet. What to do?

The serial tag providesa way to get aroundthis tricky problem. By specifying
a simpleintegerserialnumberfor eachversion,you are,in essence,directinghow
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RPMinterpretstherelativeageof thepackage.Thekey point to keepin mind is that
in orderfor this to work, auniqueserialnumbermustbedefinedfor eachversionof
the softwarebeingpackaged.In addition,the serialnumbermust incrementalong
with theversion.Finally, thepackagethat requirestheserializedsoftwareneedsto
specifyits versionrequirementsin termsof theserialnumber.

Doesit soundlike a lot of trouble?You’re right! If you find yourselfin theposition
of needingto usethistag,takeadeepbreathandseriouslyconsiderchangingtheway
you assignversionnumbers.If you’re packagingsomeoneelse’s software,perhaps
you canconvince themto make the change.Chancesare,if RPM can’t figure out
theversionnumber, mostpeoplecan’t,either! An exampleserial tagwould look
somethinglike this:

Serial: 4

Note that RPM considersa packagewith a serialnumberasnewer thana package
without a serialnumber.

The autoreqprov Tag
Theautoreqprov tagis usedto controltheautomaticdependency processingper-
formed when the packageis being built. Normally, as eachpackageis built, the
following stepsareperformed:

• All executableprogramsbeingpackagedareanalyzedto determinetheir shared
library requirements.Theserequirementsareautomaticallyaddedto the pack-
age’srequirements.

• Thesonameof eachsharedlibrary beingpackagedis automaticallyaddedto the
package’slist of "provides" information.

By doing this, RPM reducestheneedfor packagebuildersto manuallyadddepen-
dency informationto their packages.However, therearetimeswhenRPM’s auto-
matic dependency processingmay not be desirable. In thosecasesthe autore-
qprov tagcanbeusedto disableautomaticdependency processing.

To disableautomaticdependency processing,addthefollowing line:
AutoReqProv: no
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(Thenumberzeromaybeusedinsteadof no) AlthoughRPM defaultsto perform-
ing automaticdependency processing,the effect of theautoreqprov tag canbe
reversedby changingno to yes . (Thenumberonemaybeusedinsteadof yes )

13.2.4 Architecture- and Operating System-Specific Tags
As RPMgainsin popularity, morepeopleareputtingit to work ondifferenttypesof
computersystems.While this wouldnotnormallybeaproblem,thingsstartto geta
little tricky whenoneof thefollowing two situationsbecomescommonplace:

1. A particularoperatingsystemis portedto severaldifferenthardwareplatforms,
or architectures.

2. A particulararchitecturerunsseveraldifferentoperatingsystems.

TherealbindhitswhenRPMisusedtopackagesoftwarefor severalof thesedifferent
systemenvironments. Without methodsof controlling the build processbasedon
architectureandoperatingsystem,packagebuildersthatdevelopsoftwarefor more
thanonearchitectureor operatingsystemwill have a hardtime indeed. The only
alternativewouldbeto maintainparallelRPMbuild environmentsandacceptall the
coordinationheadachesthatwould entail.

Fortunately, RPM makesit all easierthanthat. With thefollowing tags,it’s possible
to supportpackagebuilding undermultiple environments,all from a singlesetof
sources,patches,anda singlespecfile. For a morecompletediscussionof multi-
architecturepackagebuilding,pleaseseeChapter19,BuildingPackagesfor Multiple
ArchitecturesandOperating Systems.

The excludearch Tag

The excludearch tag directsRPM to ensurethat the packagedoesnot attempt
to build on theexcludedarchitecture(s).Thereasonsfor preventinga packagefrom
building on a certainarchitecturemight include:

• Thesoftwarehasnot yet beenportedto theexcludedarchitecture.

• Thesoftwarewould serve no purposeon theexcludedarchitecture.
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An exampleof the first casemight be that the softwarewasdesignedbasedon the
assumptionthatanintegerisa32-bitquantity. Obviously, thisassumptionis notvalid
on a 64-bit processor.

In thesecondcase,softwarethatdependedon or manipulatedlow-level featuresof
a given architecture,shouldbe excludedfrom building on a differentarchitecture.
Assemblylanguageprogramswould fall into this category.

Oneor morearchitecturesmaybespecifiedaftertheexcludearch tag,separated
by eitherspacesor commas.Hereis anexample:

ExcludeArch: sparc alpha

In this example,RPM would not attemptto build the packageon either the Sun
SPARC or Digital Alpha/AXP architectures.Thepackagewould build on any other
architectures,however. If a build is attemptedon anexcludedarchitecture,the fol-
lowing messagewill bedisplayed,andthebuild will fail:

# rpm -ba cdplayer-1.0.spec
Arch mismatch!
cdplayer-1.0.spec doesn’t build on this architecture
#

Notethatif yourgoalis to ensurethatapackagewill only build on onearchitecture,
thenyou shouldusetheexclusivearch tag.

The exclusivearch Tag
The exclusivearch tag is usedto direct RPM to ensurethe packageis only
built on the specified architecture(s).The reasonsfor this aresimilar to the those
mentionedin thesectionon theexcludearch tagabove. However, theexclu-
sivearch tagis usefulwhenthepackagebuilderneedsto ensurethatonlythespec-
if ied architectureswill build the package.This tag ensuresthat no future architec-
tureswill mistakenly attemptto build thepackage.Thiswouldnot bethecaseif the
excludearch tag wereusedto specifyevery architectureknown at the time the
packageis built.

Thesyntaxof theexclusivearch tagis identicalto thatof excludearch :



238 Chapter 13:Inside the Spec File

ExclusiveArch: sparc alpha

In this example,thepackagewill only build onaSunSPARC or Digital Alpha/AXP
system.

Notethat if your goal is to ensurethata packagewill not build on specific architec-
tures,thenyou shouldusetheexcludearch tag.

The excludeos Tag
Theexcludeos tag is usedto directRPM to ensurethat thepackagedoesnot at-
temptto build ontheexcludedoperatingsystem(s).This is usuallynecessarywhena
packageis to bebuilt on morethanoneoperatingsystem,but it is necessaryto keep
a particularoperatingsystemfrom attemptinga build.

Note that if your goal is to ensurethat a packagewill only build on oneoperating
system,thenyoushouldusetheexclusiveos tag.Here’sasampleexcludeos
tag:

ExcludeOS: linux irix

The exclusiveos Tag
Theexclusiveos taghasthesamesyntaxasexcludeos , but it hastheopposite
logic. Theexclusiveos tag is usedto denotewhich operatingsystem(s)should
only bebepermittedto build thepackage.Here’sexclusiveos in action:

ExclusiveOS: linux

Notethatif yourgoalis to ensurethatapackagewill notbuild onaspecific operating
system,thenyou shouldusetheexcludeos tag.

13.2.5 Director y-related Tags
A numberof tagsareusedto specifydirectoriesandpathsthatareusedin various
phasesof RPM’s build andinstall processes.There’snot muchmoreto saycollec-
tively aboutthesetags,solet’s dive right in andlook themover.
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The prefix Tag

The prefix tag is usedwhena relocatablepackageis to be built. A relocatable
packagecanbeinstallednormallyor canbeinstalledin auser-specifieddirectory, by
usingRPM’s --prefix install-timeoption. Thedataspecified after theprefix
tagshouldbethepartof thepackage’spaththatmaybechangedduringinstallation.
For example,if thefollowing prefix line wasincludedin a specfile:

Prefix: /opt

andthefollowing file wasspecified in thespecfile’s %files list:

/opt/blather/foonly

then the file foonly would be installedin /opt/blather if the packagewas
installednormally. It wouldbeinstalledin /usr/local/blather if thepackage
wasinstalledwith the --prefix /usr/local option.

For moreinformationaboutcreatingrelocatablepackages,seeChapter15,Makinga
RelocatablePackage.

The buildroot Tag

The buildroot tag is usedto define an alternatebuild root. The nameis a bit
misleading,asthebuild root is actuallyusedwhenthesoftwareis installedduring
thebuild process.In orderfor abuild root to bedefinedandactuallyused,anumber
of issuesmustbetakeninto account.Theseissuesarecoveredin Chapter16,Making
a Package ThatCan Build Anywhere. This is whata buildroot tagwould look
like:

BuildRoot: /tmp/cdplayer

Thebuildroot tagcanbeoverriddenat build-time by usingthe--buildroot
command-lineoption.
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13.2.6 Sour ce and Patch Tags
In orderto build andpackagesoftware,RPMneedsto know whereto find theoriginal
sources.But it’s not quitethatsimple.Theremight bemorethanonesetof sources
that needto be part of a particularbuild. In somecases,it might be necessaryto
preventsomesourcesfrom beingpackaged.

And thenthereis thematterof patches.It’s likely thatchangeswill needto bemade
to thesources,soit’s necessaryto specifyapatchfile. But thesameissuesthatapply
to sourcespecificationsarealsoapplicableto patches.Theremightbemorethanone
setof patchesrequired.

Thetagsthatfollow arecrucial to RPM,soit paysto have a firm graspof how they
areused.

The source Tag
Thesource tagis centralto nearlyevery specfile. Althoughit hasonly onepiece
of dataassociatedwith it, it actuallyperformstwo functions:

1. It showswherethesoftware’s developerhasmadetheoriginalsourcesavailable.

2. It givesRPM thenameof theoriginal sourcefile.

While thereis no hardandfastrule, for the first function, it’s generallyconsidered
bestto put this informationin theform of a Uniform ResourceLocator(URL). The
URL shouldpoint directly to thesourcefile itself. This is dueto thesource tag’s
secondfunction.

As mentionedabove, the source tag alsoneedsto direct RPM to the sourcefile
on thebuild system.How doesit do this? There’sonly onerequirement,andit is
ironclad:Thesourcefilenamemustbeat theendof theline asthefinal elementin a
path. Here’sanexample:

Source: ftp://ftp.gnomovision.com/pub/cdplayer-1.0.tgz

Giventhis source line, RPM will searchits SOURCESdirectoryfor cdplayer-
1.0.tgz . Everythingprior to thefilenameis ignoredby RPM.It’s therestrictly for
any interestedhumans.
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A specfile may containmore thanonesource tag. This is necessaryfor those
caseswherethesoftwarebeingpackagedis containedin morethanonesourcefile.
However, thesource tagsmustbeuniquelyidentified. This is doneby appending
a numberto theendof the tag itself. In fact,RPM doesthis internally for the first
source tagin aspecfile, in essenceturningit into source0 . Therefore,if apack-
agecontainstwo sourcefiles, they mayeitherbespecified as:

Source: blather-4.5.tar.gz
Source1: bother-1.2.tar.gz

or as:
Source0: blather-4.5.tar.gz
Source1: bother-1.2.tar.gz

Eitherapproachmaybeused.Thechoiceis yours.

The nosource Tag
The nosource tag is usedto direct RPM to omit oneor moresourcefiles from
thesourcepackage.Why would someonewant to go to the troubleof specifyinga
sourcefile, only to excludeit? The reasonsfor this canbevaried,but let’s look at
oneexample:Thesoftwareknown asPrettyGoodPrivacy, or PGP.

PGPcontainsencryptionroutinesof suchhighquality thattheUnitedStatesgovern-
mentrestrictstheirexport. 1While it wouldbeniceto createa PGPpackagefile, the
resultingpackagecouldnot legally betransferredbetweentheU.S.andothercoun-
tries,or vice-versa.

However, whatif all filesotherthantheoriginalsource,werepackagedusingRPM?
Well, a binarypackagemadewithout PGPwouldbeof little use,but whataboutthe
sourcepackage?It would containthe specfile, maybesomepatches,andperhaps
evenanicon file. SincethecontroversialPGPsoftwarewasnot a partof thesource
package,this sanitizedsourcepackagecouldbedownloadedlegally in any country.
Thepersonthatdownloadeda copy could thengo aboutlegally obtainingthePGP

1 Thereis alsoan"international"versionthatmaybeusedin non-UScountries.SeeAppendixG, AnIntroduc-
tion to PGP.
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sourcesthemselves,placethemin RPM’s SOURCESdirectory, andcreatea binary
package.They wouldn’t evenneedto changethenosource tag. Onerpm -ba
commandlater, andtheuserwouldhaveaperfectlyusablePGPbinarypackagefile.

Sincetheremay be more than one source tag in a specfile, the format of the
nosource tag is asfollows:

nosource: <src-num>, <src-num>…<src-num>

The<src-num> representsthenumberfollowing thesource tag. If thereis more
thanonenumberin thelist, they maybeseparatedby eithercommasor spaces.For
example,considera packagecontainingthefollowing source tags:

source: blather-4.5.tar.gz
Source1: bother-1.2.tar.gz
source2: blather-lib-4.5.tar.gz
source3: bother-lib-1.2.tar.gz

If thesourcefiles for blather andblather-lib werenot to beincludedin thepackage,
thefollowing nosource line couldbeadded:

NoSource: 0, 3

Whataboutthat0? Keepin mind that the first unnumberedsource tag in a spec
file is automaticallynumbered0 by RPM.

The patch Tag
The patch tag is usedto identify which patchesareassociatedwith the software
beingpackaged.Thepatchfiles arekept in RPM’s SOURCESdirectory, soonly the
nameof thepatchfile shouldbespecified. Hereis anexample:

Patch: cdp-0.33-fsstnd.patch

Thereareno hardandfastrequirementsfor namingthepatchfiles,but traditionally
the filenamestartswith the softwarenameandversion,separatedby dashes.The
next part of the patchfile nameusuallyincludesoneor morewordsindicatingthe
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reasonfor thepatch.In ourexampleabove,thepatchfile containschangesnecessary
to bring the softwareinto compliancewith the Linux File SystemStandard,hence
the fsstnd magicincantation.

RPM processespatch tagsthesameway it doessource tags.Therefore,it’s ac-
ceptableto usea Uniform ResourceLocator(URL) on a patch line, too.

A specfile maycontainmorethanonepatch tag.This is necessaryfor thosecases
wherethe software being packagedrequiresmore than one patch. However, the
patch tagsmustbe uniquely identified. This is doneby appendinga numberto
theendof thetagitself. In fact,RPM doesthis internallyfor thefirst patch tagin
aspecfile, in essenceturningit into patch0 . Therefore,if apackagecontainsthree
patches,thefollowing two methodsof specifyingthemareequivalent:

Patch: blather-4.5-bugfix.patch
Patch1: blather-4.5-config.patch
Patch2: blather-4.5-somethingelse.patch

This is thesameas:

Patch0: blather-4.5-bugfix.patch
Patch1: blather-4.5-config.patch
Patch2: blather-4.5-somethingelse.patch

Eitherapproachmaybeused,but thesecondmethodlooksnicer.

The nopatch Tag

The nopatch tag is similar to the nosource tag discussedearlier. Justlike the
nosource tag, the nopatch tag is usedto direct RPM to omit somethingfrom
thesourcepackage.In the caseof nosource , that "something"wasoneor more
sources.For thenopatch tag,the"something"is oneor morepatches.

Sinceeachpatch tag in a specfile must be numbered,the nopatch tag uses
thosenumbersto specifywhich patchesarenot to be includedin thepackage.The
nopatch tag is usedin this manner:

NoPatch: 2 3
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In this example,thesourcefiles specified on thesource2 andsource3 linesare
not to be includedin thebuild.

Thisconcludesourstudyof RPM’stags.In thenext section,we’ll look atthevarious
scriptsthatRPM usesto build, aswell asto install,anderase,packages.

13.3 Scripts: RPM’s Workhor se
ThescriptsthatRPMusesto controlthebuild processareamongthemostvariedand
interestingpartsof thespecfile. Many specfiles alsocontainscriptsthatperforma
varietyof taskswhenever thepackageis installedor erased.

Thestartof eachscriptis denotedby akeyword. For example,the%build keyword
marksthestartof thescriptRPMwill executewhenbuilding thesoftwareto bepack-
aged.It shouldbenotedthat,in thestrictestsenseof theword,thesepartsof thespec
file arenotscripts.For example,they donotstartwith thetraditionalinvocationof a
shell.However, thecontentsof eachscriptsectionarecopiedinto afile andexecuted
by RPMasafull-fledgedscript.This is partof thepowerof RPM:Anythingthatcan
bedonein a scriptcanbedoneby RPM.

Let’s startby looking at thescriptsusedduringthebuild process.

13.3.1 Build-time Scripts
ThescriptsthatRPM usesduringthebuilding of a packagefollow thestepsknown
to every softwaredeveloper:

• Unpackingthesources.

• Building thesoftware.

• Installing thesoftware.

• Cleaningup.

Although eachof the scriptsperforma specific function in the build process,they
shareacommonenvironment.UsingRPM’s --test option2, wecanseethecom-
mon portion of eachscript. In the following example,we’ve taken the cdplayer

2 Describedin Section12.1.11,--test — Create, SaveBuild ScriptsFor Review .
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package,issuedan rpm -ba --test cdplayer-1.0-1.spec , andviewed
thescriptfiles left in RPM’s temporarydirectory. This section(with theappropriate
package-specific values)is presentin everyscriptRPM executesduringabuild:

#!/bin/sh -e
# Script generated by rpm

RPM_SOURCE_DIR="/usr/src/redhat/SOURCES"
RPM_BUILD_DIR="/usr/src/redhat/BUILD"
RPM_DOC_DIR="/usr/doc"
RPM_OPT_FLAGS="-O2-m486 -fno-strength-reduce"
RPM_ARCH="i386"
RPM_OS="Linux"
RPM_ROOT_DIR="/tmp/cdplayer"
RPM_BUILD_ROOT="/tmp/cdplayer"
RPM_PACKAGE_NAME="cdplayer"
RPM_PACKAGE_VERSION="1.0"
RPM_PACKAGE_RELEASE="1"
set -x

umask 022

As we can see,the script startswith the usualinvocationof a shell (in this case,
theBourneshell). Thereareno argumentspassedto thescript. Next, a numberof
environmentvariablesareset.Here’sa brief descriptionof eachone:

• RPM_SOURCE_DIR — This environmentvariablegetsits value from the rpmrc
file entrysourcedir , which in turncangetpartof its valuefrom thetopdir
entry. It is thepathRPM will prependto the file, specified in thesource tag
line.

• RPM_BUILD_DIR — This variableis basedon the builddir rpmrc file entry,
which in turncangetpartof its valuefrom thetopdir entry. Thisenvironment
variabletranslatesto thepathof RPM’sbuild directory, wheremostsoftwarewill
beunpackedandbuilt.

• RPM_DOC_DIR — The valueof this environmentvariableis basedon the de-
faultdocdir rpmrc file entry. Filesmarkedwith the%doc directivecanbe
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installedin a subdirectoryof defaultdocdir . For moreinformationon the
%doc directive, referto The%doc Directivein Section13.6.1.

• RPM_OPT_FLAGS — Thisenvironmentvariablegetsitsvaluefromtheoptflags
rpmrc file entry. It containsoptionsthatcanbepassedonto thebuild procedures
of thesoftwarebeingpackaged.Normallythismeanseitheraconfigurationscript
or themake commanditself.

• RPM_ARCH — As onemight infer from the exampleabove, this environment
variablecontainsa stringdescribingthebuild system’sarchitecture.

• RPM_OS — Thisonecontainsthenameof thebuild system’soperatingsystem.

• RPM_BUILD_ROOT — This environmentvariableis usedto hold the"build root",
into which thenewly built softwarewill beinstalled.If noexplicit build roothas
beenspecified (eitherby commandline option, specfile tag line, or rpmrc file
entry), this variablewill benull.

• RPM_PACKAGE_NAME — Thisenvironmentvariablegetsits valuefrom thename
tag line in the package’sspecfile. It containsthe nameof the softwarebeing
packaged.

• RPM_PACKAGE_VERSION — Theversion tagline is thesourceof thisvariable’s
translation.Predictably, thisenvironmentvariablecontainsthesoftware’sversion
number.

• RPM_PACKAGE_RELEASE — This environmentvariablecontainsthe package’s
releasenumber. Its valueis obtainedfrom therelease tagline in thespecfile.

All of theseenvironmentvariablesareset for your use,to make it easierto write
scriptsthatwill do theright thing evenif thebuild environmentchanges.

Thescriptalsosetsanoptionthatcausestheshell to print out eachcommand,com-
pletewith expandedarguments.Finally, the default permissionsareset. Past this
point, thescriptsdiffer. Let’s look at thescriptsin theorderthey areexecuted.

The %prep Script

The%prep scriptis thefirst scriptRPMexecutesduringabuild. Priorto the%prep
script,RPMhasperformedpreliminaryconsistency checks,suchaswhetherthespec
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file’s source tag points to files that actuallyexist. Justprior to passingcontrol
over to the%prep script’scontents,RPM changesdirectoryinto RPM’s build area,
which,by default, is /usr/src/redhat/BUILD .

At thatpoint, it is theresponsibilityof the%prep script to:

• Createthetop-level build directory.

• Unpacktheoriginal sourcesinto thebuild directory.

• Apply patchesto thesources,if necessary.

• Performany otheractionsrequiredto getthesourcesin a ready-to-build state.

Thefirst threeitemsonthis list arecommonto thevastmajorityof all softwarebeing
packaged.Becauseof this, RPM hastwo macrosthatgreatlysimplify theseroutine
functions.More informationonRPM’s%setup and%patch macroscanbefound
in Section13.4,Macros: Helpful Shorthandfor Package Builders.

Thelast item on thelist canincludecreatingdirectoriesor anything elserequiredto
getthesourcesin a ready-to-build state.As a result,a%prep scriptcanrangefrom
oneline invokingasingle%setup macro,tomany linesof tricky shellprogramming.

The %build Script

The%build scriptpicksupwherethe%prep scriptleft off. Oncethe%prep script
hasgotteneverythingreadyfor the build, the %build script is usuallysomewhat
anti-climactic— normally invoking make, maybea configurationscript, andlittle
else.

Like %prep beforeit, the%build scripthasthesameassortmentof environment
variablesto draw on. Also, like %prep , %build changesdirectory into the
software’s top-level build directory (locatedin RPM_BUILD_DIR, or usually called
<name>- <version>).

Unlike %prep , thereareno macrosavailable for usein the %build script. The
reasonissimple:Eitherthecommandsrequiredtobuild thesoftwarearesimple(such
asa singlemake command),or they areso uniquethat a macrowouldn’t make it
easierto write thescript.
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The %install Script
The environmentin which the %install script executesis identical to the other
scripts.Liketheotherscripts,the%install script’sworkingdirectoryis setto the
software’stop-level directory.

As thenameimplies, it is this script’s responsibilityto do whatever is necessaryto
actually install the newly built software. In mostcases,this meansa singlemake
install command,or a few commandsto copy files andcreatedirectories.

The %clean Script
The %clean script, asthe nameimplies, is usedto cleanup the software’sbuild
directorytree.RPMnormallydoesthis for you,but in certaincases(mostnotablyin
thosepackagesthatusea build root) you’ll needto includea %clean script.

As usual,the%clean scripthasthesamesetof environmentvariablesastheother
scriptswe’vecoveredhere.Sincea%clean scriptis normallyusedwhenthepack-
ageis built in abuild root, theRPM_BUILD_ROOT environmentvariableis particularly
useful. In many cases,a simple

rm -rf $RPM_BUILD_ROOT

will suffice. 3

13.3.2 Install/Erase-time Scripts
Theothertypeof scriptsthatarepresentin thespecfile arethosethatareonly used
whenthepackageis eitherinstalledor erased.Therearefour scripts,eachonemeant
to beexecutedat differenttimesduringthelife of a package:

• Beforeinstallation.

• After installation.

• Beforeerasure.

• After erasure.

3 Keepin mind that this commandin a %clean script canwreakhavoc if usedwith a build root of, say, / .
Using--buildroot CanBite You! in Section12.1.13discussesthis in moredetail.
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Unlike thebuild-time scripts,thereis little in theway of environmentvariablesfor
thesescripts. Theonly environmentvariableavailableis RPM_INSTALL_PREFIX , and
that is only setif thepackageusesaninstallationprefix.

Unlike the build-time scripts,thereis an argumentdefined. The soleargumentto
thesescripts,is a numberrepresentingthenumberof instancesof thepackagecur-
rently installedonthesystem,after thecurrentpackagehasbeeninstalledor erased.
Soundtricky? It really isn’t. Here’sanexample:

Assumethata package,calledblather-1.0, is beinginstalled.No previousversions
of blather have beeninstalled.Sincethesoftwareis beinginstalled,only the%pre
and%post scriptsareexecuted.Theargumentpassedto thesescriptswill be1,since
thethenumberof blather packagesinstalledis 1. 4

Continuingour example,a new versionof theblather package,version1.3, is now
available. Clearly it’s time to upgrade.Whatwill thescripts’ valuesbe during the
upgrade?As blather-1.3 is installing, its %pre and%post scriptswill have an
argumentequalto 2 (1 for version1.0alreadyinstalled,plus1 for version1.3being
installed).As thefinal partof theupgrade,it’s thentimeto eraseblather version1.0.
As thepackageis beingremoved, its %preun and%postun scriptsareexecuted.
Sincetherewill beonly oneblather package(version1.3)installedafterversion1.0
is erased,theargumentpassedto version1.0’sscriptsis 1.

To finally bring anendto this example,we’vedecidedto eraseblather 1.3. We just
don’t needit anymore. As thepackageis beingerased,its %preun and%postun
scriptswill beexecuted.Sincetherewill beno blather packagesinstalledoncethe
erasecompletes,theargumentpassedto thescriptsis 0.

With all thatsaid,of whatpossibleusewouldthisargumentbe?Well, it hastwo very
interestingproperties:

1. Whenthe first versionof a packageis installed,its %pre and%post scripts
will bepassedanargumentequalto 1.

4 Or it will be1, oncethepackageis completelyinstalled.Remember, thenumberis basedon thenumberof
packagesinstalledafter thecurrentpackage’s install or erasehascompleted.
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2. Whenthelastversionof apackageis erased,its %preun and%postun scripts
will bepassedanargumentequalto 0.

Basedon theseproperties,it’s trivial to write aninstall-timescriptthatcantake cer-
tain actionsin specific circumstances.Usually, theargumentis usedin the%preun
or %postun scriptsto performa specialtaskwhenthelastinstanceof a packageis
beingerased.

Whatis normallydoneduringthesescripts?Theexacttasksmayvary, but in general,
thetasksareany thatneedto beperformedat thesepointsin thepackage’sexistence.
Onevery commontaskis to run ldconfig whensharedlibrariesareinstalledor
removed. But that’snot theonly usefor thesescripts. It’s evenpossibleto usethe
scriptsto performteststo ensurethepackageinstall/erasureshouldproceed.

Sinceeachof thesescriptswill beexecutingonwhateversysteminstallsthepackage,
it’s necessaryto choosethescript’s choiceof tools carefully. Unlessyou’re surea
givenprogramis goingto beavailableon all thesystemsthatcouldpossiblyinstall
your package,you shouldnot useit in thesescripts.

The %pre Script

The%pre scriptexecutesjustbeforethepackageis to beinstalled.It is therarepack-
agethatrequiresanything to bedoneprior to installation;noneof the350packages
thatcompriseRedHat Linux Linux 4.0make useof it.

The %post Script

The %post script executesafter the packagehasbeeninstalled. Oneof the most
popularreasonsa %post script is neededis to run ldconfig to updatethe list
of availablesharedlibraries after a new one hasbeeninstalled. Of course,other
functionscanbe performedin a %post script. For example,packagesthat install
shellsusethe%post scriptto addtheshellnameto /etc/shells .

If apackageusesa%post scriptto performsomefunction,quiteoftenit will include
a %postun script thatperformsthe inverseof the%post script,after thepackage
hasbeenremoved.
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The %preun Script

If there’sa time whenyour packageneedsto have onelast look aroundbeforethe
usererasesit, the placeto do it is in the %preun script. Anything that a package
needsto doimmediatelyprior to RPMtakingany actionto erasethepackage,canbe
donehere.

The %postun Script

The %postun script executesafter the packagehasbeenremoved. It is the last
chancefor apackageto cleanup afteritself. Quiteoften,%postun scriptsareused
to run ldconfig to removenewly erasedsharedlibrariesfrom ld.so.cache .

13.3.3 Verification-Time Script — The %verifyscript
Script

The %verifyscript executeswhenever the installed packageis verified by
RPM’s verification command. The contentsof this script is entirely up to the
packagebuilder, but in generalthescript shoulddo whatever is necessaryto verify
the package’sproperinstallation. SinceRPM automaticallyverifies the existence
of a package’sfiles, alongwith otherfile attributes,the%verifyscript should
concentrateon different aspectsof the package’s installation. For example, the
scriptmayensurethatcertainconfigurationfiles containtheproperinformationfor
thepackagebeingverified:

for n in ash bsh; do
echo -n "Looking for $n in /etc/shells... "
if ! grep "^/bin/${n}\$" /etc/shells > /dev/null; then

echo "missing"
echo "${n} missing from /etc/shells" >&2

else
echo "found"

fi
done

In this script,theconfig file /etc/shells , is checkedto ensurethatit hasentries
for theshellsprovidedby this package.
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It is worthnotingthatthescriptsendsinformationalanderrormessagesto stdout,and
errormessagesonly to stderr. Normally RPM will only displayerroroutputfrom a
verificationscript;theoutputsentto stdoutis only displayedwhentheverificationis
run in verbosemode.

13.4 Macros: Helpful Shor thand for Package Builder s
RPM doesnot supportmacrosin thesenseof ad-hocsequencesof commandsbeing
definedasa macroandexecutedby simply referringto themacroname.

However, therearetwo partsof RPM’sbuild processthatarefairly constantfrom one
packageto another, andthey aretheunpackingandpatchingof sources.Becauseof
this,RPM makestwo macrosavailableto simplify thesetasks:

1. The%setup macro,which is usedto unpacktheoriginal sources.

2. The%patch macro,which is usedto applypatchesto theoriginal sources.

Thesemacrosareusedexclusively in the %prep script; it wouldn’t make senseto
usethemanywhereelse.Theuseof thesemacrosis notmandatory— It is certainly
possibleto write a%prep scriptwithout them.But in thevastmajorityof casesthey
make life easierfor thepackagebuilder.

13.4.1 The %setup Macro
Aswementionedabove,the%setup macroisusedtounpacktheoriginalsources,in
preparationfor thebuild. In its simplestform, themacrois usedwith nooptionsand
getsthenameof thesourcearchivefrom thesource tagspecifiedearlierin thespec
file. Let’s look atanexample.Thecdplayer packagehasthefollowing source tag:

Source: ftp://ftp.gnomovision.com/pub/cdplayer/cdplayer-1.0.tgz

andthefollowing %prep script:
%prep
%setup

In this simplecase,the%setup macroexpandsinto thefollowing commands:
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cd /usr/src/redhat/BUILD
rm -rf cdplayer-1.0
gzip -dc /usr/src/redhat/SOURCES/cdplayer-1.0.tgz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
cd cdplayer-1.0
cd /usr/src/redhat/BUILD/cdplayer-1.0
chown -R root.root .
chmod -R a+rX,g-w,o-w .

Aswecansee,the%setup macrostartsbychangingdirectoryintoRPM’s build area
andremoving any cdplayer build treesfrom previousbuilds. It thenusesgzip to
uncompresstheoriginal source(whosenamewastakenfrom thesource tag),and
pipestheresultto tar for unpacking.Thereturnstatusof theunpackingis tested.
If sucessful,themacrocontinues.

At thispoint,theoriginalsourceshavebeenunpacked.The%setup macrocontinues
bychangingdirectoryintocdplayer’s top-leveldirectory. Thetwocd commandsare
anartifactof %setup ’s macroexpansion.Finally, %setup makessureeveryfile in
thebuild treeis ownedby root andhasappropriatepermissionsset.

But that’s just the simplestway that %setup canbe used. Therearea numberof
otheroptionsthatcanbeaddedtoaccomodatedifferentsituations.Let’s lookatthem.

-n <name> — Set Name of Build Director y

In our exampleabove, the%setup macrosimply uncompressedandunpackedthe
sources.In this case,the tar file containingtheoriginal sourceswascreatedsuch
that the top-level directorywasincludedin the tar file. The nameof the top-level
directorywasalsoidenticalto thatof the tar file, which wasin <name>- <ver-
sion> format.

However, this is not alwaysthecase.Quiteoften,theoriginal sourcesunpackinto a
directorywhosenameis differentthantheoriginal tar file. SinceRPMassumesthe
directorywill becalled<name>- <version>, whenthedirectoryis calledsome-
thing else,it’s necessaryto use%setup ’s -n option. Here’sanexample:
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Assume,for amoment,thatthecdplayer sources,whenunpacked,createatop-level
directorynamedcd-player. In this case,our %setup line would look like this:

%setup -n cd-player

andtheresultingcommandswould look like this:
cd /usr/src/redhat/BUILD
rm -rf cd-player
gzip -dc /usr/src/redhat/SOURCES/cdplayer-1.0.tgz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
cd cd-player
cd /usr/src/redhat/BUILD/cd-player
chown -R root.root .
chmod -R a+rX,g-w,o-w .

Theresultsareidenticalto using%setup with no options,exceptfor the fact that
%setup now doesarecursivedeleteonthedirectorycd-player (insteadof cdplayer-
1.0), andchangesdirectoryinto cd-player (insteadof cdplayer-1.0).

Note that all subsequentbuild-time scriptswill changedirectoryinto the directory
specified by the -n option. This makes -n unsuitableas a meansof unpacking
sourcesin directoriesotherthanthe top-level build directory. In the upcomingex-
ampleon Using%setup in a Multi-sourceSpecFile in Section13.4.1, we’ll show
a way aroundthis restriction.

A quick word of warning: If thenamespecified with the -n option doesn’tmatch
thenameof thedirectorycreatedwhenthesourcesareunpacked,thebuild will stop
prettyquickly, soit paysto becarefulwhenusingthis option.

-c — Create Director y (and chang e to it) Before Unpac king
How many timeshave you grabbeda tar file andunpacked it, only to find that it
splatteredfilesall overyourcurrentdirectory?Sometimessourcearchivesarecreated
without a top-level directory.

As you canseefrom theexamplesso far, %setup expectsthearchive to createits
own top-level directory. If this isn’t thecase,you’ll needto usethe-c option.
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Thisoptionsimplycreatesthedirectoryandchangesdirectoryinto it beforeunpack-
ing thesources.Here’s what it looks like:

cd /usr/src/redhat/BUILD
rm -rf cdplayer-1.0
mkdir -p cdplayer-1.0
cd cdplayer-1.0
gzip -dc /usr/src/redhat/SOURCES/cdplayer-1.0.tgz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
cd /usr/src/redhat/BUILD/cdplayer-1.0
chown -R root.root .
chmod -R a+rX,g-w,o-w .

Theonly changesfrom using%setup with nooptions,arethemkdir andcd com-
mands,prior to the commandsthat unpackthe sources.Note that you canusethe
-n optionalongwith -c , sosomethinglike %setup -c -n blather worksas
expected.

-D — Do Not Delete Director y Before Unpac king Sour ces

The -D optionkeepsthe%setup macrofrom deletingthesoftware’stop-level di-
rectory. Thisoptionis handywhenthesourcesbeingunpackedareto beaddedto an
already-existingdirectorytree.Thiswouldbethecasewhenmorethanone%setup
macrois used.Here’swhat%setup doeswhenthe-D optionis employed:

cd /usr/src/redhat/BUILD
gzip -dc /usr/src/redhat/SOURCES/cdplayer-1.0.tgz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
cd cdplayer-1.0
cd /usr/src/redhat/BUILD/cdplayer-1.0
chown -R root.root .
chmod -R a+rX,g-w,o-w .

As advertised,therm prior to the tar commandis gone.
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-T — Do Not Perform Default Archive Unpac king
The-T optiondisables%setup ’s normalunpackingof thearchive file specifiedon
thesource0 line. Here’swhattheresultingcommandslook like:

cd /usr/src/redhat/BUILD
rm -rf cdplayer-1.0
cd cdplayer-1.0
cd /usr/src/redhat/BUILD/cdplayer-1.0
chown -R root.root .
chmod -R a+rX,g-w,o-w .

Doesn’tmakemuchsense,doesit? There’sa methodto this madness.We’ll seethe
-T in actionin thenext section.

-b <n> — Unpac k The nth Sour ces Before Changing Director y
The-b optionis usedin conjunctionwith thesource tag.Specifically, it is usedto
identify which of thenumberedsource tagsin thespecfile areto beunpacked.

The -b optionrequiresa numericargumentmatchinganexisting source tag. If a
numericargumentis not provided,thebuild will fail:

# rpm -ba cdplayer-1.0.spec
* Package: cdplayer
Need arg to %setup -b
Build failed.
#

Rememberingthatthefirst source tagis implicitly numbered0, let’s seewhathap-
penswhenthe%setup line is changedto %setup -b 0:

cd /usr/src/redhat/BUILD
rm -rf cdplayer-1.0
gzip -dc /usr/src/redhat/SOURCES/cdplayer-1.0.tgz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
gzip -dc /usr/src/redhat/SOURCES/cdplayer-1.0.tgz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
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cd cdplayer-1.0
cd /usr/src/redhat/BUILD/cdplayer-1.0
chown -R root.root .
chmod -R a+rX,g-w,o-w .

That’sstrange.Thesourceswereunpackedtwice. It doesn’tmake sense,until you
realizethatthis is why thereis a -T option.Since-T disablesthedefaultsourcefile
unpacking,and-b selectsaparticularsourcefile to beunpacked,thetwo aremeant
to go together, like this:

%setup -T -b 0

Looking at theresultingcommands,we find:
cd /usr/src/redhat/BUILD
rm -rf cdplayer-1.0
gzip -dc /usr/src/redhat/SOURCES/cdplayer-1.0.tgz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
cd cdplayer-1.0
cd /usr/src/redhat/BUILD/cdplayer-1.0
chown -R root.root .
chmod -R a+rX,g-w,o-w .

That’smorelike it! Let’s go on to thenext option.

-a <n> — Unpac k The nth Sour ces After Changing Director y
The-a optionworkssimilarly to the-b option,exceptthatthesourcesareunpacked
after changingdirectoryinto the top-level build directory. Like the -b option, -a
requires-T in orderto preventtwo setsof unpackingcommands.Herearethecom-
mandsthata %setup -T -a 0 line would produce:

cd /usr/src/redhat/BUILD
rm -rf cdplayer-1.0
cd cdplayer-1.0
gzip -dc /usr/src/redhat/SOURCES/cdplayer-1.0.tgz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
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fi
cd /usr/src/redhat/BUILD/cdplayer-1.0
chown -R root.root .
chmod -R a+rX,g-w,o-w .

Notethatthereisnomkdir commandtocreatethetop-leveldirectoryprior to issuing
a cd into it. In our example,addingthe-c optionwill make thingsright:

cd /usr/src/redhat/BUILD
rm -rf cdplayer-1.0
mkdir -p cdplayer-1.0
cd cdplayer-1.0
gzip -dc /usr/src/redhat/SOURCES/cdplayer-1.0.tgz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
cd /usr/src/redhat/BUILD/cdplayer-1.0
chown -R root.root .
chmod -R a+rX,g-w,o-w .

The result is the propersequenceof commandsfor unpackinga tar file with no
top-level directory.

Using %setup in a Multi-sour ce Spec File

If all theseinterrelatedoptionsseemlike overkill for unpackinga singlesourcefile,
you’re right. Therealreasonfor thevariousoptionsis to make it easierto combine
severalseparatesourcearchivesinto a single,build-ableentity. Let’s seehow they
work in that typeof environment.

For thepurposesof thisexample,ourspecfile will havethefollowing threesource
tags: 5

source: source-zero.tar.gz
source1: source-one.tar.gz
source2: source-two.tar.gz

5 Yes,thesource tagsshouldincludea URL pointingto thesources.
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To unpackthefirst sourceis not hard;all that’srequiredis to use%setup with no
options:

%setup

This producesthefollowing setof commands:

cd /usr/src/redhat/BUILD
rm -rf cdplayer-1.0
gzip -dc /usr/src/redhat/SOURCES/source-zero.tar.gz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
cd cdplayer-1.0
cd /usr/src/redhat/BUILD/cdplayer-1.0
chown -R root.root .
chmod -R a+rX,g-w,o-w .

If source-zero.tar.gz didn’t include a top-level directory, we could have
madeoneby addingthe -c option:

%setup -c

which would resultin:

cd /usr/src/redhat/BUILD
rm -rf cdplayer-1.0
mkdir -p cdplayer-1.0
cd cdplayer-1.0
gzip -dc /usr/src/redhat/SOURCES/source-zero.tar.gz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
cd /usr/src/redhat/BUILD/cdplayer-1.0
chown -R root.root .
chmod -R a+rX,g-w,o-w .

Of course,if thetop-level directorydid not matchthepackagename,the -n option
couldhave beenadded:
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%setup -n blather

which resultsin:
cd /usr/src/redhat/BUILD
rm -rf blather
gzip -dc /usr/src/redhat/SOURCES/source-zero.tar.gz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
cd blather
cd /usr/src/redhat/BUILD/blather
chown -R root.root .
chmod -R a+rX,g-w,o-w .

or
%setup -c -n blather

This resultsin:
cd /usr/src/redhat/BUILD
rm -rf blather
mkdir -p blather
cd blather
gzip -dc /usr/src/redhat/SOURCES/source-zero.tar.gz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
cd /usr/src/redhat/BUILD/blather
chown -R root.root .
chmod -R a+rX,g-w,o-w .

Now let’s addthesecondsourcefile. Thingsgetabit moreinterestinghere.First,we
needto identify which source tag(andtherefore,which sourcefile) we’re talking
about.Soweneedto useeitherthe-a or -b option,dependingonthecharacteristics
of the sourcearchive. For this example,let’s say that -a is the option we want.
Adding thatoption,plusa "1" to point to thesourcefile specified in thesource1
tag,we have:
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%setup -a 1

Sincewe’vealreadyseenthatusingthe-a or -b optionresultsin duplicateunpack-
ing, we needto disablethedefault unpackingby addingthe-T option:

%setup -T -a 1

Next, weneedto make surethatthetop-level directoryisn’t deleted.Otherwise,the
first sourcefile we justunpackedwouldbegone.Thatmeansweneedto includethe
-D option to prevent that from happening.Adding this final option,andincluding
thenow completemacroin our %prep script,we now have:

%setup
%setup -T -D -a 1

This will resultin thefollowing commands:

cd /usr/src/redhat/BUILD
rm -rf cdplayer-1.0
gzip -dc /usr/src/redhat/SOURCES/source-zero.tar.gz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
cd cdplayer-1.0
cd /usr/src/redhat/BUILD/cdplayer-1.0
chown -R root.root .
chmod -R a+rX,g-w,o-w .
cd /usr/src/redhat/BUILD
cd cdplayer-1.0
gzip -dc /usr/src/redhat/SOURCES/source-one.tar.gz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
cd /usr/src/redhat/BUILD/cdplayer-1.0
chown -R root.root .
chmod -R a+rX,g-w,o-w .
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Sofar, sogood.Let’s includethelastsourcefile, but with this one,we’ll saythat it
needsto beunpackedin asubdirectoryof cdplayer-1.0 calleddatabase . Canwe
use%setup in this case?

We could,if source-two.tgz createdthedatabase subdirectory. If not, then
it’ll be necessaryto do it by hand. For the purposesof our example,let’s saythat
source-two.tgz wasn’tcreatedto includethedatabase subdirectory, sowe’ll
have to do it ourselves. Here’s our %prep scriptnow:

%setup
%setup -T -D -a 1
mkdir database
cd database
gzip -dc /usr/src/redhat/SOURCES/source-two.tar.gz | tar -xvvf -

Here’stheresultingscript:

cd /usr/src/redhat/BUILD
rm -rf cdplayer-1.0
gzip -dc /usr/src/redhat/SOURCES/source-zero.tar.gz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
cd cdplayer-1.0
cd /usr/src/redhat/BUILD/cdplayer-1.0
chown -R root.root .
chmod -R a+rX,g-w,o-w .
cd /usr/src/redhat/BUILD
cd cdplayer-1.0
gzip -dc /usr/src/redhat/SOURCES/source-one.tar.gz | tar -xvvf -
if [ $? -ne 0 ]; then

exit $?
fi
mkdir database
cd database
gzip -dc /usr/src/redhat/SOURCES/source-two.tar.gz | tar -xvvf -

The threecommandswe addedto unpackthe last setof sourceswereaddedto the
endof the%prep script.
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Thebottomline to usingthe%setup macrois thatyoucanprobablygetit to dowhat
you want,but don’t beafraidto tinker. And evenif %setup can’t beused,it’s easy
enoughto addthenecessarycommandsto do thework manually. Above all, make
sureyouusethe--test optionwhentestingyour%setup macros,soyoucansee
whatcommandsthey’re translatingto.

Next, let’s look at RPM’s secondmacro,%patch .

13.4.2 The %patch Macro

The%patch macro,asits nameimplies, is usedto applypatchesto theunpacked
sources.In thefollowing examples,ourspecfile hasthefollowing patch taglines:

patch0: patch-zero
patch1: patch-one
patch2: patch-two

At its simplest,the%patch macrocanbeinvokedwithout any options:

%patch

Herearetheresultingcommands:

echo "Patch #0:"
patch -p0 -s < /usr/src/redhat/SOURCES/patch-zero

The%patch macronicelydisplaysamessageshowing thatapatchis beingapplied,
theninvokesthepatch commandto actuallydo thedirty work. Therearetwo op-
tions to thepatch command:

1. The-p option,whichdirectspatch to removethespecifiednumberof slashes
(andany interveningdirectories)from thefront of any filenamesspecified in the
patchfile. In this case,nothingwill beremoved.

2. The-s option,which directspatch to applythepatchwithout displayingany
informationalmessages.Only errorsfrom patch will bedisplayed.
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How did the %patch macroknow which patchto apply? Keepin mind that, like
thesource taglines,everypatch tagis numbered,startingatzero.The%patch
macro,by default,appliesthepatchfile namedonthepatch (or patch0 ) tagline.

Specifying Whic h patch Tag to Use
The%patch macroactuallyhastwo differentwaysto specifythepatch tag line
it is to use.Thefirst methodis to simply appendthenumberof thedesiredpatch
tagto theendof the%patch macroitself. For example,in orderto applythepatch
specified on thepatch2 tagline, thefollowing %patch macrocouldbeused:

%patch2

Theotherapproachis to usethe-P option.Thisoptionis followedby thenumberof
thepatch taglinedesired.Therefore,thisline is identicalin functionto theprevious
one:

%patch -P 2

Note that the -P option will not apply the file specified on the patch0 line, by
default. Therefore,if you chooseto usethe -P option to specifypatchnumbers,
you’ll needto usethefollowing formatwhenapplyingpatchzero:

%patch -P 0

-p <#> — Strip <#> leading slashes and directories from patc h
filenames
The -p (Note the lowercase"p"!) option is sentdirectly to the patch command.
It is followedby a number, which specifies the numberof leadingslashes(andthe
directoriesin between)to stripfrom any filenamespresentin thepatchfile. For more
informationon this option,pleaseconsultthepatch manpage.

-b <name> — Set the backup file extension to <name>

Whenthepatch commandis usedto applya patch,unmodified copiesof thefiles
patchedarerenamedto endwith the extension.orig . The -b option is usedto
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changetheextensionusedby patch . This is normallydonewhenmultiplepatches
areto beappliedto agivenfile. By doingthis,copiesof thefile asit existedprior to
eachpatch,arereadilyavailable.

-E — Remove Empty Output Files
The -E option is passeddirectly to thepatch program.Whenpatch is run with
the-E option,any outputfilesthatareemptyafterthepatcheshavebeenapplied,are
removed.

Now let’s take %patch on a test-drive,andput it throughits paces.

An example of the %patch Macro in Action
Using the examplepatch tag lines we’ve usedthroughoutthis section,let’s put
togetheranexampleandlook at the resultingcommands.In our example,the first
patchto beappliedneedsto havetherootdirectorystripped.Its %patch macrowill
look like this:

%patch -p1

Thenext patchis to beappliedto files in thesoftware’slib subdirectory, sowe’ll
needto adda cd commandto get us there. We’ll alsoneedto strip an additional
directory:

cd lib
%patch -P 1 -p2

Finally, thelastpatchis to beappliedfrom thesoftware’stop-level directory, sowe
needto cd backupa level. In addition,thispatchmodifiessomefiles thatwerealso
patchedthefirst time,sowe’ll needto changethebackupfile extension:

cd ..
%patch -P 2 -p1 -b .last-patch

Here’swhatthe%prep script(minusany %setup macros)lookslike:
%patch -p1
cd lib
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%patch -P 1 -p2
cd ..
%patch -P 2 -p1 -b .last-patch

And here’swhat themacrosexpandto:

echo "Patch #0:"
patch -p1 -s < /usr/src/redhat/SOURCES/patch-zero
cd lib
echo "Patch #1:"
patch -p2 -s < /usr/src/redhat/SOURCES/patch-one
cd ..
echo "Patch #2:"
patch -p1 -b .last-patch -s < /usr/src/redhat/SOURCES/patch-two

No surpriseshere.Notethatthe%setup macroleavesthecurrentworkingdirectory
setto thesoftware’stop-leveldirectory, soourcd commandswith theirrelativepaths
will dotheright thing. Of course,wehaveenvironmentvariablesavailablethatcould
beusedhere,too.

Compressed Patch Files

If apatchfile iscompressedwith gzip , RPMwill automaticallydecompressit before
applyingthepatch.Here’sacompressedpatchfile asspecified in thespecfile:

Patch: bother-3.5-hack.patch.gz

This is partof thescriptRPMwill executewhenthe%prep sectionis executed:

echo Executing: %prep
…
echo "Patch #0:"
gzip -dc /usr/src/redhat/SOURCES/bother-3.5-hack.patch.gz | patch -p1 -s
…

First, the patchfile is decompressedusinggzip . The output from gzip is then
pipedinto patch .

That’saboutit for RPM’s macros.Next, let’s take a look at the%files list.
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13.5 The %files List
The%files list indicatesto RPM which files on thebuild systemareto bepack-
aged.Thelist consistsof onefile perline. Thefile mayhaveoneor moredirectives
preceedingit. Thesedirectivesgive RPM additionalinformationaboutthe file and
arediscussedmorefully below.

Normally, eachfile includesits full path. The pathperformstwo functions. First,
it specifiesthefile’s locationon thebuild system.Second,it denoteswherethefile
shouldbeplacedwhenthepackageis to beinstalled.6

For packagesthatcreatedirectoriescontaininghundredsof files,it canbequitecum-
bersomecreatinga list thatcontainsevery file. To make this situationa bit easier, if
the%files list containsapathto adirectory, RPMwill automaticallypackageevery
file in thatdirectory, aswell asevery file in eachsubdirectory. Shell-styleglobbing
canalsobeusedin the%files list.

13.6 Directives For the %files list
The%files list maycontainanumberof differentdirectives.They areusedto:

• Identify documentationandconfigurationfiles.

• Ensurethata file hasthecorrectpermissionsandownershipset.

• Controlwhich aspectsof a file areto becheckedduringpackageverification.

• Eliminatesomeof thetediumin creatingthe%files list.

In the %files list, oneor moredirectivesmay be placedon a line, separatedby
spaces,beforeoneormorefilenames.Therefore,if %foo and%bar aretwo%files
list directives,they maybeappliedto a file baz in thefollowing manner:

%foo %bar baz

Now it’s time to take a look at thedirectivesthatinhabit the%files list.

6 This is not entirely thecasewhena relocatablepackageis beingbuilt. For moreinformationon relocatable
packages,seeChapter15, Makinga RelocatablePackage.
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13.6.1 File-related Directives
RPMprocessesfilesdifferentlyaccordingto theirtype.However, RPMdoesnothave
a methodof automaticallydeterminingfile types.Therefore,it is up to thepackage
builder to appropriatelymarkfiles in the%files list. This is doneusingoneof the
directivesbelow.

Keepin mind thatnot every file will needto bemarked. As you readthefollowing
sections,you’ll seethat directivesareonly usedin specialcircumstances.In most
packages,themajority of files in the%files list will notneedto bemarked.

The %doc Directive

The%doc directive flagsthefilename(s)thatfollow, asbeingdocumentation.RPM
keepstrackof documentationfiles in its database,sothatausercaneasilyfind infor-
mationaboutan installedpackage.In addition,RPM cancreatea package-specific
documentationdirectoryduringinstallationandcopy documentationinto it. Whether
or not thisadditionalstepis taken,is dependentonhow afile is specified. Hereis an
example:

%doc README
%doc /usr/local/foonly/README

The file READMEexists in the software’s top-level directoryduring the build, and
is includedin the packagefile. Whenthe packageis installed,RPM createsa di-
rectoryin thedocumentationdirectorynamedthesameasthepackage(ie,<soft-
ware>- <version>- <release>), andcopiestheREADMEfile there.Thenewly
createddirectoryandtheREADMEfile aremarkedin theRPMdatabaseasbeingdoc-
umentation.Thedefaultdocumentationdirectoryis /usr/doc , andcanbechanged
bysettingthedefaultdocdir rpmrc file entry. Formoreinformationonrpmrc
files, pleaseseeAppendixB, Therpmrc File.

Thefile /usr/local/foonly/README wasinstalledinto thatdirectoryduring
the build and is includedin the packagefile. When the packageis installed,the
READMEfile is copiedinto /usr/local/foonly andmarkedin theRPM data-
baseasbeingdocumentation.
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The %config Directive
The%config directiveis usedto flag thespecifiedfile asbeingaconfigurationfile.
RPM performsadditionalprocessingfor config files whenpackagesareerased,and
duringinstallationsandupgrades.This is dueto thenatureof config files: They are
oftenchangedby thesystemadministrator, andthosechangesshouldnot belost.

Thereis a restrictionto the%config directive, andthat restrictionis thatno more
thanonefilenamemayfollow the%config . Thismeansthatthefollowing example
is theonly allowableway to specifyconfig files:

%config /etc/foonly

Notethatthefull pathto thefile, asit is installedat build time, is required.

The %attr Directive
The%attr directive permitsfiner controlover threekey file attributes:

1. Thefile’s permissions,or "mode".

2. The file’s userID.

3. The file’s groupID.

The%attr directive hasthefollowing format:
%attr( <mode>, <user>, <group>) file

Themodeis specified in thetraditionalnumericformat,while theuserandgroupare
specifedasa string,suchas"root ". Here’sa sample%attr directive:

%attr(755, root, root) foo.bar

Thiswouldsetfoo.bar ’s permissionsto755.Thefile wouldbeownedbyuserroot,
grouproot. If aparticularattributedoesnotneedto bespecified(usuallybecausethe
file is installedwith thatattribute setproperly),thenthatattributemaybe replaced
with a dash:

%attr(755, -, root) foo.bar
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The main reasonto usethe %attr directive is to permit userswithout root access
to build packages.Thetechniquesfor doingthis (anda morein-depthdiscussionof
the%attr directive)canbefoundin Chapter16,Makinga PackageThatCanBuild
Anywhere.

The %verify Directive

RPM’s ability to verify the integrity of the software it hasinstalledis impressive.
But sometimesit’s a bit too impressive. After all, RPM canverify asmany asnine
differentaspectsof everyfile. The%verify directivecancontrolwhichof thesefile
attributesaretobecheckedwhenanRPMverificationisdone.Herearetheattributes,
alongwith thenamesusedby the%verify directive:

1. Owner(owner )

2. Group(group )

3. Mode(mode)

4. MD5 Checksum(md5)

5. Size(size )

6. Major Number(maj )

7. Minor Number(min )

8. SymbolicLink String(symlink )

9. ModificationTime (mtime )

How is %verify used?Say, for instance,thatapackageinstallsdevice files. Since
the owner of a device will change,it doesn’tmake senseto have RPM verify the
devicefile’s owner/groupandgiveoutafalsealarm.Instead,thefollowing%verify
directive couldbeused:

%verify(mode md5 size maj min symlink mtime) /dev/ttyS0
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We’ve left outowner andgroup , sincewe’d ratherRPM not verify those.7

However, if all you wantto do is preventRPM from verifying oneor two attributes,
you canuse%verify ’s alternatesyntax:

%verify(not owner group) /dev/ttyS0

This useof %verify producesidenticalresultsto thepreviousexample.

13.6.2 Director y-related Directives
While thetwo directivesin thissectionperformdifferentfunctions,eachis relatedto
directoriesin someway. Let’s seewhat they do:

The %docdir Directive
The%docdir directive is usedto adda directoryto the list of directoriesthatwill
containdocumentation.RPM includesthe directories/usr/doc , /usr/info ,
and/usr/man in the%docdir list by default.

For example,if thefollowing line is partof the%files list:

%docdir /usr/blather

any files in the%files list thatRPM packagesfrom /usr/blather will bein-
cludedin thepackageasusual,but will alsobeautomaticallyflaggedasdocumenta-
tion. Thisdirectiveis handywhenapackagecreatesits own documentationdirectory
andcontainsa largenumberof files. Let’s give it a try by addingthefollowing line
to our specfile:

%docdir /usr/blather

Our %files list containsno referencesto the several files the packageinstalls in
the/usr/blather directory. After building thepackage,lookingatthepackage’s
file list shows:

7 RPM will automaticallyexcludefile attributesfrom verificationif it doesn’tmake sensefor the typeof file.
In our example,gettingtheMD5 checksumof a device file is anexampleof sucha situation.
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# rpm -qlp ../RPMS/i386/blather-1.0-1.i386.rpm
…
#

Wait aminute:There’s nothingthere,noteven/usr/blather ! Whathappened?

Theproblemis that%docdir only directsRPM to mark thespecified directoryas
holdingdocumentation.It doesn’tdirectRPM to packageany files in thedirectory.
To dothat,weneedto clueRPMin to thefactthattherearefiles in thedirectorythat
mustbepackaged.

Oneway to do this is to simply addthefiles to the%files list:
%docdir /usr/blather
/usr/blather/INSTALL

Looking at thepackage,we seethat INSTALL waspackaged:
# rpm -qlp ../RPMS/i386/blather-1.0-1.i386.rpm
…
/usr/blather/INSTALL
#

DirectingRPM to only show thedocumentationfiles,we seethat INSTALL hasin-
deedbeenmarkedasdocumentation,eventhoughthe%doc directive hadnot been
used:

# rpm -qdp ../RPMS/i386/blather-1.0-1.i386.rpm
…
/usr/blather/INSTALL
#

Of course,if yougoto thetroubleof addingeachfile to the%files list, it wouldn’t
bethatmuchmorework to add%doc to eachone.Sothewayto getthemostbenefit
from %docdir is to addanotherline to the%files list:

%docdir /usr/blather
/usr/blather



Section 13.6:Directives For the %f i l es list 273

Sincethefirst line directsRPM to flag any file in /usr/blather asbeingdocu-
mentation,andthesecondline tells RPM to automaticallypackageany files found
in /usr/blather , everysinglefile in therewill bepackagedandmarkedasdoc-
umentation:

# rpm -qdp ../RPMS/i386/blather-1.0-1.i386.rpm
/usr/blather
/usr/blather/COPYING
/usr/blather/INSTALL
/usr/blather/README
…
#

The %docdir directive cansave quite a bit of effort in creatingthe %files list.
The only caveat is that you mustbe surethe directorywill only containfiles you
want marked asdocumentation.Keepin mind, also, that all subdirectoriesof the
%docdir ’ed directorywill bemarkedasdocumentationdirectories,too.

The %dir Directive
As wementionedin Section13.5,The%files List, if adirectoryis specified in the
%files list, thecontentsof thatdirectory, andthecontentsof everydirectoryunder
it, will automaticallybe includedin the package.While this featurecanbe handy
(assumingyouaresure thatevery file underthedirectoryshouldbepackaged)there
aretimeswhenthis couldbea problem.

Theway to getaroundthis, is to usethe%dir directive. By addingthis directive to
theline containingthedirectory, RPMwill packageonly thedirectoryitself, regard-
lessof what files arein the directoryat the time thepackageis created.Here’san
exampleof %dir in action.

Theblather-1.0 packagecreatesthedirectory/usr/blather aspartof its build.
It alsoputsseveral files in thatdirectory. In thespecfile, the /usr/blather di-
rectoryis includedin the%files list:

%files
…
/usr/blather
…
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Thereareno otherentriesin the%files list thathave /usr/blather aspartof
theirpath.After building thepackage,weuseRPMto look atthefilesin thepackage:

# rpm -qlp ../RPMS/i386/blather-1.0-1.i386.rpm
…
/usr/blather
/usr/blather/COPYING
/usr/blather/INSTALL
/usr/blather/README
…
#

Thefilespresentin /usr/blather atthetimethepackagewasbuilt wereincluded
in thepackageautomatically, withoutenteringtheir namesin the%files list.

However, afterchangingthe /usr/blather line in the%files list to:
%dir /usr/blather

andrebuilding the package,a listing of the package’sfiles now includesonly the
/usr/blather directory:

# rpm -qlp ../RPMS/i386/blather-1.0-1.i386.rpm
…
/usr/blather
…
#

-f <file> — Read the %files List From <file>

The -f option is usedto directRPM to readthe%files list from thenamedfile.
Likethe%files list in aspecfile, thefile namedusingthe-f optionshouldcontain
onefilenameperline andalsoincludeany of thedirectivesnamedin this section.

Why is it necessaryto readfilenamesfrom afile ratherthanhavethefilenamesin the
specfile? Here’sa possiblereason:

The filenames’pathsmay containa directorynamethat canonly be determinedat
build-time,suchasanarchitecturespecification.Thelist of files,minusthevariable
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partof thepath,canbecreated,andsed canbeusedatbuild-timeto updatethepath
appropriately.

It’s not necessarythatevery filenameto bepackagedresidein the file. If thereare
any filenamespresentin thespecfile, they will bepackagedaswell:

%files latex -f tetex-latex-skel
/usr/bin/latex
/usr/bin/pslatex
…

Here,the filenamespresentin the file tetex-latex-skel would bepackaged,
followedby every filenamefollowing the%files line.

13.7 The Lone Directive: %package
While every directive we’ve seensofar is usedin the%files list, the%package
directive is different. It is usedto permit thecreationof morethanonepackageper
specfile andcanappearat any point in thespecfile. Theseadditionalpackagesare
known assubpackages.Subpackagesarenamedaccordingto thecontentsof theline
containingthe%package directive. Theformatof thepackagedirective is:

%package: <string>

The<string> shouldbea namethatdescribesthesubpackage.This stringis ap-
pendedto thebasepackagenameto producethesubpackage’sname.For example,if
a specfile containsa name tagvalueof "foonly ", anda "%package doc " line,
thenthesubpackagenamewill be foonly-doc.

13.7.1 -n <string> — Use <string> As the Entire
Subpac kage Name
As wementionedabove,thenameof asubpackagenormallyincludesthemainpack-
agename.Whenthe-n optionis addedto the%package directive, it directsRPM
to usethe namespecified on the %package line as the entirepackagename. In
theexampleabove,thefollowing %package line wouldcreateasubpackagenamed
foonly-doc:
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%package doc

Thefollowing %package line would createa subpackagenameddoc:

%package -n doc

The%package directive playsanotherrole in subpackagebuilding. Thatrole is to
actasa placeto collecttagsthatarespecific to a givensubpackage.Any tagplaced
aftera %package directive will only applyto thatsubpackage.

Finally, thenamestringspecified by the%package directive is alsousedto denote
which partsof thespecfile area partof thatsubpackage.This is doneby including
thestring(alongwith the-n option,if presentonthe%package line)onthestarting
line of thesectionthatis to besubpackage-specific. Here’sanexample:

…
%package -n bar
…
%post -n bar
…

In this heavily editedspecfile segment,a subpackagecalledbar hasbeendefined.
Laterin thefile is apost-installscript. Becauseit hassubpackagebar’s nameonthe
%post line, thepost-installscriptwill bepartof thebar subpackageonly.

For moreinformationonbuilding subpackages,pleaseseeChapter18,CreatingSub-
packages.

13.8 Conditionals
While the"exclude"and"exclusive"tags(excludearch , exclusivearch , ex-
cludeos , andexclusiveos ) providesomecontroloverwhetherapackagewill
be built on a given architectureand/oroperatingsystem,that control is still rather
coarse.

For example,whatshouldbe doneif a packagewill build undermultiple architec-
tures,but requiresslightly different%build scripts?Or whatif a packagerequires
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a certainsetof files underoneoperatingsystem,andanentirelydifferentsetunder
anotheroperatingsystem?Thearchitectureandoperatingsystem-specific tagswe’ve
discussedearlierin the chapterdo nothingto help in suchsituations.What canbe
done?

Oneapproachwould beto simply createdifferentspecfiles for eacharchitectureor
operatingsystem.While it wouldcertainlywork, this approachhassomeproblems:

• Morework. Theexistenceof multiple specfiles for agivenpackagemeansthat
theeffort requiredto make any changesto thepackageis multiplied by however
many differentspecfiles thereare.

• More chancefor mistakes. If any work needsto be doneto the specfiles, the
factthey areseparatemeansit is thatmucheasierto forgetto makethenecessary
changesto eachone.Thereis alsothechanceof introducingmistakeseachtime
changesaremade.

Theotherapproachis to somehow permittheconditionalinclusionof architecture-or
operatingsystem-specific sectionsof thespecfile. Fortunately, theRPM designers
chosethis approach,andit makesmulti-platform packagebuilding easierandless
proneto mistakes.

We discussmulti-platformpackagebuilding in depthin Chapter19, Building Pack-
agesfor Multiple ArchitecturesandOperating Systems. For now, let’s take a quick
look at RPM’s conditionals.

13.8.1 The %ifarch Conditional
The%ifarch conditionalis usedto begin asectionof thespecfile thatis architec-
ture-specific. It is followedby oneor morearchitecturespecifiers,eachseparatedby
commasor whitespace.Hereis anexample:

%ifarch i386 sparc

Thecontentsof thespecfile following this line wouldbeprocessedonly by Intel x86
or SunSPARC-basedsystems.However, if only this line wereplacedin a specfile,
this is whatwould happenif a build wasattempted:
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# rpm -ba cdplayer-1.0.spec
Unclosed %if
Build failed.
#

The problemthat surfacedhereis that any conditionalmustbe "closed"by using
either%else or %endif . We’ll becoveringthemabit later in thechapter.

13.8.2 The %ifnarch Conditional
The%ifnarch conditionalis usedin asimilarfashionto %ifarch , exceptthatthe
logic is reversed.If a specfile containsa conditionalblock startingwith %ifarch
alpha , thatblock would beprocessedonly if thebuild wasbeingdoneon a Digi-
tal Alpha/AXP-basedsystem.However, if theconditionalblock startedwith %if-
narch alpha , thenthatblockwouldbeprocessedonly if thebuild werenotbeing
doneon anAlpha.

Like%ifarch , %ifnarch canbefollowedby oneor morearchitecturesandmust
beclosedby a %else or %endif .

13.8.3 The %ifos Conditional
The%ifos conditionalis usedto controlRPM’s specfile processingbasedon the
build system’soperatingsystem. It is followed by oneor moreoperatingsystem
names. A conditionalblock startedwith %ifos must be closedby a %else or
%endif . Here’sanexample:

%ifos linux

Thecontentsof thespecfile following this line wouldbeprocessedonly if thebuild
wasdoneon a linux system.

13.8.4 The %ifnos Conditional
The%ifnos conditionalis thelogicalcomplementto%ifos : thatis, if aconditional
startingwith theline %ifnos irix is presentin a specfile, thenthefile contents
afterthe%ifnos will notbeprocessedif thebuild systemis runningIrix. Asalways,
aconditionalblock startingwith %ifnos mustbeclosedby a%else or %endif .
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13.8.5 The %else Conditional
The %else conditionalis placedbetweena %if conditionalof somepersuasion,
anda %endif . It is usedto createtwo blocksof specfile statements,only oneof
which will beusedin any givencase.Here’s anexample:

%ifarch alpha
make RPM_OPT_FLAGS="$RPM_OPT_FLAGS-I ."
%else
make RPM_OPT_FLAGS="$RPM_OPT_FLAGS"
%endif

Whenabuild is performedonaDigital Alpha/AXP, someadditionalflagsareadded
to themake command.On all othersystems,theseflagsarenot added.

13.8.6 The %endif Conditional
A %endif is usedto enda conditionalblock of specfile statements.It canfollow
oneof the%if conditionals,or the%else . The%endif is alwaysneededaftera
conditional,otherwisethebuild will fail. Here’sshortconditionalblock,endingwith
a %endif :

%ifarch i386
make INTELFLAG=-DINTEL
%endif

In this example,we seethe conditionalblock startedwith a %ifarch andended
with a %endif .

Now thatwe have somemorein-depthknowledgeof thespecfile, let’s take a look
at someof RPM’s additionalfeatures.In thenext chapter, we’ll explorehow to add
dependency informationto a package.
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14 Adding Dependenc y Information to a
Package
Sincethevery first versionof RPM hit thestreets,oneof thesideeffectsof RPM’s
easeof usewasthatit madeit easierfor peopleto breakthings.SinceRPM madeit
sosimpleto erasepackages,it becamecommonfor peopleto joyfully erasepackages
until somethingbroke.

Usuallythis only bit peopleonce,but evenoncewastoomuchof ahassleif it could
beprevented.With this in mind, theRPM developersgaveRPM theability to:

• Build packagesthatcontaininformationon thecapabilitiesthey require.

• Build packagesthatcontaininformationon thecapabilitiesthey provide.

• Storethis "provides"and"requires"informationin theRPM database.

In addition, they madesureRPM wasable to displaydependency information,as
well as to warn usersif they wereattemptingto do somethingthat would breaka
package’sdependency requirements.

With thesefeaturesin place,it becamemoredifficult for someoneto unknowingly
erasea packageandwreakhavoc on their system.

14.1 An Overview of Dependencies
We’vealreadyalludedto theunderlyingconceptfor RPM’sdependency processing.
It is basedon two key factors:

• Packagesadvertisewhatcapabilitiesthey provide.

• Packagesadvertisewhatcapabilitiesthey require.

By simply checkingthesetwo typesof information,many possibleproblemscan
beavoided. For example,if a packagerequiresa capabilitythat is not providedby
any already-installedpackage,thatpackagecannotbeinstalledandexpectedto work
properly.
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On the otherhand,if a packageis to be erased,but its capabilitiesarerequiredby
otherinstalledpackages,thenit cannotbeerasedwithout causingotherpackagesto
fail.

Asyoumightimagine,it’s notquitethatsimple.But addingdependency information
canbeeasy. In fact, in mostcases,it’s automatic!

14.2 Automatic Dependencies
Whenapackageis built by RPM,if any file in thepackage’s%files list is ashared
library, thelibrary’s soname isautomaticallyaddedto thelist of capabilitiesthepack-
ageprovides.Thesonameis thenameusedto determinecompatibilitybetweendif-
ferentversionsof a library.

Notethatthis is not a filename.In fact,no aspectof RPM’s dependency processing
is basedon filenames.Many peoplenew to RPM oftenmake theassumptionthata
faileddependency representsa missingfile. This is not thecase.

RememberthatRPM’sdependency processingis basedonknowingwhatcapabilities
areprovidedby apackageandwhatcapabilitiesapackagerequires.We’veseenhow
RPM automaticallydetermineswhat sharedlibrary resourcesa packageprovides.
But doesit automaticallydeterminewhatsharedlibrariesa packagerequires?

Yes! RPM doesthis by running ldd on every executableprogramin a package’s
%files list. Sinceldd providesalist of thesharedlibrarieseachprogramrequires,
both halvesof the equationarecomplete— that is, thepackagesthatmake shared
librariesavailable,andthepackagesthatrequirethosesharedlibraries,aretrackedby
RPM.RPMcanthentakethatinformationinto accountwhenpackagesareinstalled,
upgraded,or erased.

14.2.1 The Automatic Dependenc y Scripts
RPM usestwo scriptsto handleautomaticdependency processing.They residein
/usr/bin andarecalledfind-requires , andfind-provides . We’ll take
a look at themin a minute,but first let’s look at why therearescriptsto do this sort
of thing. Wouldn’t it bebetterto have this built into RPM itself?

Actually, creatingscriptsfor thissortof thing is abetteridea.Thereason?RPMhas
alreadybeenportedto a variety of differentoperatingsystems.Determiningwhat
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sharedlibrariesanexecutablerequires,andthesonameof sharedlibraries,is simple,
but theexactstepsrequiredvarywidely fromoneoperatingsystemtoanother. Putting
this partof RPM into a scriptmakesit easierto port RPM.

Let’s takealookatthescriptsthatareusedbyRPMundertheLinux operatingsystem.

find-requires — Automaticall y Determine Shared Librar y
Requirements
The find-requires script for Linux is quitesimple:

#!/bin/sh

# note this works for both a.out and ELF executables

ulimit -c 0

filelist=‘xargs -r file | fgrep executable | cut -d: -f1 ‘

for f in $filelist; do
ldd $f | awk ’/=>/ { print $1 }’

done | sort -u | xargs -r -n 1 basename | sort -u

Thisscriptfirst createsalist of executablefiles. Then,for eachfile in thelist, ldd de-
terminesthefile’s sharedlibrary requirements,producinga list of sonames.Finally,
thelist of sonamesis sanitizedby removing duplicates,andremoving any paths.

find-provides — Automaticall y Determine Shared Librar y Sonames
The find-provides script for Linux is a bit more complex, but still pretty
straightforward:

#!/bin/bash

# This script reads filenames from STDIN and outputs any relevant
# provides information that needs to be included in the package.

filelist=$(grep ".so" | grep -v "^/lib/ld.so" |
xargs file -L 2>/dev/null | grep "ELF.*shared object" | cut -d: -f1)

for f in $filelist; do
soname=$(objdump -p $f | awk ’/SONAME/ {print $2}’)



284 Chapter 14:Adding Dependency Information to a Package

if [ "$soname" != "" ]; then
if [ ! -L $f ]; then

echo $soname
fi

else
echo ${f##*/}

fi
done | sort -u

First,a list of sharedlibrariesis created.Then,for eachfile on thelist, thesonameis
extracted,cleanedup, andduplicatesremoved.

14.2.2 Automatic Dependencies: An Example
Let’s take a widely usedprogram,ls , thedirectorylister, asanexample.On a Red
Hat Linux system,ls is partof the fileutils packageandis installedin /bin .
Let’s play thepartof RPMduringfileutils ’ packagebuild andrun find-re-
quires on /bin/ls . Here’swhatwe’ll see:

# find-requires
/bin/ls
<ctrl-d>
libc.so.5
#

Thefind-requires scriptreturnedlibc.so.5 . Therefore,RPMshouldadda
requirementfor libc.so.5 whenthefileutils packageis built. Wecanverify
thatRPMdid addls ’ requirementfor libc.so.5 by usingRPM’s--requires
optionto displayfileutils ’ requirements:

# rpm -q --requires fileutils
libc.so.5
#

OK, that’sthefirst half of theequation— RPMautomaticallydetectingapackage’s
sharedlibrary requirements.Now let’s look atthesecondhalf of theequation-- RPM
detectingpackagesthatprovide sharedlibraries. Sincethe libc packageincludes,
amongothers,thesharedlibrary /lib/libc.so.5.3.12 , RPMwouldobtainits
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soname.We cansimulatethis by usingfind-provides to print out thelibrary’s
soname:

# find-provides
/lib/libc.so.5.3.12
[Ctrl]-[D]
libc.so.5
#

OK, so/lib/libc.so.5.3.12 ’s sonameis libc.so.5 . Let’sseeif thelibc
packagereally does"provide" the libc.so.5 soname:

# rpm -q --provides libc
libm.so.5
libc.so.5
#

Yes,thereit is, alongwith thesonameof anotherlibrary containedin thepackage.In
thisway, RPMcanensurethatany packagerequiringlibc.so.5 will haveacom-
patiblelibrary availableaslongasthelibc package,whichprovideslibc.so.5 ,
is installed.

In mostcases,automaticdependenciesareenoughto fill thebill. However, thereare
circumstanceswhenthepackagebuilderhastomanuallyadddependency information
to a package.Fortunately, RPM’s approachto manualdependenciesis bothsimple
andflexible.

14.2.3 The autoreqprov Tag — Disab le Automatic
Dependenc y Processing
Theremaybe timeswhenRPM’s automaticdependency processingis not desired.
In thesecases,the autoreqprov tag may be usedto disableit. This tag takesa
yes/no or 0/1 value. For example,to disableautomaticdependency processing,
thefollowing line maybeused:

AutoReqProv: no
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14.3 Manual Dependencies
You might have noticedthatwe’ve beenusingthewords"requires"and"provides"
to describethedependency relationshipsbetweenpackages.As it turnsout,theseare
the exact wordsusedin specfiles to manuallyadddependency information. Let’s
look at the first tag: requires .

14.3.1 The requires Tag
We’ve beendeliberatelyvaguewhendiscussingexactly whatit is thata packagere-
quires. Although we’ve usedthe word "capabilities",in fact, manualdependency
requirementsarealwaysrepresentedin termsof packages.For example,if package
foo requiresthatpackagebar is installed,it’s only necessaryto addthefollowing
line to foo ’s specfile:

requires: bar

Later, whenthe foo packageis beinginstalled,RPM will considerfoo ’s depen-
dency requirementsmetif any versionof packagebar is alreadyinstalled.1

If morethanonepackageis required,they canbeaddedto therequires tag,one
afteranother, separatedby commasand/orspaces.Soif packagefoo requirespack-
agesbar andbaz , thefollowing line will do thetrick:

requires: bar, baz

As longasany versionof bar andbaz is installed,foo ’s dependencieswill bemet.

Adding Version Requirements

Whena packagehasslightly morestringentneeds,it’s possibleto requirecertain
versionsof a package.All that’s necessaryis to add the desiredversionnumber,
precededby oneof thefollowing comparisonoperators:

1 As long as the requiringand the providing packagesare installedusing the sameinvocationof RPM, the
dependency checkingwill succeed.For example,the commandrpm -ivh *.rpm will properlycheckfor
dependencies,evenif therequiringpackageendsup beinginstalledbefore theproviding package.



Section 14.3:Manual Dependencies 287

• Requirespackagewith a versionlessthanthespecified version.

• Requirespackagewith a versionlessthanor equalto thespecified version.

• Requirespackagewith a versionequalto thespecified version.

• Requirespackagewith aversionequalto or greaterthanthespecifiedversion.

• Requirespackagewith a versiongreaterthanthespecified version.

Continuingwith ourexample,let’s supposethattherequiredversionof packagebar
actuallyneedsto beat least2.7,andthatthebaz packagemustbeversion2.1— no
otherversionwill do. Here’swhattherequires tagline would look like:

requires: bar >= 2.7, baz = 2.1

We cangetevenmorespecific andrequirea particularreleaseof a package:

requires: bar >= 2.7-4, baz = 2.1-1

When Version Number s Aren’t Enough

Youmight think thatwith all thesefeatures,RPM’s dependency processingcanhan-
dle every conceivablesituation. You’d be right, exceptfor the problemof version
numbers.RPMneedsto beableto determinewhichversionnumbersaremorerecent
thanothers,in orderto performits versioncomparisons.

It’s pretty simpleto determinethat version1.5 is older thanversion1.6. But what
about2.01and2.1?Or 7.6aand7.6?There’snowayfor RPMto keepupwith all the
differentversion-numberingschemesin use.But thereis a solution;two, in fact…

Solution Number 1: Serial number s

WhenRPMcan’tdecipherapackage’sversionnumber, it’s time to pull out these-
rial tag.This tagis usedto helpRPMdetermineversionnumberordering.Here’s
a sampleserial tag line:

Serial: 42
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This line indicatesthat the packagehasa serialnumberof 42. What doesthe 42
mean?Only that this versionof thepackageis older thanthesamepackagewith a
serialnumberof 41,but youngerthanthesamepackagewith aserialnumberof 43. If
youthink of serialnumbersasbeingnothingmorethanverysimpleversionnumbers,
you’ll beon themark.

In orderto direct RPM to look at the serialnumberinsteadof the versionnumber
whendoingdependency checking,it’s necessaryto appendan"S" to theendof the
conditionaloperatorin the requires tag line. So if a packagerequirespackage
foo to havea serialnumberequalto 42, thefollowing tagline wouldbeused:

Requires: foo =S 42

If thefoo packageneedsto haveaserialnumbergreaterthanor equalto 42,this line
would work:

Requires: foo >=S 42

It mightseemthatusingserialnumbersis alot of extratrouble,andyou’reright. But
thereis analternative:

Solution Number 2: Just Say No!

If you have theoptionbetweenchangingthesoftware’sversion-numberingscheme,
or usingserialnumbersin RPM, pleaseconsiderchangingthe version-numbering
scheme.Chancesare,if RPM can’t figureit out,mostof thepeopleusingyoursoft-
warecan’t,either. But in caseyouaren’t theauthorof thesoftwareyou’repackaging,
andits versionnumberingschemeis giving RPM fits, theserial tagcanhelpyou
out.

14.3.2 The conflicts Tag

The conflicts tag is the logical complementto the requires tag. It is used
to specifywhich packagesconflict with thecurrentpackage.RPM will not permit
conflicting packagesto beinstalledunlessoverriddenwith the--nodeps option.
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Theconflicts taghasthesameformatasrequires . It acceptsa realor virtual
packagenameandcanoptionallyincludeversionandreleasespecificationsoraserial
number.

14.3.3 The provides Tag

Now thatyou’ve seenhow it’s possibleto requirea packageusingthe requires
tag,you’re probablyexpectingthat you’ll needto usethe provides tag in every
singlepackage.After all, RPM hasto get thosepackagenamesfrom somewhere,
right?

While it is truethatRPMneedsto havethepackagenamesavailable,theprovides
tagis normallynot required.It wouldactuallyberedundant,becausetheRPMdata-
basealreadycontainsthenameof everypackageinstalled.There’s noneedto dupli-
catethat information.

But wait — We saidearlierthatmanualdependency requirementsarealwaysrepre-
sentedin termsof packages.If RPM doesn’t requirethepackagebuilder to usethe
provides tagto provide thepackagename,thenwhatis theprovides tagused
for?

Vir tual Packages

Enterthevirtual package.A virtual packageis nothingmorethana namespecified
with the provides tag. Virtual packagesare handywhena packagerequiresa
certaincapability, andthatcapabilitycanbeprovidedby any oneof severalpackages.
Here’sanexample:

In orderto work properly, sendmail needsalocaldeliveryagentto handlemail de-
livery. Thereareanumberof differentlocaldeliveryagentsavailable— sendmail
will work just fine with any of them.

In thiscase,it doesn’tmakesenseto forcetheuseof aparticularlocaldeliveryagent;
aslong asone’sinstalled,sendmail ’s requirementswill have beensatisfied. So
sendmail ’s packagebuilderaddsthefollowing line to sendmail ’s specfile:

requires: lda
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Thereis nopackagewith thatnameavailable,sosendmail ’s requirementsmustbe
metwith avirtual package.Thecreatorsof thevariouslocaldeliveryagentsindicate
thattheirpackagessatisfytherequirementsof thelda virtual packageby addingthe
following line to their packages’specfiles:

provides: lda

(Notethatvirtual packagesmaynothaveversionnumbers.)Now, whensendmail
is installed,aslongasthereis apackageinstalledthatprovidesthelda virtual pack-
age,therewill beno problem.

14.4 To Summariz e…
RPM’s dependency processingis basedon trackingthecapabilitiesa packagepro-
vides,andthecapabilitiesa packagerequires.A package’s requirementscancome
from two places:

1. Sharedlibrary requirements,automaticallydeterminedby RPM.

2. Therequires tagline, manuallyaddedto thepackage’sspecfile.

Theserequirementscanbeviewedby usingRPM’s --requires queryoption. A
specific requirementcanbeviewedby usingthe--whatrequires queryoption.
Both optionsarefully describedin Chapter5, GettingInformationAboutPackages.

Thecapabilitiesa packageprovides,cancomefrom threeplaces:

1. Sharedlibrary sonames,automaticallydeterminedby RPM.

2. Theprovides tagline, manuallyaddedto thepackage’sspecfile.

3. Thepackage’sname(andoptionally, version/serialnumber).

The first two typesof informationcanbe viewed by usingRPM’s --provides
queryoption. A specific capabilitycanbeviewedby usingthe--whatprovides
queryoption. Both optionsare fully describedin Chapter5, Getting Information
AboutPackages.
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Thepackagenameandversionarenotconsideredcapabilitiesthatareexplicitly pro-
vided.Therefore,if asearchusing--provides or --whatprovides comesup
dry, try simply looking for a packageby thatname.

Asyou’veprobablygatheredbynow, usingmanualdependenciesrequiressomelevel
of synchronizationbetweenpackages.This canbetricky, particularlyif you’re not
responsiblefor both packages.But RPM’s dependency processingcan make life
easierfor your users.
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15 Making a Relocatab le Package
RPMhastheability to giveuserssomelatitudein decidingwherepackagesareto be
installedontheirsystems.However, packagebuildersmustfirstdesigntheirpackages
to give usersthis freedom.

That’sall well andgood,but why wouldtheability to "relocate"apackagebeall that
important?

15.1 Why relocatab le packages?
Oneof the many problemsthat plaguea systemadministrator’slife is disk space.
Usually, there’snotenoughof it, andif thereis enough,chancesareit’s in thewrong
place.Here’sa hypotheticalexample:

• Somenew softwarecomesout andis desiredgreatlyby theusercommunity.

• Thesystemadministratorcarefullyreviewsthesoftware’sinstallationdocumen-
tationprior to doingto theinstallation.1Shenotesthat thesoftware,all 150MB
of it, installsinto /opt .

• Frowning, thesysadminfiresoff a quick df command:
# df
Filesystem 1024-blocks Used Available Capacity Mounted on
/dev/sda0 100118 28434 66514 30% /
/dev/sda6 991995 365527 575218 39% /usr
#

Bottomline: There’s no way 150MB of new softwareis goingto fit on theroot
filesystem.

• Sighingheavily, thesysadminponderswhatto donext. If only thereweresome
way to install thesoftwaresomewhereon the /usr filesystem…

It doesn’thave to be this way. RPM hasthe ability to make packagesthat canbe
installedwith auser-specifiedprefix thatdictateswherethesoftwarewill actuallybe

1 Hey, we saidit washypothetical!
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placed.By makingpackagesrelocatable,thepackagebuildercanmakelife easierfor
sysadminseverywhere.But whatexactly is a relocatablepackage?

A relocatablepackageis a packagethat is standardin every way, save one. The
differencelies in theprefix tag. Whenthis tag is addedto a specfile, RPM will
attemptto build a relocatablepackage.

Notetheword "attempt".Therearea few conditionsthatmustbemetbeforea relo-
catablepackagecanbebuilt successfully, andthis chapterwill cover themall. But
first, let’s look atexactlyhow RPMcanrelocateapackage.And theonecomponent
at theheartof packagerelocationis theprefix tag.

15.2 The prefix tag: Relocation Central
Thebestway to explainhow theprefix tagis usedis to stepthroughanexample.
Here’sa sampleprefix tag:

Prefix: /opt

In this example,the prefix path is defined as /opt . This meansthat, by default,
thepackagewill install its files under/opt . Let’s assumethespecfile containsthe
following line in its %files list:

/opt/bin/baz

If the packageis installed without any relocation, this file will be installed in
/opt/bin . This is identicalto how a non-relocatablepackageis installed.

However, if thepackageis to berelocatedon installation,thepathof everyfile in the
%files list is modified accordingto thefollowing steps:

1. Thepartof thefile’s paththatcorrespondsto thepathspecifiedon theprefix
tag line is removed.

2. Theuser-specified relocationprefix is prependedto thefile’s path.

Usingour /opt/bin/baz file asanexample,let’s assumethattheuserinstalling
the packagewishesto override the default prefix (/opt ), with a new prefix, say,
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/usr/local/opt . Following thestepsabove,we first remove theoriginal prefix
from the file’s path:

/opt/bin/baz

becomes:

/bin/baz

Next, we addtheuser-specified prefix to thefront of the remainingpartof thefile-
name:

/usr/local/opt + /bin/baz = /usr/local/opt/bin/baz

Now that the file’s new pathhasbeencreated,RPM installsthefile normally. This
part of it seemssimpleenough,andit is. But aswe mentionedabove, therearea
few thingsthe packagebuilder needsto considerbeforegettingon the relocatable
packagebandwagon.

15.3 Relocatab le Wrinkles: Things to Consider

While it’s certainlynoproblemto addaprefix tagline to aspecfile, it’s necessary
to considera few otherissues:

• Every file in the%files list muststartwith thepathspecified on theprefix
tag line.

• Thesoftwaremustbewrittensuchthatit canoperateproperlyif relocated.Ab-
solutesymlinksarea primeexampleof this.

• Othersoftwaremustnot rely on the relocatablepackagebeinginstalledin any
particularlocation.

Let’s cover eachof theseissues,startingwith the%files list.
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15.3.1 %files List Restrictions

Asmentionedabove,eachfile in the%files list muststartwith therelocationprefix.
If this isn’t done,thebuild will fail:

# rpm -ba cdplayer-1.0.spec
* Package: cdplayer
+ umask 022
+ echo Executing: %prep
…
Binary Packaging: cdplayer-1.0-1
Package Prefix = usr/local
File doesn’t match prefix (usr/local): /usr/doc/cdplayer-1.0-1
File not found: /usr/doc/cdplayer-1.0-1
Build failed.
#

In ourexample,thebuild proceedednormallyuntil thetimecameto createthebinary
packagefile. At thatpointRPMdetectedtheproblem.Theerrormessagesaysit all:
The prefix line in the specfile (/usr/local ) wasnot presentin the first part
of the file’s (/usr/doc/cdplayer-1.0-1 ) path. This stoppedthebuild in its
tracks.

Thefactthatevery file in a relocatablepackagemustbeinstalledunderthedirectory
specifiedin theprefix line, raisessomeissues.For example,whataboutaprogram
thatreadsa configurationfile normallykept in /etc ?

This questionleadsright into our next section.

15.3.2 Relocatab le Packages Must Contain Relocatab le
Software

While thissection’stitle seemsprettyobvious,it’s notalwayseasyto tell if apartic-
ularpieceof softwarecanberelocated.Let’s takea look at thequestionraisedat the
endof theprevioussection.If aprogramhasbeenwrittento readitsconfigurationfile
from /etc , therearethreepossibleapproachesto makingthatprogramrelocatable:

1. Settheprefix to /etc andpackageeverythingunder/etc .
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2. Packageeverythingsomewhereotherthan /etc andleave out the config file
entirely.

3. Modify theprogram.

Thefirst approachwould certainlywork from a purelytechnicalstandpoint,but not
many peoplewould behappy with a programthat installeditself in /etc . So this
approachisn’t viable.

Thesecondapproachmight bemoreappropriate,but it forcesusersto completethe
install by having themcreatetheconfig file themselves. If RPM’s goal is to make
softwareeasierto install andremove,this is not a viableapproach,either!

Thefinal approachmightbethebest.Oncetheprogramis installed,whentherewrit-
tensoftwareis first run, it couldseethatno configurationfile existedin /etc , and
createone.

However, even thoughthis would work, whenthe time cameto erasethe package,
theconfig file would be left behind. RPM hadnever installedit, soRPM couldn’t
getrid of it. There’s alsothefactthatthis approachis probablymorelaborintensive
thanmostpackagebuilderswould like.

Noneof theseapproachesarevery appealing,arethey? Somesoftwarejust doesn’t
relocatevery well. In general,any of the following thingsarewarningsignsthat
relocationis goingto bea problem:

• Thesoftwarecontainsoneor morefiles thatmustbeinstalledin specific direc-
tories

• Thesoftwarerefersto systemfiles usingrelative paths(Which is really just an-
otherway of sayingthesoftwaremustbeinstalledin aparticulardirectory)

If thesekindsof issuescropup, thenmakingthesoftwarerelocatableis goingto be
tough. And there’sstill oneissueleft to consider.
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15.3.3 The Relocatab le Software Is Referenced By Other
Software
Evenassumingthesoftwareis written sothat it canbeput in a relocatablepackage,
therestill might beaproblem.And thatproblemcentersnot on therelocatablesoft-
wareitself, but on otherprogramsthatreferencetherelocatablesoftware.

For example,therearetimeswhena packageneedsto executeotherprograms.This
mightincludebackupsoftwarethatneedstosendmail,oracommunicationsprogram
thatneedsto compressfiles. If theseunderlyingprogramswererelocatable,andnot
installedwhereotherpackagesexpectthem,thenthey would beof little use.

Granted,thisisn’t acommonproblem,but it canhappen.And for thepackagebuilder
interestedin building relocatablepackages,it’s an issuethat needsto be explored.
Unfortunately, this typeof problemcanbethehardestto find.

If, however, a softwareproducthasbeenfound to be relocatable,themechanicsof
actuallybuilding a relocatablepackageareprettystraightforward.Let’s give it a try.

15.4 Building a Relocatab le Package
For thisexample,we’ll useour tried-and-truecdplayer application.Let’s startby
reviewing thespecfile for possibleproblems:

#
# Example spec file for cdplayer app...
#
Summary:A CD player app that rocks!
Name: cdplayer
…
%files
%doc README
/usr/local/bin/cdp
/usr/local/bin/cdplay
%doc /usr/local/man/man1/cdp.1
%config /etc/cdp-config
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Everythinglooksall right, exceptfor the%files list. Therearefiles in /usr/lo-
cal/bin , amanpagein /usr/local/man/man1 , andaconfig file in /etc . A
prefix of /usr/local wouldwork prettywell, exceptfor thatcdp-config file.

For thesake of this first build, we’ll declaretheconfig file unnecessaryandremove
it from the %files list. We’ll thenadda prefix tag line, settingthe prefix to
/usr/local . After thesechangesaremade,let’s try a build:

# rpm -ba cdplayer-1.0.spec
* Package: cdplayer
+ umask 022
+ echo Executing: %prep
Executing: %prep
+ cd /usr/src/redhat/BUILD
+ cd /usr/src/redhat/BUILD
+ rm -rf cdplayer-1.0
+ gzip -dc /usr/src/redhat/SOURCES/cdplayer-1.0.tgz
…
Binary Packaging: cdplayer-1.0-1
Package Prefix = usr/local
File doesn’t match prefix (usr/local): /usr/doc/cdplayer-1.0-1
File not found: /usr/doc/cdplayer-1.0-1
Build failed.
#

The build proceedednormallyup to thepoint of actuallycreatingthebinary pack-
age. ThePackage Prefix = usr/local line confirms thatRPM pickedup
ourprefix tagline. But thebuild stopped— andonafile called/usr/doc/cd-
player-1.0-1 . But thatfile isn’t evenin the%files list. What’sgoingon?

Take a closerlook at the%files list. Seethe line that reads%doc README? In
The%doc Directivein Section13.6.1, wediscussedhow the%docdirectivecreates
a directoryunder/usr/doc . That’s the file that killed the build — thedirectory
createdby the%doc directive.

Let’s temporarilyremove thatline from the%files list andtry again:
# rpm -ba cdplayer-1.0.spec
* Package: cdplayer
+ umask 022
+ echo Executing: %prep
Executing: %prep



300 Chapter 15:Making a Relocatable Package

+ cd /usr/src/redhat/BUILD
+ cd /usr/src/redhat/BUILD
+ rm -rf cdplayer-1.0
+ gzip -dc /usr/src/redhat/SOURCES/cdplayer-1.0.tgz
…
Binary Packaging: cdplayer-1.0-1
Package Prefix = usr/local
Finding dependencies...
Requires (2): libc.so.5 libncurses.so.2.0
bin/cdp
bin/cdplay
man/man1/cdp.1
90 blocks
Generating signature: 0
Wrote: /usr/src/redhat/RPMS/i386/cdplayer-1.0-1.i386.rpm
+ umask 022
+ echo Executing: %clean
Executing: %clean
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ exit 0
Source Packaging: cdplayer-1.0-1
cdplayer-1.0.spec
cdplayer-1.0.tgz
82 blocks
Generating signature: 0
Wrote: /usr/src/redhat/SRPMS/cdplayer-1.0-1.src.rpm
#

Thebuild completednormally. Notehow thefiles to beplacedin thebinarypackage
file arelisted,minustheprefix of /usr/local . Someof you might bewondering
why thecdp.1 file didn’t causeproblems.After all, it hada %doc directive, too.
Theanswerlies in theway thefile wasspecified. Sincethefile wasspecified using
anabsolutepath,andthatpathstartedwith theprefix /usr/local , therewasno
problem. A morecompletediscussionof the %doc directive canbe found in The
%doc Directivein Section13.6.1.

15.4.1 Tying Up the Loose Ends
In thecourseof building this package,we raninto two hitches:

1. Theconfig file cdp-config couldn’t beinstalledin /etc .



Section 15.4:Building a Relocatable Package 301

2. TheREADMEfile couldnot bepackagedusingthe%doc directive.

Bothof theseissuesaredueto thefactthatthefiles’ pathsdonotstartwith thedefault
prefix path/usr/local . Doesthis meanthis packagecannotberelocated?Pos-
sibly, but therearetwo optionsto consider. The first option is to review theprefix.
In thecaseof our example,if we chosea prefix of /usr insteadof /usr/local ,
theREADMEfile couldbepackagedusingthe%docdirective,sincethedefaultdocu-
mentationdirectoryis /usr/doc . Anotherapproachwouldbeto usethe%docdir
directive to define anotherdocumentation-holdingdirectory somewherealong the
prefix path. 2

This approachwouldn’t work for /etc/cdp-config , though. To packagethat
file, we’d needto resortto moreextrememeasures.Basically, this approachwould
entailpackagingthefile in anacceptabledirectory(somethingunder/usr/local )
andusingthe%post post-installscriptto movethefile to /etc . Pointingasymlink
at theconfig file is anotherpossibility.

Of course,this approachhassomeproblems.First,you’ll needto write a%postun
script to undowhat the%post script does. 3A %verifyscript thatmadesure
thefileswerein placewouldbenice,too. Second,becausethefile or symlinkwasn’t
installedby RPM,there’snoentryfor it in theRPMdatabase.Thisreducestheutility
of RPM’s-c and-d optionswhenissuingqueries.Finally, if youactuallymovefiles
aroundusingthe%post script,thefilesyoumovewill notverify properly, andwhen
thepackageis erased,your userswill getsomedisconcertingmessageswhenRPM
can’t find themovedfiles to erasethem.If youhaveto resortto thesekindsof tricks,
it’s probablybestto forget trying to make thepackagerelocatable.

15.4.2 Test-Driving a Relocatab le Package
Looks like cdplayer is a poor candidatefor beingmaderelocatable.However,
sincewedid getahamstrungversionto build successfully, wecanuseit to show how
to testa relocatablepackage.

2 For moreinformationon the%docdir directive,pleaseseeThe%docdir Directivein Section13.6.2.
3 Install anderase-timescriptshave anenvironmentvariable,RPM_INSTALL_PREFIX , thatcanbeusedto
write scriptsthatareableto actappropriatelyif thepackageis relocated.SeeSection13.3.2,Install/Erase-time
Scriptsfor moreinformation.
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First, let’s seeif thebinarypackagefile’s prefix hasbeenrecordedproperly. Wecan
do this by usingthe--queryformat optionto RPM’s querymode:

# rpm -qp --queryformat ’%{DEFAULTPREFIX}\n’
cdplayer-1.0-1.i386.rpm
/usr/local
#

TheDEFAULTPREFIXtagdirectsRPM to displaytheprefix usedduringthebuild.
As we cansee,it’s /usr/local , just aswe intended. The --queryformat
optionis discussedin --queryformat —Constructa CustomQueryResponsein
Section5.2.2.

Soit lookslike we havea relocatablepackage.Let’s try a coupleof installsandsee
if wereallycaninstall it in differentlocations.First, let’s try aregularinstallwith no
prefix specified:

# rpm -Uvh cdplayer-1.0-1.i386.rpm
cdplayer ##################################################
#

Thatseemedto work well enough.Let’s seeif thefiles wentwherewe intended:
# ls -al /usr/local/bin
total 558
-rwxr-xr-x 1 root root 40739 Oct 7 13:23 cdp*
lrwxrwxrwx 1 root root 18 Oct 7 13:40 cdplay -> /usr/local/bin/cdp*
…
# ls -al /usr/local/man/man1
total 9
-rwxr-xr-x 1 root root 4550 Oct 7 13:23 cdp.1*
…
#

Looksgood.Let’s erasethepackageandreinstallit with a differentprefix:
# rpm -e cdplayer
# rpm -Uvh --prefix /usr/foonly/blather cdplayer-1.0-1.i386.rpm
cdplayer ##################################################
#
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(Weshouldmentionthatdirectoriesfoonly andblather didn’t exist prior to in-
stallingcdplayer .)

RPMhasanothertagthatcanbeusedwith the--queryformat option. It’s called
INSTALLPREFIX andusingit displaysthe prefix underwhich a packagewasin-
stalled. Let’s give it a try:

# rpm -q --queryformat ’%{INSTALLPREFIX}\n ’ cdplayer
/usr/foonly/blather
#

As wecansee,it displaystheprefix weenteredonthecommandline. Let’s seeif the
files wereinstalledaswe directed:

# cd /usr/foonly/blather/
# ls -al
total 2
drwxr-xr-x 2 root root 1024 Oct 7 13:45 bin/
drwxr-xr-x 3 root root 1024 Oct 7 13:45 man/
#

Sofar, sogood— theproperdirectoriesarethere.Let’s look at themanpagefirst:

# cd /usr/foonly/blather/man/man1/
# ls -al
total 5
-rwxr-xr-x 1 root root 4550 Oct 7 13:23 cdp.1*
#

That looksok. Now on to thefiles in bin :

# cd /usr/foonly/blather/bin
# ls -al
total 41
-rwxr-xr-x 1 root root 40739 Oct 7 13:23 cdp*
lrwxrwxrwx 1 root root 18 Oct 7 13:45 cdplay -> /usr/local/bin/cdp
#
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Uh-oh. That cdplay symlink isn’t right. What happened?If we look at cd-
player ’s makefile, we seetheanswer:

install: cdp cdp.1.Z
…
ln -s /usr/local/bin/cdp /usr/local/bin/cdplay

Ah, whenthesoftwareis installedduringRPM’sbuild process,themake file setsup
thesymboliclink. Looking backat the%files list, we seecdplay listed. RPM
blindly packagedthesymlink,completewith its non-relocatablestring. This is why
wementionedabsolutesymlinksasa primeexampleof non-relocatablesoftware.

Fortunately, this problemisn’t thatdifficult to fix. All we needto do is changethe
line in themakefile thatcreatesthesymlink from:

ln -s /usr/local/bin/cdp /usr/local/bin/cdplay

To:
ln -s ./cdp /usr/local/bin/cdplay

Now cdplay will alwayspoint to cdp , nomatterwhereit’s installed.Whenbuild-
ing relocatablepackages,relative symlinksareyour friend!

After rebuilding the package,let’s seeif our modificationshave the desiredeffect.
First, a normalinstall with thedefault prefix:

# rpm -Uvh cdplayer-1.0-1.i386.rpm
cdplayer ##################################################
# cd /usr/local/bin/
# ls -al cdplay
lrwxrwxrwx 1 root root 18 Oct 8 22:32 cdplay -> ./cdp*
#

Next, we’ll try asecondinstallusingthe--prefix option(afterwe first deletethe
original package):

# rpm -e cdplayer
# rpm -Uvh --prefix /a/dumb/prefix cdplayer-1.0-1.i386.rpm
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cdplayer ##################################################
# cd /a/dumb/prefix/bin/
# ls -al cdplay
lrwxrwxrwx 1 root root 30 Oct 8 22:34 cdplay -> ./cdp*
#

As youcansee,thetrickiestpartaboutbuilding relocatablepackagesis makingsure
thesoftwareyou’repackagingis up to thetask.Oncethatpartof thejob is done,the
actualmodificationsarestraightforward.

In thenext chapter, we’ll coverhow packagescanbebuilt in non-standarddirectories,
aswell ashow non-rootuserscanbuild packages.
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16 Making a Package That Can Build
Anywhere
While RPMmakesbuilding packagesaseasyaspossible,someof thedefaultdesign
decisionsmightnotwork well in aparticularsituation.Herearetwo situationswhere
RPM’s methodof packagebuilding maycauseproblems:

1. You areunableto dedicatea systemto RPM packagebuilding, or thesoftware
you’repackagingwoulddisruptthebuild system’soperationif it wereinstalled.

2. Youwould like to packagesoftware,but youdon’t haverootaccessto anappro-
priatebuild system.

Eitherof thesesituationscanberesolvedbydirectingRPMtobuild, install,andpack-
agethesoftwarein adifferentareaonyourbuild system.It requiresabit of additional
effort to accomplishthis, but takena stepat a time, it is not difficult. Basically, the
processcanbesummedup by addressingthefollowing steps:

• Writing thepackage’sspecfile to supporta build root.

• DirectingRPM to build softwarein a user-specified build area.

• Specifyingfile attributesthatRPM needsto seton installation.

Themethodsdiscussedherearenotrequiredin everysituation.Forexample,asystem
administratordevelopinga packageon a productionsystemmay only needto add
supportfor a build root. On theotherhand,a studentwishingto build a packageon
a universitysystemwill needto getaroundthelack of root accessby implementing
every methoddescribedhere.

16.1 Using Build Roots in a Package
Partof theprocessof packagingsoftwarewith RPMis to actuallybuild thesoftware
andinstall it on the build system.The installationof softwarecanonly be accom-
plishedby someonewith root access,soa non-privilegeduserwill certainlyneedto
handleRPM’s installationphasedifferently. Therearetimes,however, whenevena
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personwith root accesswill not want RPM to copy new files into the system’sdi-
rectories.As mentionedabove,thereasonsmightbedueto thefactthatthesoftware
beingpackagedis alreadyin useon the build system.Anotherreasonmight be as
mundaneasnot having enoughfree spaceavailableto performthe install into the
default directories.

Whateverthereason,RPMprovidestheability todirectagivenpackageto installinto
analternateroot. Thisalternateroot is known asa build root. Severalrequirements
mustbemet in orderfor a build root to beutilized:

• A default build root mustbedefinedin thepackage’s specfile.

• The installationmethodusedby the softwarebeingpackagedmustbe ableto
supportinstallationin analternateroot.

Thefirst part is easy. It entailsaddingthefollowing line to thespecfile:

BuildRoot: <root>

Of course,youwould replace<root> with thenameof thedirectoryin whichyou’d
like thesoftwareto install. 1If, for example,you specifyabuild rootof /tmp/foo ,
andthesoftwareyou’repackaginginstallsafile bar in /usr/bin , you’ll find bar
residingin /tmp/foo/usr/bin after thebuild.

A notefor you non-rootpackagebuilders: make sureyou canactuallywrite to the
build root you specify! Thoseof you with root accessshouldalsomake sureyou
chooseyour build root carefully. For anassortmentof reasons,it’s not a goodidea
to declarea build root of "/ "! We’ll get into thereasonswhy shortly.

The final requirementfor addingbuild root supportis to make surethe software’s
installationmethodcansupportinstalling into an alternateroot. The difficulty in
meetingthis requirementcanrangefrom deadsimpleto nearly impossible. There
areprobablyasmany differentwaysof approachingthis as therearepackagesto
build. But in general,somevariantof thefollowing approachis used:

1 Keepin mind that the build root can be overriddenat build-time using the --buildroot option or the
buildroot rpmrc file entry. SeeChapter12,rpm -b CommandReferencefor moredetails.
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• TheenvironmentvariableRPM_BUILD_ROOT is setby RPMandcontainsthevalue
of thebuild root to beusedwhenthesoftwareis built andinstalled.

• The%install sectionof thespecfile is modified to useRPM_BUILD_ROOT as
partof the installationprocess.

• If the software is installed using make, the makefile is modified to use
RPM_BUILD_ROOT andto createany directoriesthat maynot exist at installation
time.

Here’san exampleof how thesecomponentswork togetherto utilize a build root.
First, there’sthedefinition of thebuild root in thespecfile:

BuildRoot: /tmp/cdplayer

Thisline definesthebuild rootasbeing/tmp/cdplayer . All thefiles installedby
this softwarewill beplacedunderthecdplayer directory. Next is thespecfile’s
%install section:

%install
make ROOT="$RPM_BUILD_ROOT"install

Sincethesoftwarewe’repackagingusesmake to performtheactualinstall,wesim-
ply definetheenvironmentvariableROOT to bethepathdefinedby RPM_BUILD_ROOT.
So far, sogood. Thingsreally startto get interestingin thesoftware’s Makefile ,
though:

install: cdp cdp.1.Z
# chmod 755 cdp
# cp cdp /usr/local/bin

install -m 755 -o 0 -g 0 -d $(ROOT)/usr/local/bin/
install -m 755 -o 0 -g 0 cdp $(ROOT)/usr/local/bin/cdp

# ln -s /usr/local/bin/cdp /usr/local/bin/cdplay
ln -s ./cdp $(ROOT)/usr/local/bin/cdplay

# cp cdp.1 /usr/local/man/man1
install -m 755 -o 0 -g 0 -d $(ROOT)/usr/local/man/man1/
install -m 755 -o 0 -g 0 cdp.1 $(ROOT)/usr/local/man/man1/cdp.1
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In theexampleabove,thecommentedlinesweretheoriginalones.Theuncommented
linesperformthesamefunction,but alsosupportinstallationin therootspecifiedby
theenvironmentvariableROOT.

Onepointworthnotingis thattheMakefile now takesextrapainsto makesurethe
properdirectorystructureexistsbeforeinstallingany files. Thisis oftennecessary, as
build rootsaredeleted,in mostcases,afterthesoftwarehasbeenpackaged.This is
why install is usedwith the-d option— to make surethenecessarydirectories
have beencreated.

Let’s seehow it works:

# rpm -ba cdplayer-1.0.spec
* Package: cdplayer
Executing: %prep
+ cd /usr/src/redhat/BUILD
…
+ exit 0
Executing: %build
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
…
+ exit 0
+ umask 022
Executing: %install
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ make ROOT=/tmp/cdplayer install
install -m 755 -o 0 -g 0 -d /tmp/cdplayer/usr/local/bin/
install -m 755 -o 0 -g 0 cdp /tmp/cdplayer/usr/local/bin/cdp
ln -s ./cdp /tmp/cdplayer/usr/local/bin/cdplay
install -m 755 -o 0 -g 0 -d /tmp/cdplayer/usr/local/man/man1/
install -m 755 -o 0 -g 0 cdp.1 /tmp/cdplayer/usr/local/man/man1/cdp.1
+ exit 0
Executing: special doc
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ DOCDIR=/tmp/cdplayer//usr/doc/cdplayer-1.0-1
+ rm -rf /tmp/cdplayer//usr/doc/cdplayer-1.0-1
+ mkdir -p /tmp/cdplayer//usr/doc/cdplayer-1.0-1
+ cp -ar README/tmp/cdplayer//usr/doc/cdplayer-1.0-1
+ exit 0
Binary Packaging: cdplayer-1.0-1
Finding dependencies...
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Requires (2): libc.so.5 libncurses.so.2.0
usr/doc/cdplayer-1.0-1
usr/doc/cdplayer-1.0-1/README
usr/local/bin/cdp
usr/local/bin/cdplay
usr/local/man/man1/cdp.1
93 blocks
Generating signature: 0
Wrote: /usr/src/redhat/RPMS/i386/cdplayer-1.0-1.i386.rpm
+ umask 022
+ echo Executing: %clean
Executing: %clean
+ cd /usr/src/redhat/BUILD
+ cd cdplayer-1.0
+ exit 0
Source Packaging: cdplayer-1.0-1
cdplayer-1.0.spec
cdplayer-1.0.tgz
82 blocks
Generating signature: 0
Wrote: /usr/src/redhat/SRPMS/cdplayer-1.0-1.src.rpm
#

Looking over the output from the %install section, we first see that the
RPM_BUILD_ROOT environmentvariablein themake install command,hasbeen
replacedwith the pathspecified earlier in the specfile on the BuildRoot: line.
TheROOT environmentvariableusedin themakefile now hastheappropriatevalue,
ascanbeseenin thevariousinstall commandsthatfollow.

Note,also,thatwe useinstall ’s -d option to ensurethatevery directoryin the
pathexistsbeforewe actuallyinstall the software. Unfortunately, we can’t do this
andinstall the file in onecommand.

Lookingat thesectionlabeledExecuting: special doc , we find thatRPM
is doing somethingsimilar for us. It startsby makingsurethereis no pre-existing
documentationdirectory. Next, RPMcreatesthedocumentationdirectoryandcopies
files into it.
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Theremainderof this exampleis identicalto thatof a packagebeingbuilt without a
build rootbeingspecified. However, althoughtheoutputis identical,thereis onecru-
cial difference.Whenthebinarypackageis created,insteadof simplyusingeachline
in the%files list verbatim,RPM prependsthebuild root pathfirst. If this wasn’t
done,RPMwouldattemptto find thefiles,relativeto thesystem’srootdirectory, and
would, of course,fail. Becauseof the automaticprependingof the build root, it’s
importantto not includethebuild rootpathin any %files list entry. Otherwise,the
files would not befoundby RPM,andthebuild would fail.

AlthoughRPM hasto go througha bit of extra effort to locatethe files to bepack-
aged,theresultingbinarypackageis indistinguishablefromthesamepackagecreated
without usinga build root.

16.1.1 Some Things to Consider
Oncethenecessarymodificationshavebeenmadeto supportabuild root, it’s neces-
saryfor thepackagebuilder to keepsomeissuesin mind. Thefirst is that thebuild
root specified in the specfile canbe overridden. RPM will set the build root (and
therefore,thevalueof $RPM_BUILD_ROOT) to oneof thefollowing values:

• Thevalueof buildroot in thespecfile.

• Thevalueof buildroot in an rpmrc file.

• Thevaluefollowing the--buildroot optionon thecommandline.

Becauseof this, it’s importantthat thespecfile andthemakefile bewritten in such
a way that no assumptionsaboutthe build root aremade. The main issueis that
thebuild root mustnot behard-codedanywhere. Alwaysusethe RPM_BUILD_ROOT
environmentvariable!

Anotherissueto keepin mind is cleaningup after the build. Oncesoftwarebuilds
andis packagedsuccessfully, it’s probablynolongernecessaryto leavethebuild root
in place.Therefore,it’s a goodideato includethenecessarycommandsin thespec
file’s %clean section.Here’s anexample:

%clean
rm -rf $RPM_BUILD_ROOT



Section 16.2:Having RPM Use a Different Build Area 313

SinceRPMexecutesthe%clean sectionafterthebinarypackagehasbeencreated,
it’s theperfectplaceto deletethebuild root tree.In theexampleabove,that’s exactly
whatwe’re doing. We’re alsodoing the right thing by usingthe RPM_BUILD_ROOT,
insteadof a hard-codedpath.

Thelastissueto keepin mind revolvesaroundthe%clean sectionwe just created.
At thestartof thechapter, wementionedthatit’s notagoodideato defineabuild root
of "/ ". The%clean sectionis why: If thebuild root wassetto "/ ", the%clean
sectionwould blow away your root filesystem!Keepin mind thatthis canbite you,
evenif thepackage’s specfile doesn’tspecify"/ " asabuild root. It’s possibleto use
the--buildroot optionto specifya dangerousbuild root, too:

# rpm -ba --buildroot / cdplayer-1.0.spec

But for all the possiblehazardsusingbuild rootscanposefor the careless,it’s the
only way to preventa build from disruptingtheoperationof certainpackageson the
build system.And for thepersonwantingto build packageswithout rootaccess,it’s
the first of threestepsnecessaryto accomplishthe task. The next stepis to direct
RPM to build thesoftwarein a directoryotherthanRPM’s default one.

16.2 Having RPM Use a Diff erent Build Area
While RPM’sbuild rootrequiresacertainamountof specfile andmakefile tweaking
in orderto getit workingproperly, directingRPMto performthebuild in adifferent
directoryis a snap.Thehardestpartis to createthedirectoriesRPM will useduring
thebuild process.

16.2.1 Setting up a Build Area
RPM’s build areaconsistsof five directoriesin thetop-level:

1. TheBUILD directoryis wherethesoftwareis unpackedandbuilt.

2. TheRPMSdirectoryis wherethenewly createdbinarypackagefilesarewritten.

3. TheSOURCESdirectorycontainstheoriginal sources,patches,andicon files.

4. TheSPECSdirectorycontainsthespecfiles for eachpackageto bebuilt.
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5. TheSRPMSdirectoryiswherethenewly createdsourcepackagefilesarewritten.

The descriptionof the RPMSdirectoryabove, is missingonekey point. Sincethe
binary packagefiles arespecific to an architecture,the directoryactuallycontains
oneor moresubdirectories,onefor eacharchitecture.It is in thesesubdirectories
thatRPM will write thebinarypackagefiles.

Let’s startby creatingthedirectories.We canevendo it with onecommand:
% pwd
/home/ed
% mkdir mybuild\
? mybuild/BUILD\
? mybuild/RPMS\
? mybuild/RPMS/i386\
? mybuild/SOURCES\
? mybuild/SPECS\
? mybuild/SRPMS\
%

That’sall thereis to it. Youmayhavenoticedthatwecreatedasubdirectoryto RPMS
calledi386 — Thisis thearchitecture-specific subdirectoryfor Intel x86-basedsys-
tems,which is our examplebuild system.

Thenext stepin gettingRPM to usea differentbuild areais telling RPM wherethe
new build areais. And it’s almostaseasyascreatingthebuild areaitself.

16.2.2 Directing RPM to Use the New Build Area
All that’srequiredtogetRPMtostartusingthenew build areais todefineanalternate
valuefor topdir in an rpmrc file. For thenon-rootuser, this meansputting the
following line in a file called.rpmrc , locatedin your homedirectory:

topdir: <path>

By replacing<path> with thepathto thenew build area’stop-level directory, RPM
will attemptto useit the next time a build is performed.Using our newly created
build areaasanexample,we’ll settopdir to /home/ed/mybuild :

topdir: /home/ed/mybuild
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That’sall thereis to it. Now it’s time to try a build.

16.2.3 Performing a Build in a New Build Area
In thefollowing example,anon-rootuserattemptsto build thecdplayer package
in a personalbuild area. If theuserhasmodified rpmrc file entriesto changethe
default build area,thecommandusedto startthebuild is just like theoneusedby a
root user. Otherwise,the--buildroot optionwill needto beused:

% cd /home/ed/mybuild/SPECS
% rpm -ba --buildroot /home/ed/mybuildroot cdplayer-1.0.spec
* Package: cdplayer
+ umask 022
Executing: %prep
+ cd /home/ed/mybuild/BUILD
+ cd /home/ed/mybuild/BUILD
+ rm -rf cdplayer-1.0
+ gzip -dc /home/ed/mybuild/SOURCES/cdplayer-1.0.tgz
+ tar -xvvf -
drwxrwxr-x root/users 0 Aug 20 20:58 1996 cdplayer-1.0/
-rw-r--r-- root/users 17982 Nov 10 01:10 1995 cdplayer-1.0/COPYING
…
+ cd /home/ed/mybuild/BUILD/cdplayer-1.0
+ chmod -R a+rX,g-w,o-w .
+ exit 0
Executing: %build
+ cd /home/ed/mybuild/BUILD
+ cd cdplayer-1.0
+ make
gcc -Wall -O2 -c -I/usr/include/ncurses cdp.c
…
Executing: %install
+ cd /home/ed/mybuild/BUILD
+ make ROOT=/home/ed/mybuildroot/cdplayer install
install -m 755 -o 0 -g 0 -d /home/ed/mybuildroot/cdplayer/usr/local/bin/
install: /home/ed/mybuildroot/cdplayer: Operation not permitted
install: /home/ed/mybuildroot/cdplayer/usr: Operation not permitted
install: /home/ed/mybuildroot/cdplayer/usr/local: Operation not permitted
install: /home/ed/mybuildroot/cdplayer/usr/local/bin: Operation not
permitted
install: /home/ed/mybuildroot/cdplayer/usr/local/bin/: Operation not
permitted
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make: *** [install] Error 1
Bad exit status
%

Thingsstartedoff prettywell — The %prep sectionof the specfile unpacked the
sourcesinto thenew build area,asdid the%build section.Thebuild wasproceeding
normally in the user-specified build area,androot accesswasnot required. In the
%install section,however, thingsstartedto fall apart.Whathappened?

Take a look at that install command. The two options,"-o 0" and"-g 0",
dictatethatthedirectoriesto becreatedin thebuild root areto beownedby theroot
account.Sincetheuserperformingthisbuild did nothaverootaccess,theinstall
failed,andrightly so.

OK, let’s removetheoffendingoptionsandseewherethatgetsus.Here’stheinstall
sectionof themake file afterour modifications:

install: cdp cdp.1.Z
install -m 755 -d $(ROOT)/usr/local/bin/
install -m 755 cdp $(ROOT)/usr/local/bin/cdp
rm -f $(ROOT)/usr/local/bin/cdplay
ln -s ./cdp $(ROOT)/usr/local/bin/cdplay
install -m 755 -d $(ROOT)/usr/local/man/man1/
install -m 755 cdp.1 $(ROOT)/usr/local/man/man1/cdp.1

We’ll spareyoufrom having to readthroughanotherbuild, but this timeit completed
successfully. Now, let’s putoursysadminhatonandinstall thenewly built package:

# rpm -ivh cdplayer-1.0-1.i386.rpm
cdplayer ##################################################
#

Well, that waseasyenough. Let’s take a look at someof the files andmake sure
everythinglooksOK. Weknow therearesomefilesinstalledin /usr/local/bin ,
so let’s checkthose:

# ls -al /usr/local/bin
-rwxr-xr-x 1 ed ed 40739 Sep 13 20:16 cdp*
lrwxrwxrwx 1 ed ed 47 Sep 13 20:34 cdplay -> ./cdp*
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#

Looks pretty good…Wait a minute! What’s up with the owner andgroup? The
answeris simple: Usered ran the build, which executedthe make file, which ran
install , which createdthe files. Sinceed createdthe files, they areownedby
him.

Thisbringsupaninterestingpoint. Softwaremustbeinstalledwith veryspecific file
ownershipandpermissions.But a non-rootusercan’t createfiles thatareownedby
anyoneotherthanhis or herself.What is a non-rootuserto do?

16.3 Specifying File Attrib utes
In caseswherethe packagebuilder cannotcreatethe files to be packagedwith the
properownershipandpermissions,the %attr macrocanbe usedto make things
right.

16.3.1 %attr — How Does It Work?
The%attr macrohasthefollowing format:

%attr( <mode>, <user>, <group>) <file>

• The<mode> is representedin traditionalnumericfashion.

• The<user> is specified by the login nameof theuser. NumericUIDs arenot
used,for reasonswe’ll explorein a moment.

• The <group> is specified by the group’s name,asenteredin /etc/group .
NumericGIDs arenot used,either. Yes,we’ll bediscussingthat,too!

• <file> representsthefile. Shell-styleglobbingis supported.

Therearea coupleotherwrinkles to using the %attr macro. If a particularfile
attributedoesn’tneedto bespecified, thatattributecanbereplacedwith a dash"- "
and%attr will not changeit. Say, for instance,thata package’sfiles areinstalled
with thepermissionscorrectlyset,asthey almostalwaysare.Insteadof having to go
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to thetroubleof enteringthepermissionsfor eachandevery file, eachfile canhave
thesame%attr :

%attr(-, root, root)

This worksfor userandgroupspecifications,aswell.

Theotherwrinkle is that,althoughwe’ve beenshowing thethreefile attributessep-
aratedby commas,in reality they couldbeseparatedby spacesaswell. Whichever
delimiteryou choose,it paysto beconsistentthroughouta specfile.

Let’s fix up cdplayer with a liberal sprinkling of %attr s. Here’s what the
%files list lookslike afterwe’ve hadour way with it:

%files
%attr(-, root, root) %doc README
%attr(4755, root, root) /usr/local/bin/cdp
%attr(-, root, root) /usr/local/bin/cdplay
%attr(-, root, rot) /usr/local/man/man1/cdp.1

A couplepointsareworth noting here. The line for READMEshows that multiple
macroscanbe usedon a line — in this case,oneto set file attributes,andoneto
mark the file asbeingdocumentation.The %attr for /usr/local/bin/cdp
declaresthefile to besetuidroot. If it sendsa shiver down your spineto know that
anybodycancreateapackagethatwill runsetuidrootwheninstalledonyoursystem
— Good! JustbecauseRPMmakesit easyto install softwaredoesn’tmeanthatyou
shouldblindly install every packageyou find.

A singleRPMcommandcanquicklypointoutareasof potentialproblemsandshould
beissuedon any packagefile whosecreatorsyou don’t trust:

% rpm -qlvp ../RPMS/i386/cdplayer-1.0-1.i386.rpm
drwxr-xr-x- root root 1024 Sep 13 20:16 /usr/doc/cdplayer-1.0-1
-rw-r--r--- root root 1085 Nov 10 01:10 /usr/doc/cdplayer-1.0-1/README
-rwsr-xr-x- root root 40739 Sep 13 21:32 /usr/local/bin/cdp
lrwxrwxrwx- root root 47 Sep 13 21:32 /usr/local/bin/cdplay -> ./cdp
-rwxr-xr-x- root rot 4550 Sep 13 21:32 /usr/local/man/man1/cdp.1
%
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Sureenough— there’sthatsetuidroot file. In thiscasewetrustthepackagebuilder,
so let’s install it:

# rpm -ivh cdplayer-1.0-1.i386.rpm
cdplayer ##################################################
group rot does not exist - using root
#

What’s thisaboutgroup"rot"? Lookingbackattherpm -qlvp output,it lookslike
/usr/local/man/man1/cdp.1 hasabogusgroup.Lookingbackevenfurther,
it’s therein the%attr for that file. Must have beena typo. We couldpretendthat
RPMusedadvancedartificial intelligencetechnologytocometo thesameconclusion
aswedid andmadetheappropriatechange,but in reality, RPMsimplyusedtheonly
groupidentifier it could counton — root. RPM will do the samething if it can’t
resolve a userspecification.

Let’s look atsomeof thefiles thepackageinstalled,includingthatworrisomesetuid
root file:

# ls /usr/local/bin
total 558
-rwsr-xr-x 1 root root 40739 Sep 13 21:32 cdp*
lrwxrwxrwx 1 root root 47 Sep 13 21:36 cdplay -> ./cdp*
#

RPM did just what it wassupposedto — It gave thefiles theattributesspecified by
the%attr macros.

16.3.2 Betc ha Thought We Forgot…
At the startof this section,we mentionedthat the %attr macrowouldn’t accept
numericuids or gids,andwe promisedto explain why. The reasonis simply that,
evenif apackagerequiresacertainuseror groupto own thepackage’sfiles,theuser
maynothave thesameuid/gid from systemto system.There— wasn’tthatsimple?

In thenext chapter, we’ll discusshow to make your packagedsoftwaresafeagainst
modificationby unscrupulouspeople.Thenameof thegameis PrettyGoodPrivacy,
andyou’ll seehow signingpackageswith PGPis easierthanyou think!
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17 Adding PGP Signatures to a Package
In thischapter, we’ll explorethestepsrequiredto addadigital signatureto apackage,
usingthesoftwareknown asPrettyGoodPrivacy, orPGP. If you’veusedPGPbefore,
youprobablyknow everythingyou’ll needto startsigningpackagesin shortorder.

Ontheotherhand,if youfeelyouneedabit moreinformationonPGPbeforestarting,
pleaserefer to AppendixG, An Introductionto PGP for a brief introduction. Once
you feel comfortablewith PGP, comeon backandlearnhow easysigningpackages
is…

17.1 Why Sign a Package?
Thereasonfor signingapackageis to provideauthentication.With asignedpackage,
it’s possiblefor yourusercommunityto verify thatthepackagethey havewasin your
possessionat sometime andhasnot beenchangedsincethen. That "not changed"
partis alsoagoodreasonto signyourpackages,asdigital signaturesareaveryrobust
way to guardagainstany modificationsto thepackage.

Of course,aswith anything elsein life, addinga digital signatureto a packageisn’t
anironcladguaranteethateverythingis right with thepackage,but it’s aboutassure
a thing ashumanscanmake it.

17.2 Getting Ready to Sign
OK, we’ve convincedyou thatsigningpackagesis a goodidea. Now we’ve got to
make surePGPandRPM areup to the task. As you might imagine,therearetwo
partsto this process:onefor PGP, andonefor RPM.Let’s getPGPreadyfirst.

17.2.1 Preparing PGP: Creating a Key Pair
Thereis really very little to be doneto PGP, assumingit’s beeninstalledproperly.
Theonly thing requiredis to generatea key pair. As mentionedin our mini-primer
on PGP, the key pair consistsof a secretkey anda public key. In termsof signing
packages,youwill useyoursecretkey to dotheactualsigning.Anyoneinterestedin
checkingyour signaturewill needyour public key.
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Creatinga key pair is quitesimple. All that’srequiredis to issuea pgp -kg com-
mand,entersomeinformation,andcreatesomerandombits. Here’sanexamplekey
generatingsession:

# pgp -kg
Pretty Good Privacy(tm) 2.6.3a - Public-key encryption for the masses.
(c) 1990-96 Philip Zimmermann, Phil’s Pretty Good Software. 1996-03-04
Uses the RSAREF(tm) Toolkit, which is copyright RSA Data Security, Inc.
Distributed by the Massachusetts Institute of Technology.
Export of this software may be restricted by the U.S. government.
Current time: 1996/10/31 00:42 GMT

Pick your RSA key size:
1) 512 bits- Low commercial grade, fast but less secure
2) 768 bits- High commercial grade, medium speed, good security
3) 1024 bits- "Military" grade, slow, highest security

Choose 1, 2, or 3, or enter desired number of bits: 3
Generating an RSA key with a 1024-bit modulus.

You need a user ID for your public key. The desired form for this
user ID is your name, followed by your E-mail address enclosed in
<angle brackets>, if you have an E-mail address.
For example: John Q. Smith <12345.6789@compuserve.com>
Enter a user ID for your public key:

Example Key for RPM Book
You need a pass phrase to protect your RSA secret key.
Your pass phrase can be any sentence or phrase and may have many
words, spaces, punctuation, or any other printable characters.

Enter pass phrase: <passphrase> (Not echoed)
Enter same pass phrase again: <passphrase> (Still not echoed)

Note that key generation is a lengthy process.

We need to generate 952 random bits. This is done by measuring the
time intervals between your keystrokes. Please enter some random text
on your keyboard until you hear the beep:

(Many random characters were entered)
0 * -Enough, thank you.

............................................

................................**** ...****
Pass phrase is good. Just a moment....
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Key signature certificate added.
Key generation completed.
#

Let’s review eachof thetimesPGPrequiredinformation.Thefirst thingPGPneeded
to know wasthekey sizewe wanted.Dependingon your level of paranoia,simply
chooseanappropriatekey size.In ourexample,wechosethe"They’re outto getme"
key sizeof 1024bits.

Next, we neededto choosea userID for thekey. TheuserID shouldbedescriptive
andshouldalsoincludesufficient informationfor someoneto contactyou. We en-
teredExample Key for RPM Book , which goesagainstour suggestion,but is
sufficient for thepurposesof our example.

After enteringa userID, weneededto addapassphrase.Thepassphraseis usedto
protectyoursecretkey, soit shouldbesomethingdifficult for someoneelseto guess.
It shouldalsobe memorablefor you, becauseif you forget your passphrase,you
won’t beableto useyour secretkey! I entereda coupleof wordsandnumbers,put
togetherin suchaway thatno onecouldeverguessI typedrpm2kool4words

Oops…

Thepassphraseis enteredtwice, to ensurethatno typing mistakesweremade.PGP
alsoperformssomecursorycheckson thepassphrase,ensuringthatthephraseis at
leastsomewhatsecure.

Finally comesthestrangestpartof thekey-generationprocess,creatingrandombits.
Thisis doneby measuringthetimebetweenkeystrokes.Thesecrethereis to nothold
downakey sothatit auto-repeatsandto notwait severalsecondsbetweenkeystrokes.
Simply starttyping anything (evennonsensetext) until PGPtells you you’ve typed
enough.

After generatingenoughrandombits,PGPtakesaminuteor soto createthekey pair.
Assumingeverythingcompletedsuccessfully, you’ll seeanendingmessagesimilar
to the oneabove. You’ll alsofind, in a subdirectoryof your login directorycalled
.pgp , the following files:

# ls -al ~/.pgp
total 6
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drwxr-xr-x 2 root root 1024 Oct 30 19:44 .
drwxr-xr-x 5 root root 1024 Oct 30 19:44 ..
-rw------- 1 root root 176 Oct 30 19:44 pubring.bak
-rw------- 1 root root 331 Oct 30 19:44 pubring.pgp
-rw------- 1 root root 408 Oct 30 19:44 randseed.bin
-rw------- 1 root root 509 Oct 30 19:44 secring.pgp
#

For thoseinterestedin learningexactly whateachfile is, feel free to consultany of
thefine bookson PGP. For thepurposesof signingpackages,all weneedto know is
wherethesefiles arelocated.

That’sit! Now it’s time to configureRPM to useyour newly generatedkey.

17.2.2 Preparing RPM

RPM’s configurationprocessis quite straightforward. It consistsof addinga few
rpmrc entriesin a file of your choice.For moreinformationon rpmrcfiles in gen-
eral,pleaseseeAppendixB, Therpmrc File.

Theentriesthatneedto beaddedto anrpmrcfile are:

• signature

• pgp_name

• pgp_path

Let’s checkout theentries.

signature

Thesignature entryis usedto selectthetypeof signaturethatRPMis to use.At
thetime this bookwaswritten, theonly legal valueis pgp . Soyou wouldenter:

signature: pgp
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pgp_name

Thepgp_name entrygivesRPMtheuserID of thekey it is to signpackageswith. In
our key generationexample,theuserID of thekey we createdwasExample Key
for RPM Book , sothis is whatour entryshouldlook like:

pgp_name: Example Key for RPM Book

pgp_path

Thepgp_path entry is usedto define thepathto thedirectorywherethekeys are
kept.Thisentryis notneededif theenvironmentvariablePGPPATH hasbeendefined.
In our example,we didn’t move themfrom PGP’sdefault location,which is in the
subdirectory.pgp , off the user’slogin directory. Sincewe generatedthe key as
root , our pathis /root/.pgp . Therefore,our entrywould look like this:

pgp_path: /root/.pgp

And that’s it. Now it’s time to signsomepackages.

17.3 Signing Packages
Therearethreedifferentwaysto signa package:

1. Signinga packageat build-time.

2. Replacingthesignatureon analready-existing package.

3. Adding a signatureto analready-existing package.

Letstake a look at eachone,startingwith build-time signing.

17.3.1 --sign — Sign a Package At Build-Time
The --sign optionis usedto signa packageasit is beingbuilt. Whenthis option
is addedto anRPM build command,RPM will askfor your PGPpassphrase.If the
passphraseis correct,thebuild will proceed.If not, thebuild stopsimmediately.



326 Chapter 17:Adding PGP Signatures to a Package

Here’sanexampleof --sign in action:
# rpm -ba --sign blather-7.9.spec

Enter pass phrase: <passphrase> (Not echoed)

Pass phrase is good.
* Package: blather
…
Binary Packaging: blather-7.9-1
Finding dependencies...
…
Generating signature: 1002
Wrote: /usr/src/redhat/RPMS/i386/blather-7.9-1.i386.rpm
…
Source Packaging: blather-7.9-1
…
Generating signature: 1002
Wrote: /usr/src/redhat/SRPMS/blather-7.9-1.src.rpm
#

Oncethe passphraseis entered,there’svery little that is different from a normal
build. Theonly obviousdifferenceis theGenerating signature messagein
both thebinaryandsourcepackagingsections.Thenumberfollowing themessage
indicatesthatthesignatureaddedwascreatedusingPGP. 1

Notice,thatsinceRPMonly signsthesourceandbinarypackagefiles,only the-bb ,
and-ba optionsmake any sensewhenusedwith --sign . This is dueto the fact
thatonly the -bb and-ba optionscreatepackagefiles.

If we issuea quick signaturecheckusingRPM’s --checksig option,we cansee
that thereis, in fact,a PGPsignaturepresent:

# rpm --checksig blather-7.9-1.i386.rpm
blather-7.9-1.i386.rpm: size pgp md5 OK
#

It’s clearto seethat, in additionto theusualsizeandMD5 signatures,thepackage
hasa PGPsignature.

1 Thelist of possiblesignaturetypescanbefoundin theRPMsources,specifically signature.h in RPM’s
lib subdirectory.
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Multiple Builds? No Problem!

Youmightbewonderinghow the--sign optionwouldwork if morethanonepack-
ageis to bebuilt. Do youhave to enterthepassphrasefor everysinglepackageyou
build? Theansweris no,aslong asyou build thepackageswith a singleRPM com-
mand. Here’s anexample:

# rpm -ba --sign b*.spec
Enter pass phrase: <passphrase> (Not echoed)

Pass phrase is good.
* Package: blather
…
Binary Packaging: blather-7.9-1
…
Generating signature: 1002
Wrote: /usr/src/redhat/RPMS/i386/blather-7.9-1.i386.rpm
…
Source Packaging: blather-7.9-1
…
Generating signature: 1002
Wrote: /usr/src/redhat/SRPMS/blather-7.9-1.src.rpm
…
* Package: bother
…
Binary Packaging: bother-3.5-1
…
Generating signature: 1002
Wrote: /usr/src/redhat/RPMS/i386/bother-3.5-1.i386.rpm
…
Source Packaging: bother-3.5-1
…
Generating signature: 1002
Wrote: /usr/src/redhat/SRPMS/bother-3.5-1.src.rpm
#

Using the --sign optionmakesit aseasyto signonepackageasit is to signone
hundred.But whathappensif youneedto changeyourpublickey? Will youneedto
rebuild everysingleoneof your packagesjust to updatethesignature?
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17.3.2 --resign — Replace a Package’s Signature(s)
As we mentionedat the endof the previous section,from time to time it may be
necessaryto changeyourpublickey. Certainlythiswouldbenecessaryif yourkey’s
securitywascompromised,but other, moremundanesituationsmight requirethis.

Fortunately, RPM hasan option thatpermitsyou to replacethe signatureon an al-
ready-built package,with anew one.Theoptionis called--resign , andhere’san
exampleof its use:

# rpm --resign blather-7.9-1.i386.rpm
Enter pass phrase: <passphrase> (Not echoed)

Pass phrase is good.
blather-7.9-1.i386.rpm:
#

While theoutputis notasexcitingasapackagebuild, the--resign optioncanbea
life-saverif youneedto changeapackage’s signature,andyoudon’t wantto rebuild.

As youmighthaveguessed,the--resign optionworksproperlyonmultiplepack-
agefiles:

# rpm --resign b*.rpm
Enter pass phrase: <passphrase> (Not echoed)

Pass phrase is good.
blather-7.9-1.i386.rpm:
bother-3.5-1.i386.rpm:
#

There Are Limits, However…
Unfortunately, olderpackagefiles cannotbere-signed.Thepackagefile mustbe in
version3 format,at least. If you attemptto resigna packagethat is too old, here’s
whatyou’ll see:

# rpm --resign blah.rpm
Enter pass phrase: <passphrase> (Not echoed)

Pass phrase is good.
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blah.rpm:
blah.rpm: Can’t re-sign v2.0 RPM
#

Not surewhat versionyour packagefiles areat? Justusethe file commandto
check:

# file blather-7.9-1.i386.rpm
blather-7.9-1.i386.rpm: RPM v3 bin i386 blather-7.9-1
#

The"v3 " in file ’s outputindicatesthepackagefile format.

17.3.3 --addsign — Add a Signature To a Package
The --addsign option,asthenamesuggests,is usedto addanothersignatureto
thepackage.It’s prettyeasyto seewhy someonewouldwantto haveapackagethat
hadbeensignedby thepackagebuilders.But whatreasonwould therebefor adding
a signatureto a package?

Onereasontohavemorethanonesignatureonapackagewouldbetoprovideameans
of documentingthepathof ownershipfrom thepackagebuilder to theend-user.

As an example,the division of a company createsa packageandsignsit with the
division’skey. Thecompany’s headquartersthenchecksthepackage’s signatureand
addsthecorporatesignatureto thepackage,in essencestatingthatthesignedpackage
receivedby themis authentic.

Continuingtheexample,thedoubly-signedpackagemakesits way to a retailer. The
retailerchecksthepackage’ssignaturesand,whenthey checkout, addstheir signa-
ture to thepackage.

The packagenow makesits way to a company that wishesto deploy the package.
After checkingeverysignatureonthepackage,they know thatit is anauthenticcopy,
unchangedsinceit wasfirst created.Dependingonthedeploying company’s internal
controls,they may chooseto addtheir own signature,therebyreassuringtheir em-
ployeesthatthepackagehasreceivedtheir corporate"blessing".
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After this lengthyexample,the actualoutputfrom the --addsign option is a bit
anti-climactic:

# rpm --addsign blather-7.9-1.i386.rpm
Enter pass phrase: <passphrase> (Not echoed)

Pass phrase is good.
blather-7.9-1.i386.rpm:
#

If wecheckthesignaturesof thispackage,we’ll beabletoseethemultiplesignatures:
# rpm --checksig blather-7.9-1.i386.rpm
blather-7.9-1.i386.rpm: size pgp pgp md5 OK
#

The two pgp ’s in --checksig ’s outputclearlyshows that thepackagehasbeen
signedtwice.

A Few Caveats
As with the --resign option, the --addsign option cannotdo its magic on
pre-V3packagefiles:

# rpm --addsign blah.rpm
Enter pass phrase: <passphrase> (Not echoed)

Pass phrase is good.
blah.rpm:
blah.rpm: Can’t re-sign v2.0 RPM
#

OK, theerrormessagemaynot be100%accurate,but you gettheidea.

Anotherthing to beawareof is thatthe--addsign optiondoesnotcheckfor mul-
tiple identicalsignatures.Althoughit doesn’tmake muchsenseto do so,RPM will
happilylet you addthesamesignatureasmany timesasyou’d like:

# rpm --addsig blather-7.9-1.i386.rpm
Enter pass phrase: <passphrase> (Not echoed)
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Pass phrase is good.
blather-7.9-1.i386.rpm:
# rpm --addsig blather-7.9-1.i386.rpm

Enter pass phrase: <passphrase> (Not echoed)

Pass phrase is good.
blather-7.9-1.i386.rpm:
# rpm --addsig blather-7.9-1.i386.rpm

Enter pass phrase: <passphrase> (Not echoed)

Pass phrase is good.
blather-7.9-1.i386.rpm:
# rpm --checksig blather-7.9-1.i386.rpm
blather-7.9-1.i386.rpm: size pgp pgp pgp pgp md5 OK
#

As wecanseefrom --checksig ’s output,thepackagenow hasfour identicalsig-
natures.Maybethisis thedigitalequivalentof pressingdownextrahardwhilewriting
your name…
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18 Creating Subpac kages
In this chapter, we will exploreoneof RPM’s moreinterestingcapabilities:theca-
pability to createsubpackages.

18.1 What Are Subpac kages?
Very simply put, a subpackageis oneof severalpackagefiles createdfrom a single
specfile. RPM hasthe ability to createa main package,alongwith oneor more
subpackages.Subpackagesmayalsobecreatedwithout themainpackage.It’s all up
to thepackagebuilder.

18.2 Why Are They Needed?
If all thesoftwarein theworld followedtheusual"onesource,onebinary"structure,
therewould be no needfor subpackages.After all, RPM handlesthe building and
packagingof a programinto a singlepackagefile just fine.

But softwaredoesn’talwaysconformto this simplistic structure. It’s not unusual
for softwareto supporttwo or moredifferentmodesof operation. A client/server
program,for example,comesin two flavors: a client,anda server.

And it canget morecomplicatedthanthat. Sometimessoftwarerelieson another
programso completelythat the two cannotbe built separately. The result is often
severalpackages.

While it is certainlypossiblethat someconvolutedprocedurecould be devised to
force thesekinds of softwareinto a single-packagestructure,it makesmoresense
to let RPM managethecreationof subpackages.Why? Fromthepackagebuilder’s
viewpoint, the main reasonto usesubpackagesis to eliminateany duplicationof
effort.

By usingsubpackages,there’sno needto maintainseparatespecfiles andendure
the resultingheadacheswhennew versionsof the softwarebecomeavailable. By
keepingeverythingin onespecfile, new softwareversionscanbequickly integrated,
andevery relatedsubpackagerebuilt with a singlecommand.
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But that’senoughof thepreliminaries.Let’s seehow subpackagesarecreated.

18.3 Our Example Spec File: Subpac kages Galore!
Throughoutthischapter, we’ll beconstructingaspecfile thatwill consistof anumber
of subpackages.Let’s startby listing thespecfile’s requirements:

• Themainpackagenameis to be foo .

• Theversionis to be2.7.

• Therearethreesubpackages:

• Theserver subpackage,to becalledfoo-server .

• Theclient subpackage,to becalledfoo-client .

• Thebaz developmentlibrary subpackage,to becalledbazlib .

• Thebazlib subpackagehasa versionof 5.6.

• Eachsubpackagewill have its own summary anddescription tags.

Every specfile startswith a preamble,andthis oneis no different. In this case,the
preamblewill containthefollowing tags:

Name: foo
Version: 2.7
Release: 1
Source: foo-2.7.tgz
CopyRight: probably not
Summary: The foo app, and the baz library needed to build it
Group: bogus/junque
%description
This is the long description of the foo app, and the baz library needed to
build it...

As wecansee,there’snothingdifferenthere:thisis anordinaryspecfile sofar. Let’s
delve into thingsa bit moreandseewhatwe’ll needto addto this specfile to create
thesubpackageswe require.



Section 18.4:Spec File Changes For Subpackages 335

18.4 Spec File Chang es For Subpac kages
Thecreationof subpackagesis basedstrictly on thecontentsof thespecfile. This
doesn’tmeanthatyou’ll have to learnanentirelynew setof tags,conditionals,and
directivesin orderto createsubpackages.In fact,you’ll only needto learnone.

Theprimarychangeto aspecfile is structuralandstartswith thedefinition of apre-
amblefor eachsubpackage.

18.4.1 The Subpac kage’s "Preamb le"
WhenweintroducedRPMpackagebuilding in Chapter10,TheBasicsof Developing
With RPM, we saidthateveryspecfile containsa preamble.Thepreamblecontains
a variety of tagsthatdefine all sortsof informationaboutthe package.In a single
packagesituation,the preamblemustbe at the startof the specfile. The specfile
we’re creatingwill have onethere,too.

Whencreatinga specfile thatwill build subpackages,eachsubpackagealsoneeds
a preambleof its own. These"sub-preambles"needonly define informationfor the
subpackagewhenthatinformationdiffersfrom whatis definedin themainpreamble.
Forexample,if wewantedto defineaninstallationprefix for asubpackage,wewould
addthe appropriateprefix tag to that subpackage’spreamble.That subpackage
would thenberelocatable.

In a single-packagespecfile, thereis nothingthatexplicitly identifiesthepreamble,
otherthanits positionat thetopof thefile. For subpackages,however, weneedto be
a bit moreexplicit. Sowe usethe%package directive to identify thepreamblefor
eachsubpackage.

The %package Directive

The%package directiveactuallyperformstwo functions.As wementionedabove,
it isusedtodenotethestartof asubpackage’spreamble.It alsoplaysarolein forming
the subpackage’sname. As an example,let’s saythe main preamblecontainsthe
following name tag:

name: foo
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Later in thespecfile, thereis a %package directive:

%package bar

This would resultin thenameof thesubpackagebeingfoo-bar .

In this way, it’s easyto seetherelationshipof thesubpackageto themainpackage
(or othersubpackages,for thatmatter).Of course,thisnamingconventionmightnot
be appropriatein every case.So thereis an option to the%package directive for
just this circumstance.

Adding -n To the %package directive

The-n optionis usedto changethefinal nameof asubpackagefrom<mainpack-
age>- <subpackage> to <subpackage>. Let’s modify the%package direc-
tive in our exampleabove to be:

%package -n bar

Theresultis thatthesubpackagenamewould thenbebar insteadof foo-bar .

Updating Our Spec File

Let’sapplysomeof ournewly foundknowledgeto thespecfile we’re writing. Here’s
thelist of subpackagesthatwe needto create:

• Theserver subpackage,to becalledfoo-server .

• Theclient subpackage,to becalledfoo-client .

• Thebaz developmentlibrary subpackage,to becalledbazlib .

Sinceour packagenameis foo , and sincethe %package directive createssub-
packagenamesby prependingthepackagename,the%package directivesfor the
foo-server andfoo-client subpackageswould bewritten as:

%package server
%package client
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Sincethebaz library’s packagenameis not to startwith foo , weneedto usethe-n
optionon its %package directive:

%package -n bazlib

Ourrequirementsfurtherstatethatfoo-server andfoo-client areto havethe
sameversionasthemainpackage.

Oneof the time-saving aspectsof usingsubpackagesis that thereis no needto du-
plicateinformationfor eachsubpackageif it is alreadydefinedin themainpackage.
Therefore,sincethemainpackage’spreamblehasa version tagdefining thever-
sion as2.7, the two subpackagesthat lack a version tag in their preambleswill
simply inherit themainpackage’s versiondefinition.

Sincethebazlib subpackage’s preamblecontainsaversion tag,it musthaveits
own uniqueversion.

In addition,eachsubpackagemusthave its own summary tag.

Sobasedon theserequirements,our specfile now lookslike this:

Name: foo
Version: 2.7
Release: 1
Source: foo-2.7.tgz
CopyRight: probably not
Summary: The foo app, and the baz library needed to build it
Group: bogus/junque
%description
This is the long description of the foo app, and the baz library needed to
build it...

%package server
Summary: The foo server

%package client
Summary: The foo client

%package -n bazlib
Version: 5.6
Summary: The baz library
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We canseethesubpackagestructurestartingto appearnow.

Required Tags In Subpac kages
Thereareafew moretagsweshouldaddto thesubpackagesin ourexamplespecfile.
In fact,if thesetagsarenot present,RPMwill issuea mostimpressivewarning:

# rpm -ba foo-2.7.spec
* Package: foo
* Package: foo-server
Field must be present : Description
Field must be present : Group
* Package: foo-client
Field must be present : Description
Field must be present : Group
* Package: bazlib
Field must be present : Description
Field must be present : Group

Spec file check failed!!
Tell rpm-list@redhat.com if this is incorrect.
#

Ourspecfile is incomplete.Thebottomline is thateachsubpackagemusthavethese
threetags:

1. The%description tag.

2. Thegroup tag.

3. Thesummary tag.

It’s easyto seethatthefirst two tagsarerequired,but whataboutsummary? Well,
we luckedout on thatone:we alreadyincludedasummary for eachsubpackagein
our examplespecfile.

Let’s take a look at the%description tagfirst.

The %description Tag
As you’ve probablynoticed,the%description tagdiffersfrom othertags.First
of all, it startswith apercentsign.Secondly, itsdatacanspanmultiplelines.Thethird
differenceis thatthe%description tagmustincludethenameof thesubpackage
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it describes.Thisisdonebyappendingthesubpackagenameto the%description
tagitself. Sogiventhese%package directives:

%package server
%package client
%package -n bazlib

our %description tagswould startwith:
%description server
%description client
%description -n bazlib

Noticethatwe’ve includedthe-n optionin the%description tagfor bazlib .
This wasintentional,asit makesthenamecompletelyunambiguous.

Our Spec File So Far…
OK, let’s take a look at thespecfile afterwe’veaddedtheappropriate%descrip-
tion s,alongwith group tagsfor eachsubpackage:

Name: foo
Version: 2.7
Release: 1
Source: foo-2.7.tgz
CopyRight: probably not
Summary: The foo app, and the baz library needed to build it
Group: bogus/junque
%description
This is the long description of the foo app, and the baz library needed to
build it...

%package server
Summary: The foo server
Group: bogus/junque
%description server
This is the long description for the foo server...

%package client
Summary: The foo client
Group: bogus/junque
%description client
This is the long description for the foo client...
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%package -n bazlib
Version: 5.6
Summary: The baz library
Group: bogus/junque
%description -n bazlib
This is the long description for the bazlib...

Let’s takealook atwhatwe’vedone.We’vecreatedamainpreambleaswenormally
would. Wethencreatedthreeadditionalpreambles,eachstartingwith a%package
directive. Finally, we addeda few tagsto thesubpackagepreambles.

Butwhataboutversion tags?Aren’t theserver andclient subpackagesmiss-
ing them?

Not really. Rememberthat if a subpackageis missinga giventag,it will inherit the
valueof thattagfromthemainpreamble.We’rewell onourwaytohavingacomplete
specfile, but we aren’tquite thereyet.

Let’s continueby lookingat thenext partof thespecfile thatchangeswhenbuilding
subpackages.

18.4.2 The %files List
In anordinarysingle-packagespecfile, the%files list is usedto determinewhich
filesareactuallygoingto bepackaged.It is nodifferentwhenbuilding subpackages.
What is different,is thattheremustbea %files list for eachsubpackage.

Sinceeach%files list mustbeassociatedwith a particular%package directive,
wesimply labeleach%files list with thenameof thesubpackage,asspecified by
each%package directive. Goingbackto ourexample,our %package lineswere:

%package server
%package client
%package -n bazlib

Therefore,our %files lists shouldstartwith:
%files server
%files client
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%files -n bazlib

In addition,weneedthemainpackage’s%files list, which remainsunnamed:

%files

Thecontentsof each%files list is dictatedentirelyby thesoftware’srequirements.
If, for example,a certainfile needsto be packagedin morethanonepackage,it’s
perfectlyall right to includethefilenamein morethanonelist.

Contr olling Packages With the %files List

The%files list wieldsconsiderablepoweroversubpackages.It’s evenpossibleto
preventapackagefrom beingcreatedby usingthe%files list. But is thereareason
why you’d wantto goto thetroubleof settingupsubpackages,only to keeponefrom
beingcreated?

Actually, thereis. Take, for example,thecasewhereclient/server-basedsoftwareis
to be packaged.Certainly, it makessenseto createtwo subpackages:onefor the
clientandonefor theserver. But whataboutthemainpackage?Is thereany needfor
it?

Quiteoften there’sno needfor a mainpackage.In thosecases,removing themain
%files list entirelywill resultin no mainpackagebeingbuilt.

A Point Wor th Noting

Pleasekeepin mind thatanempty%files list (ie, a %files list thatcontainsno
files) is not thesameasnothaving a%files list atall. As wenotedabove,entirely
removing a%files list resultsin RPMnotcreatingthatpackage.However, if RPM
comesacrossa %files list with no files, it will happilycreatean emptypackage
file.

Thisfeature(whichalsoworkswith subpackage%files lists)comesin handywhen
usedin concertwith conditionals.If a %files list is enclosedby aconditional,the
packagewill becreated(or not) basedon theevaluationof theconditional.



342 Chapter 18:Creating Subpackages

Our Spec File So Far…

Ok, let’s updateourexamplespecfile. Here’s whatit lookslikeafteraddingeachof
thesubpackages’%files lists:

Name: foo
Version: 2.7
Release: 1
Source: foo-2.7.tgz
CopyRight: probably not
Summary: The foo app, and the baz library needed to build it
Group: bogus/junque
%description
This is the long description of the foo app, and the baz library needed to
build it...

%package server
Summary: The foo server
Group: bogus/junque

%package client
Summary: The foo client
Group: bogus/junque

%package -n bazlib
Version: 5.6
Summary: The baz library
Group: bogus/junque

%files
/usr/local/foo-file

%files server
/usr/local/server-file

%files client
/usr/local/client-file

%files -n bazlib
/usr/local/bazlib-file

As you canseewe’ve added%files lists for:
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• Themain foo package.

• The foo-server subpackage.

• The foo-client subpackage.

• Thebazlib subpackage.

Eachpackagecontainsa singlefile. 1If therewasno needfor a mainpackage,we
couldsimplyremovetheunnamed%files list. Keepin mindthatevenif youdonot
createa mainpackage,thetagsdefinedin themainpackage’spreamblewill appear
somewhere— specifically, in thesourcepackagefile.

Let’s look at thelastsubpackage-specific partof thespecfile: theinstall- anderase-
time scripts.

18.4.3 Install- and Erase-time Scripts
Theinstall- anderase-timescripts,%pre, %preun , %post , and%postun , canall
benamedusingexactly thesamemethodaswasusedfor theothersubpackage-spe-
cific sectionsof thespecfile. Thescriptusedduringpackageverification,%veri-
fyscript , canbemadepackage-specific aswell. Usingthesubpackagestructure
from our examplespecfile, we would endup with scriptdefinitions like:

• %pre server

• %postun client

• %preun -n bazlib

• %verifyscript client

Otherthanthechangein naming,there’sonly onethingto beawareof whencreating
scriptsfor subpackages.It’s importantthat you considerthe possibility of scripts
from varioussubpackagesinteractingwith eachother. Of course,this is simplygood
script-writingpractice,evenif thepackagesinvolvedarenot related.

1 Hey, we saidit wasa simpleexample!
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Back At the Spec File…

Herewe’ve addedsomescriptsto our specfile. Sothatour exampledoesn’tgettoo
complex, we’ve just addedpreinstallscriptsfor eachpackage:

Name: foo
Version: 2.7
Release: 1
Source: foo-2.7.tgz
CopyRight: probably not
Summary: The foo app, and the baz library needed to build it
Group: bogus/junque
%description
This is the long description of the foo app, and the baz library needed to
build it...

%package server
Summary: The foo server
Group: bogus/junque
%description server
This is the long description for the foo server...

%package client
Summary: The foo client
Group: bogus/junque
%description client
This is the long description for the foo client...

%package -n bazlib
Version: 5.6
Summary: The baz library
Group: bogus/junque
%description -n bazlib
This is the long description for the bazlib...

%pre
echo "This is the foo package preinstall script"

%pre server
echo "This is the foo-server subpackage preinstall script"

%pre client
echo "This is the foo-client subpackage preinstall script"
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%pre -n bazlib
echo "This is the bazlib subpackage preinstall script"

%files
/usr/local/foo-file

%files server
/usr/local/server-file

%files client
/usr/local/client-file

%files -n bazlib
/usr/local/bazlib-file

As pre-installscriptsgo,thesedon’t doverymuch.But they will allow usto seehow
subpackage-specific scriptscanbedefined.

Thoseof you that have built packagesbeforeprobablyrealizethat our specfile is
missingsomething.Let’s addthatpartnow.

18.5 Build-Time Scripts: Unchang ed For
Subpac kages
While creatingsubpackageschangesthegeneralstructureof thespecfile, there’sone
sectionthatdoesn’tchange:thebuild-time scripts.This meansthereis only oneset
of %prep , %build , and%install scriptsin any specfile.

Of course,evenif RPM doesn’trequireany changesto thesescripts,you still might
needto makesomesubpackage-relatedchangesto them.Normallythesechangesare
relatedto doingwhatever is requiredto gettheall thesoftwareunpacked,built, and
installed.For example,if packagingclient/serversoftware,thesoftwarefor boththe
client and theserver mustbeunpacked,andthenboththeclient andserver binaries
mustbebuilt andinstalled.

18.5.1 Our Spec File: One Last Look…
Let’s addsomebuild-time scriptsandtake a final look at thespecfile:

Name: foo
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Version: 2.7
Release: 1
Source: foo-2.7.tgz
CopyRight: probably not
Summary: The foo app, and the baz library needed to build it
Group: bogus/junque
%description
This is the long description of the foo app, and the baz library needed to
build it...

%package server
Summary: The foo server
Group: bogus/junque
%description server
This is the long description for the foo server...

%package client
Summary: The foo client
Group: bogus/junque
%description client
This is the long description for the foo client...

%package -n bazlib
Version: 5.6
Summary: The baz library
Group: bogus/junque
%description -n bazlib
This is the long description for the bazlib...

%prep
%setup

%build
make

%install
make install

%pre
echo "This is the foo package preinstall script"

%pre server
echo "This is the foo-server subpackage preinstall script"

#%pre client
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#echo "This is the foo-client subpackage preinstall script"

%pre -n bazlib
echo "This is the bazlib subpackage preinstall script"

%files
/usr/local/foo-file

%files server
/usr/local/server-file

%files client
/usr/local/client-file

%files -n bazlib
/usr/local/bazlib-file

As you cansee,thebuild-time scriptsareaboutassimpleasthey canbe. 2

18.6 Building Subpac kages
Now it’s time to giveour examplespecfile a try. Thebuild processis not thatmuch
differentfrom a single-packagespecfile:

# rpm -ba foo-2.7.spec
* Package: foo
* Package: foo-server
* Package: foo-client
* Package: bazlib
…
Executing: %prep
…
Executing: %build
…
Executing: %install
…
Executing: special doc
+ cd /usr/src/redhat/BUILD
+ cd foo-2.7
+ DOCDIR=//usr/doc/foo-2.7-1

2 This is theadvantageto makingup anexample.A morereal-world specfile would undoubtedlyhave more
interestingscripts.
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+ DOCDIR=//usr/doc/foo-server-2.7-1
+ DOCDIR=//usr/doc/foo-client-2.7-1
+ DOCDIR=//usr/doc/bazlib-5.6-1
+ exit 0
Binary Packaging: foo-2.7-1
Finding dependencies...
usr/local/foo-file
1 block
Generating signature: 0
Wrote: /usr/src/redhat/RPMS/i386/foo-2.7-1.i386.rpm
Binary Packaging: foo-server-2.7-1
Finding dependencies...
usr/local/server-file
1 block
Generating signature: 0
Wrote: /usr/src/redhat/RPMS/i386/foo-server-2.7-1.i386.rpm
Binary Packaging: foo-client-2.7-1
Finding dependencies...
usr/local/client-file
1 block
Generating signature: 0
Wrote: /usr/src/redhat/RPMS/i386/foo-client-2.7-1.i386.rpm
Binary Packaging: bazlib-5.6-1
Finding dependencies...
usr/local/bazlib-file
1 block
Generating signature: 0
Wrote: /usr/src/redhat/RPMS/i386/bazlib-5.6-1.i386.rpm
…
Source Packaging: foo-2.7-1
foo-2.7.spec
foo-2.7.tgz
4 blocks
Generating signature: 0
Wrote: /usr/src/redhat/SRPMS/foo-2.7-1.src.rpm
#

Startingatthetop,westartthebuild with theusualcommand.Immediatelyfollowing
thecommand,RPM indicatesthat four packagesareto bebuilt from this specfile.
The%prep , %build , and%install scriptsthenexecuteasusual.

Next, RPM executesits "specialdoc" internal script, even thoughwe haven’t de-
claredany files to be documentation.It’s worth noting, however, that the DOCDIR
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environmentvariablesshow thatif thespecfile haddeclaredsomeof thefilesasdoc-
umentation,RPM would have createdtheappropriatedocumentationdirectoriesfor
eachof thepackages.

At thispoint,RPMcreatesthebinarypackages.Aswecansee,eachpackagecontains
thefile defined in its %files list.

Finally, thesourcepackagefile is created.It containsthespecfile andtheoriginal
sources,just like any othersourcepackage.

Onespecfile. Onesetof sources.Onebuild command.Fourpackages.3All in all, a
prettygooddeal,isn’t it?

18.6.1 Giving Subpac kages the Once-Over
Let’s take a look at our newly createdpackages.As with any otherpackage,each
subpackageshouldbetestedby installingit onasystemthathasnothadthatsoftware
installedbefore. In this section,we’ll just snooparoundthesubpackagesandpoint
out how they differ from packagesbuilt oneto a specfile.

First, let’s just look at eachpackage’sinformation:

# rpm -qip foo-2.7-1.i386.rpm
Name : foo Distribution: (none)
Version : 2.7 Vendor: (none)
Release : 1 Build Date: Wed Nov 06 13:33:37 1996
Install date: (none) Build Host: foonly.rpm.org
Group : bogus/junque Source RPM: foo-2.7-1.src.rpm
Size : 35
Summary : The foo app, and the baz library needed to build it
Description :
This is the long description of the foo app, and the baz library needed to
build it...
#
# rpm -qip foo-server-2.7-1.i386.rpm
Name : foo-server Distribution: (none)
Version : 2.7 Vendor: (none)
Release : 1 Build Date: Wed Nov 06 13:33:37 1996
Install date: (none) Build Host: foonly.rpm.org
Group : bogus/junque Source RPM: foo-2.7-1.src.rpm
Size : 42

3 Five, if you countthesourcepackage.
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Summary : The foo server
Description :
This is the long description for the foo server...
#
# rpm -qip foo-client-2.7-1.i386.rpm
Name : foo-client Distribution: (none)
Version : 2.7 Vendor: (none)
Release : 1 Build Date: Wed Nov 06 13:33:37 1996
Install date: (none) Build Host: foonly.rpm.org
Group : bogus/junque Source RPM: foo-2.7-1.src.rpm
Size : 42
Summary : The foo client
Description :
This is the long description for the foo client...
#
# rpm -qip bazlib-5.6-1.i386.rpm
Name : bazlib Distribution: (none)
Version : 5.6 Vendor: (none)
Release : 1 Build Date: Wed Nov 06 13:33:37 1996
Install date: (none) Build Host: foonly.rpm.org
Group : bogus/junque Source RPM: foo-2.7-1.src.rpm
Size : 38
Summary : The baz library
Description :
This is the long description for the bazlib...
#

Herewe’ve usedRPM’s querycapabilityto displaya list of summaryinformation
for eachpackage.A few pointsareworth noting.

First,eachpackagelists foo-2.7-1.src.rpm asits sourcepackagefile. This is
theonly way to tell if two packagefiles werecreatedfrom thesamesetof sources.
Trying to usea package’snameasan indicator is futile, as the bazlib package
shows us.

Thenext thing to noticeis thatthesummariesanddescriptionsfor eachpackageare
specific to thatpackage.Sincethesetagswereplacedandnamedaccordingto each
package,thatshouldbeno surprise.
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Finally, we canseethateachpackage’sversionhasbeeneither"inherited"from the
mainpackage’s preamble,or, asin thecaseof thebazlib package,themainpack-
age’sversionhasbeenoverriddenby aversion tagaddedto bazlib ’s preamble.

If we look at thesourcepackage’sinformation,we seethatits informationhasbeen
takenentirely from themainpackage’ssetof tags:

# rpm -qip foo-2.7-1.src.rpm
Name : foo Distribution: (none)
Version : 2.7 Vendor: (none)
Release : 1 Build Date: Wed Nov 06 13:33:37 1996
Install date: (none) Build Host: foonly.rpm.org
Group : bogus/junque Source RPM: (none)
Size : 1415
Summary : The foo app, and the baz library needed to build it
Description :
This is the long description of the foo app, and the baz library needed to
build it...
#

It’s easyto seethatif therewasno%files list for themainpackage,andtherefore,
no main package,the tagsin the main preamblewould still be usedin the source
package.This is why RPMenforcestherequirementthatthemainpreamblecontain
copyright , %description , andgroup tags. So, here’sa word to the wise:
Don’t put somethingstupidin themainpreamble’s %description just to satisfy
RPM. Your witty sayingwill be immortalizedfor all time in every sourcepackage
you distribute. 4

Verifying Subpac kage-specific Install and Erase Scripts

The easiestway to verify that the %pre scriptswe defined for eachpackagewere
actuallyusedis to simply install eachpackage:

# rpm -Uvh foo-2.7-1.i386.rpm
foo This is the foo package preinstall script
##################################################
#
# rpm -Uvh foo-server-2.7-1.i386.rpm
foo-server This is the foo-server subpackage preinstall script

4 Yes,theauthorfoundout aboutthis hardway!
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##################################################
#
# rpm -Uvh foo-client-2.7-1.i386.rpm
foo-client This is the foo-client subpackage preinstall script
##################################################
#
# rpm -Uvh bazlib-5.6-1.i386.rpm
bazlib This is the bazlib subpackage preinstall script
##################################################
#

As expected,theunique%pre scriptfor eachpackagehasbeenincluded.Of course,
if we hadn’t wantedto actually install the packages,we could have usedRPM’s
--scripts optionto displaythescripts:

# rpm -qp --scripts foo-2.7-1.i386.rpm
preinstall script:
echo "This is the foo package preinstall script"

postinstall script:
(none)
preuninstall script:
(none)
postuninstall script:
(none)
verify script:
(none)
#

This approachmight bea bit safer, particularlyif installing thenewly built package
would disruptoperationson your build system.



Section 19.1:Architectures and Operating Systems: A Primer 353

19 Building Packages for Multiple
Architectures and Operating Systems
While RPM certainlymakespackagingsoftwareaseasyaspossible,it doesn’t end
there. RPM givesyou the tools you needto build a packageon different typesof
computers.More importantly, RPMmakesit possibleto build packagesondifferent
typesof computersusingasinglespecfile. Thoseof youthathavedevelopedsoftware
for differentcomputersknow theimportanceof maintaininga singlesetof sources.
RPM letsyou continuethatpracticethroughthepackagebuilding phase.

Beforewegetinto RPM’scapabilities,let’s doaquick review of whatis involvedin
developingsoftwarefor differenttypesof computersystems.

19.1 Architectures and Operating Systems: A Primer
From a softwareengineeringstandpoint,thereareonly two major differencesbe-
tweenany two computersystems:

1. Thearchitectureimplementedby thecomputer’shardware.

2. Thesystemsoftwarerunningon thecomputer.

Thefirst differenceis built into thecomputer. Thearchitectureis themannerin which
the computersystemwas designed. It includesthe numberand type of registers
presentin the processor, thenumberof machineinstructions,what operationsthey
perform,andsoon. For example,every "PC" today, no matterwho built it, is based
on theIntel x86 architecture.

Theseconddifferenceis moreunderour control. Theoperatingsystemis software
that controlshow the systemoperates.Differentoperatingsystemshave different
methodsof storing informationon disk, differentwaysof implementingfunctions
usedby programs,anddifferenthardwarerequirements.

As faraspackagebuilding is concerned,two systemswith thesamearchitecturerun-
ning two differentoperatingsystems,areasdifferentastwo systemswith different
architecturesrunningthesameoperatingsystem.In thefirst case,thesoftwarebeing
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packagedfor differentoperatingsystemswill differ dueto the differencesbetween
theoperatingsystems.In thesecondcase,thesoftwarebeingpackagedfor different
architectureswill differ dueto theunderlyingdifferencesin hardware.1

RPM supportsdifferencesin architectureandoperatingsystemequally. If thereis a
tag,rpmrc file entry, or conditionalthatis usedto supportarchitecturaldifferences,
thereis acorrespondingtag,entry, or conditionalthatsupportsoperatingsystemdif-
ferences.

19.1.1 Let’s Just Call Them Platf orms

In ordertokeeptheduplicationin thischaptertoaminimum,we’ll refertoacomputer
of a givenarchitecturerunninga givenoperatingsystemasa platform. If another
systemdiffersin eitheraspect,it is considereda differentplatform.

OK, now that we’ve gottenthroughthe preliminaries,let’s look at RPM’s multi-
platformcapabilities.

19.2 What Does RPM Do To Make Multi-Platf orm
Packaging Easier?
As we mentionedabove, RPM supportsmulti-platformpackagebuilding througha
setof tags,rpmrc file entries,andconditionals.Noneof thesetoolsaredifficult to
use.In fact,thehardestpartof multi-platformpackagebuilding is figuring out how
thesoftwareneedsto bechangedto supportdifferentplatforms.

Let’s take a look at eachmulti-platformtool RPM provides.

19.2.1 Automatic Detection of Build Platf orm

Thefirst thingnecessaryfor easymulti-platformpackagebuilding is to identifywhich
platform the packageis to be built for. Exceptin the fairly esotericcaseof cross-
compilation,thebuild platformis theplatformon which thepackageis built. RPM
doesthis for you automatically, althoughit canbeoverriddenat build-time.

1 This is asomewhatsimplisticview of thematter, asit’s commonfor incompatibilitiesto cropupbetweentwo
differentimplementationsof thesameoperatingsystemon differentarchitectures.
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19.2.2 Automatic Detection of Install Platf orm
Theotherimportantplatformin packagebuilding is theplatformonwhich thepack-
ageis to be installed. Hereagain,RPM doesthis for you, thoughit’s possibleto
overridethis whenthepackageis installed.

But thereis moreto multi-platformpackagebuilding thansimply beingableto de-
terminetheplatformduringpackagebuilding andinstallation.Thenext component
in multi-platformpackagebuilding is a setof platform-dependenttags.

19.2.3 Platf orm-Dependent Tags
RPMusesanumberof tagsthatcontrolwhichplatformscanbuild apackage.These
tagsmake it easierfor thepackagebuilder to build multiplepackagesautomatically,
sincethetagswill keepRPMfromattemptingto build packagesthatareincompatible
with thebuild platform.

19.2.4 Platf orm-Dependent Conditionals
While the platform-dependenttagsprovide a crudelevel of multi-platform control
(i.e., thepackagewill bebuilt or not,dependingon thetagsandthebuild platform),
RPM’s platform-dependentconditionalsprovide a muchfiner level of control. By
usingtheseconditionals,it’s possibleto excisethosepartsof the specfile that are
specific to anotherplatformandreplacethemwith oneor morelines thatarecom-
patiblewith thebuild platform.

Now thatwe have a basicideaof RPM’s multi-platformsupportfeatures,let’s take
a morein-depthlook at eachone.

19.3 Build and Install Platf orm Detection
Aswementionedabove,thefirststeptomulti-platformpackagebuilding is to identify
the build platform. This is doneby matchinginformationfrom the build system’s
uname outputagainsta numberof rpmrc file entries.

Normally, it’s not necessaryto worry too muchaboutthefollowing rpmrc file en-
tries,asRPMcomeswith asetof entriesthatsupportall platformsthatcurrentlyrun



356 Chapter 19: Building Packages
for Multiple Architectures and Operating Systems

RPM. However, whenaddingsupportfor new platforms,it will benecessaryto use
thefollowing entriesto addsupportfor thenew build platform.

19.3.1 Platf orm-Specific rpmrc Entries
Normally, the file /usr/lib/rpmrc containsthe following rpmrc file entries.
They canbeoverriddenbyentriesin /etc/rpmrc or~/.rpmrc . Thisisdiscussed
morecompletelyin AppendixB, Therpmrc File.

Becauseeachentrytypeisavailablein botharchitectureandoperatingsystemflavors,
we’ll just usexxx in placeof arch andos in thefollowing descriptions.

xxx_canon — Define Canonical Platf orm Name and Number
Thexxx_canon entryis usedto convert informationobtainedfrom thesystemrun-
ning RPM into a canonicalnameandnumberthatRPM will useinternally. Here’s
the format:

xxx_canon: <label>: <string> <value>

The<label> is comparedagainstinformationfrom uname(2) . If amatchis found,
then<string> isusedbyRPMasthecanonicalname,and<value> isusedasaunique
numericvalue. Herearetwo examples:

arch_canon: sun4: sparc 3
os_canon: Linux: Linux 1

Thearch_canon tagaboveis usedto definethecanonicalarchitectureinformation
for SunMicrosystems’SPARC architecture.In this case,theoutputfrom uname is
comparedagainstsun4 . If there’samatch,thecanonicalarchitecturenameis setto
sparc andthearchitecturenumberis setto 3.

Theos_canon tagaboveis usedto define thecanonicaloperatingsysteminforma-
tion for the Linux operatingsystem. In this case,the outputfrom uname is com-
paredagainstLinux . If there’samatch,thecanonicaloperatingsystemnameis set
to Linux , andtheoperatingsystemnumberis setto 1.

Thedescriptionaboveis not100%complete— Thereis anadditionalstepperformed
during the time RPM getsthe systeminformation from uname, and comparesit
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againsta canonicalname.Next, let’s look at the rpmrc file entry that comesinto
play during this intermediatestep.

build xxxtranslate — Define Build Platf orm

Thebuild xxxtranslate entryis usedto define thebuild platforminformation.
Specifically, theseentriesareusedto createa tablethatmapsinformationfrom un-
ame to theappropriatearchitecture/operatingsystemname.

Thebuild xxxtranslate entry lookslike this:

build xxxtranslate: <label>: <string>

The<label> is comparedagainstinformationfrom uname(2) . If amatchis found,
then<string> is usedby RPM asthe build platform information,after it hasbeen
canonicalizedby xxx_canon . Herearetwo examples:

buildarchtranslate: i586: i386
buildostranslate: Linux: Linux

Thebuildarchtranslate tagshown above is usedto define thebuild architec-
turefor anIntel Pentium(or i586 asit’s shown here)processor. Any Pentium-based
systemwill, by default,build packagesfor theIntel 80386(or i386 ) architecture.

The buildostranslate tag shown above is usedto define the build operating
systemfor systemsrunningtheLinux operatingsystem.In this case,thebuild oper-
atingsystemremainsunchanged.

xxx_compat — Define Compatib le Architectures

Thexxx_compat entryis usedto definewhicharchitecturesandoperatingsystems
arecompatiblewith oneanother. It is usedat install-timeonly. The format of the
entry is:

xxx_compat: <label>: <list>
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The<label> is a namestringasdefinedby anxxx_canon entry. The<list> fol-
lowing it consistsof oneor morenames,alsodefinedby arch_canon . If thereis
morethanonenamein thelist, they shouldbeseparatedby a space.

Thenamesin thelist areconsideredcompatibleto thenamespecified in thelabel.

arch_compat: i586: i486
arch_compat: i486: i386
os_compat: Linux: AIX

The arch_compat lines shown above illustratehow a family of upwardly com-
patiblearchitecturesmayberepresented.For example,if thebuild architecturewas
definedasan i586 , thecompatiblearchitectureswouldbe i486 , andi386 . How-
ever, if thebuild systemwasan i486 , theonly compatiblearchitecturewouldbean
i386 .

While theos_compat line shown above is entirely fictional, its purposewould be
to declareAIX compatiblewith Linux . If it wereonly thatsimple…

19.3.2 Overriding Platf orm Information At Build-Time
By usingthe rpmrc file entriesdiscussedabove, RPM usuallymakestheright de-
cisionsin selectingthe build andinstall platforms. However, theremight be times
whenRPM’s selectionsaren’t thebest.Normally thecircumstancesareunusual,as
in thecaseof cross-compilingsoftware.In thesecases,it is niceto haveaneasyway
of overridingthebuild-time architectureandoperatingsystem.

The--buildarch and--buildos optionscanbeusedto setthebuild-time ar-
chitectureandoperatingsystemratherthanrelyingonRPM’sautomaticdetectionca-
pabilities.Theseoptionsareaddedto anormalRPMbuild command.Oneimportant
point to rememberis that,althoughRPM doestry to find thespecified architecture
name,it doesno checkingasto the sanityof the enteredarchitectureor operating
system.For example,if you enteranentirely fictional operatingsystem,RPM will
issuea warningmessage,andthenhappilybuild a packagefor it.

Why? Wouldn’t it make moresensefor RPMto performsomesortof sanitycheck?
In a word, no. Oneof RPM’s maindesigngoalswasto never get in theway of the
packagebuilder. If someonehasaneedto overridetheirbuild platforminformation,
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they shouldknow whatthey’re doing,andwhatthefull implicationsof their actions
are.

Bottomline: Unlessyouknowwhyyouneedtouse--buildarch or --buildos ,
you probablydon’t needto usethem.

19.3.3 Overriding Platf orm Information At Install-Time
It’s alsopossibleto directRPMto ignoreplatforminformationwhile apackageis be-
ing installed.The--ignorearch and--ignoreos options,whenaddedto any
install or upgradecommand,will directRPMto proceedwith theinstall or upgrade,
evenif thepackage’splatformdoesn’tmatchtheinstall platform.

Dangerous?Yes. But it canbe indispensablein certaincircumstances.Like the
ability to overrideplatforminformationatbuild-time,unlessyouknow whyyouneed
to use--ignorearch or --ignoreos , youprobablydon’t needto usethem.

19.4 optflags — The Other rpmrc File Entr y
While the optflags entry doesn’t play a part in determiningthe build or install
platform, it doesplay a role in multi-platform packagebuilding. The optflags
entry is usedto define a standardsetof optionsthat canbe usedduring the build
process,specifically duringcompilation.

Theoptflags entry looks like this:
optflags: <architecture> <value>

Forexample,assumethefollowingoptflags entrieswereplacedin anrpmrc file:
optflags: i386 -O2 -m486 -fno-strength-reduce
optflags: sparc -O2

If RPMwasrunningonanIntel80386-compatiblearchitecture,theoptflags value
wouldbesetto -O2 -m486 -fno-strength-reduce . If, however, RPMwas
runningon a SunSPARC-basedsystem,optflags wouldbesetto -O2 .

This entrysetstheRPM_OPT_FLAGS environmentvariable,which canbeusedin the
%prep , %build , and%install scripts.
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19.5 Platf orm-Dependent Tags
OnceRPMhasdeterminedthebuild platform’sinformation,thatinformationcanbe
usedin thebuild process.Thefirst way this informationcanbeusedis to determine
whethera givenpackageshouldbebuilt on a givenplatform. This is donethrough
theuseof four tagsthatcanbeaddedto a specfile.

Therecan be many reasonsto do this. For example,the software may not build
correctlyon a givenplatform. Or the softwaremaybe platform-specific, suchthat
packagingthesoftwareonany otherplatform,while technologicallypossible,would
really make no sense.

Therealworld is notalwayssoclear-cut,sotheremightevenbecaseswhereapack-
ageshouldbe built on, say, threedifferentplatforms,but no others. By carefully
usingthefollowing tags,any conceivablesituationcanbecovered.

Like the rpmrc file entrieswe’ve alreadydiscussed,thereareidenticaltagsfor ar-
chitectureandoperatingsystem,sowe’ll discussthemtogether.

19.5.1 The exclude xxx Tag
Theexclude xxx tagsareusedto directRPM to insurethat thepackagedoesnot
attemptto build on theexcludedplatforms.Oneor moreplatformsmaybespecified
after theexclude xxx tags,separatedby eitherspacesor commas.Herearetwo
examples:

ExcludeArch: sparc alpha
ExcludeOS: Irix

The first line preventssystemsbasedon the Sun SPARC and Digital Alpha/AXP
architecturesfrom attemptingto build thepackage.Thesecondline insuresthatthe
packagewill not bebuilt for theSilicon Graphicsoperatingsystem,Irix.

If abuild is attemptedonanexcludedarchitectureor operatingsystem,thefollowing
messagewill bedisplayed,andthebuild will fail:

# rpm -ba cdplayer-1.0.spec
Arch mismatch!
cdplayer-1.0.spec doesn’t build on this architecture
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#

Theexclude xxx tagsaremeantto explicitly preventa finite setof architecturesor
operatingsystemsfrom building a package.If your goal is to insurethata package
will only build ononearchitecture,thenyoushouldusetheexclusive xxx tags.

19.5.2 The exclusive xxx Tag

Theexclusive xxx tagsareusedto directRPM to only build thepackageon the
specifiedplatforms.Thesetagsinsurethat,in thefuture,nobrand-new platformwill
mistakenlyattemptto build thepackage.RPMwill build thepackageonthespecified
platformsonly.

Thesyntaxof theexclusive xxx tagsis identicalto exclude xxx:

ExclusiveArch: sparc alpha
ExclusiveOS: Irix

In thefirst line, thepackagewill only build on a SunSPARC or Digital Alpha/AXP
system.In thesecond,thepackagewill only bebuilt on theIrix operatingsystem.

Theexclusive xxx tagsaremeantto explicitly allow a finite setof architectures
or operatingsystemsto build apackage.If your goalis to insurethatapackagewill
not build on a specific platform,thenyou shouldusetheexclude xxx tag.

19.6 Platf orm-Dependent Conditionals
Of course,thecontrolexertedby theexclude xxx andexclusive xxx tagsover
packagebuilding isoftentoocoarse.Theremaybepackages,for example,thatwould
build just fine on anotherplatform, if only you couldsubstitutea platform-specific
patchfile or changesomepathsin the%files list.

The key to exerting this kind of platform-specific control in the specfile is to use
RPM’sconditionals.Theconditionalsprovideageneral-purposemeansof construct-
ing aplatform-specific versionof thespecfile duringtheactualbuild process.
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19.6.1 Common Features of All Conditionals
Therearea few thingsthat arecommonto eachconditional,so let’s discussthem
first. The first thing is that conditionalsare block-structured.The secondis that
conditionalscanbenested.Finally, conditionalscanspanany partof thespecfile.

Conditionals Are Bloc k Structured

Every conditionalis block-structured— in otherwords, the conditionalbegins at
a certainpoint within the specfile andcontinuessomenumberof lines until it is
ended.This formsa block thatwill beusedor ignored,dependingon theplatform
theconditionalis checkingfor, aswell asthebuild platformitself.

Every conditionalstartswith a line beginning with the characters%if and is fol-
lowedby oneof four platform-relatedconditions.Everyconditionalendswith a line
containingthecharacters%endif .

Ignoringtheplatform-relatedconditionsfor a moment,here’sanexampleof a con-
ditional block:

%ifos Linux
Summary: This is a package for the Linux operating system
%endif

It’s a one-lineblock,but a block nonetheless.

There’salsoanotherstyleof conditionalblock. As before,it startswith a %if , and
endswith a %endif . But there’ssomethingnew in themiddle:

%ifos Linux
Summary: This is a package for the Linux operating system
%else
Summary: This is a package for some other operating system
%endif

Herewe’ve replacedonesummary tagwith another.
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Conditionals Can Be Nested
Conditionalscanbenested— That is, theblock formedby oneconditionalcanen-
closeanotherconditional.Here’sanexample:

%ifarch i386

echo "This is an i386"

%ifos Linux
echo "This is a Linux system"
%else
echo "This is not a Linux system"
%endif

%else

echo "This is not an i386"

%endif

In thisexample,thefirst conditionalblockformedby the%ifarch i386 line con-
tainsacomplete%ifos — %else — %endif conditional.Therefore,if thebuild
systemwasIntel-based,the%ifos conditionalwould betested.If thebuild system
wasnot Intel-based,the%ifos conditionalwould not betested.

Conditionals Can Cross Spec File Sections
Thenext thingeachconditionalhasin commonis thatthereis nolimit to thenumber
of linesaconditionalblockcancontain.Youcouldenclosetheentirespecfile within
a conditional,if you like. But it’s muchbetterto useconditionalsto insertonly the
appropriateplatform-specific contents.

Now thatwehavethebasicsoutof theway, let’s takealookateachof theconditionals
andseehow they work.

19.6.2 %if xxx
The%if xxx conditionalsareusedto controltheinclusionof ablock,aslongasthe
platform-dependentinformationis true. Herearetwo examples:

%ifarch i386 alpha
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In this case,theblock following theconditionalwould beincludedonly if thebuild
architecturewasi386 or alpha .

%ifos Linux

Thisexamplewould includetheblockfollowing theconditionalonly if theoperating
systemwasLinux .

19.6.3 %ifn xxx
The%ifn xxx conditionalsareusedto control the inclusionof a block, aslong as
theplatform-dependentinformationis not true. Herearetwo examples:

%ifnarch i386 alpha

In this case,theblock following theconditionalwould beincludedonly if thebuild
architecturewasnot i386 or alpha .

%ifnos Linux

Thisexamplewould includetheblockfollowing theconditionalonly if theoperating
systemwasnot Linux .

19.7 Hints and Kinks
Thereisn’t muchin theway of hardandfastruleswhenit comesto multi-platform
packagebuilding. But in general,thefollowing usesof RPM’smulti-platformcapa-
bilities seemto work thebest:

• The exclude xxx andexclusive xxx tagsarebestusedwhenit’s known
there’s no reasonfor thepackageto bebuilt on specific architectures.

• The%if xxx and%ifn xxx conditionalsaremostlikely to beusedin thefol-
lowing areas:

• Controllingtheinclusionof %patch macrosfor platform-specific patches.
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• Settingup platform-specific initialization prior to building thesoftware.

• Tailoring the%files list whenthesoftwarecreatesplatform-specific files.

Given that somesoftware is moreeasilyportedto differentplatformsthanothers,
this list is far from complete.If there’sonething to rememberaboutmulti-platform
packagebuilding, it’s don’t beafraidto experiment!
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20 Real-World Package Building
In Chapter11, Building Packages: A SimpleExample, we packageda fairly simple
application. Sinceour goal was to introducepackagebuilding, we kept thingsas
simpleaspossible.However, thingsaren’talwaysthatsimplein therealworld.

In this chapter, we’ll packagea morecomplex applicationthatwill call on mostof
RPM’s capabilities.We’ll startwith a generaloverview of theapplicationandend
with a completedpackage,just asyou would if you weretaskedwith packagingan
applicationthatyou’d not seenbefore.

Sowithout furtherado,let’s meetamanda…

20.1 An Overview of Amanda
Amandais anetwork backuputility. Thenameamandastandsfor "AdvancedMary-
landAutomaticNetwork Disk Archiver". If theword "Maryland" seemssomewhat
incongruous,it helpsto realizethat theprogramwasdevelopedat theUniversityof
Marylandby JamesDa Silva,andhassubsequentlybeenenhancedby many people
aroundtheworld.

Thesourcesareavailableat ftp.cs.umd.edu , in directory/pub/amanda . At
thetimeof writing, thelatestversionof amandais version2.3.0.Therefore,it should
comeasnosurprisethattheamandasourcetar file is calledamanda-2.3.0.tar.gz.

As with mostnetwork-centricapplications,amandahasa server component,anda
client component.An amandaserver controlshow the variousclient systemsare
backedupto theserver’s tapedrive. Eachamandaclientusestheoperatingsystem’s
nativedumputility to performtheactualbackup,which is thencompressedandsent
to theserver. A servercanbackitselfupsimplybyhaving theclientsoftwareinstalled
andconfigured,just like any otherclient system.

Thesoftwarebuilds with make, andmostcustomizationis donein two .h files in
theconfig subdirectory. A fair amountof documentationis availablein thedoc
subdirectory. All in all, amandais a typical non-trivial application.

Amandacanbebuilt onseveralUnix-basedoperatingsystems.In thischapter, we’ll
build andpackageamandafor RedHat Linux Linux version4.0.
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20.2 Initial Building Without RPM
Sinceamandacanbebuilt onnumerousplatforms,thereneedsto besomeinitial cus-
tomizationwhenfirst building the software. Sincecustomizationimplies thatmis-
takeswill bemade,we’ll startoff by building amandawithout any involvementon
thepartof RPM.

But beforewe canbuild amanda,we have to get it andunpackit, first.

20.2.1 Setting Up A Test Build Area
As wementionedabove,thehomeFTPsitefor amandais ftp.cs.umd.edu . The
sourcesarein /pub/amanda .

After getting the sources,it’s necessaryto unpackthem. We’ll unpacktheminto
RPM’s SOURCESdirectory, sothatwe cankeepall our work in oneplace:

# tar zxvf amanda-2.3.0.tar.gz
amanda-2.3.0/
amanda-2.3.0/COPYRIGHT
amanda-2.3.0/Makefile
amanda-2.3.0/README
…
amanda-2.3.0/man/amtape.8
amanda-2.3.0/tools/
amanda-2.3.0/tools/munge
…

As we saw, the sourcesunpacked into a directorycalledamanda-2.3.0 . Let’s
renamethatdirectoryto amanda-2.3.0-orig , andunpackthesourcesagain:

# ls
total 177
drwxr-xr-x 11 adm games 1024 May 19 1996 amanda-2.3.0/
-rw-r--r-- 1 root root 178646 Nov 20 10:42 amanda-2.3.0.tar.gz
# mv amanda-2.3.0 amanda-2.3.0-orig
# tar zxvf amanda-2.3.0.tar.gz
amanda-2.3.0/
amanda-2.3.0/COPYRIGHT
amanda-2.3.0/Makefile
amanda-2.3.0/README
…
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amanda-2.3.0/man/amtape.8
amanda-2.3.0/tools/
amanda-2.3.0/tools/munge
# ls
total 178
drwxr-xr-x 11 adm games 1024 May 19 1996 amanda-2.3.0/
drwxr-xr-x 11 adm games 1024 May 19 1996 amanda-2.3.0-orig/
-rw-r--r-- 1 root root 178646 Nov 20 10:42 amanda-2.3.0.tar.gz
#

Now why did we do that?Thereasonlies in thefact thatwe will undoubtedlyneed
to make changesto the original sourcesin orderto get amandato build on Linux.
We’ll doall our hackingin theamanda-2.3.0 directory, andleave theamanda-
2.3.0-orig untouched.

Sinceoneof RPM’sdesignfeaturesis tobuild packagesfromtheoriginal,unmodified
sources,thatmeansthechangeswe’ll make will needto bekeptasa setof patches.
The amanda-2.3.0-orig directory will let us issuea simple recursive diff
commandto createour patcheswhenthetime comes.

Now thatour sourcesareunpacked,it’s time to work on building thesoftware.

20.2.2 Getting Software to build
Looking at thedocs/INSTALL file, we find that thestepsrequiredto getamanda
configuredandreadyto build areactuallyfairly simple. The first stepis to modify
tools/munge to point to cpp , theC preprocessor.

AmandausesCPPto createmakefilescontainingtheappropriateconfigurationinfor-
mation. This approachis a bit unusual,but not unheardof. In munge, we find the
following section:

# Customize CPP to point to your system’s C preprocessor.

# if cpp is on your path:
CPP=cpp

# if cpp is not on your path, try one of these:
# CPP=/lib/cpp # traditional
# CPP=/usr/lib/cpp # also traditional
# CPP=/usr/ccs/lib/cpp # Solaris 2.x
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Sincecpp existsin /lib onRedHat Linux, weneedto changethis partof munge
to:

# Customize CPP to point to your system’s C preprocessor.

# if cpp is on your path:
#CPP=cpp

# if cpp is not on your path, try one of these:
CPP=/lib/cpp # traditional
# CPP=/usr/lib/cpp # also traditional
# CPP=/usr/ccs/lib/cpp # Solaris 2.x

Next, we needto take a look in config/ andcreatetwo files:

1. config.h — containsplatform-specific configurationinformation

2. options.h — containssite-specific configurationinformation

Thereareanumberof exampleconfig.h filesfor anumberof differentplatforms.
Thereis a Linux-specific version,sowe copy that file to config.h andreview it.
After afew changesto reflectourRedHatLinux Linux environment,it’s ready. Now
let’s turn our attentionto options.h .

In the caseof options.h , there’sonly one examplefile called options.h-
vanilla . As thenameimplies, this is a basicfile that containsa seriesof #de-
fine s thatconfigureamandafor a typical environment. We’ll needto make a few
changes:

• Define thepathsto commonutility programs.

• Keeptheprogramsfrom beingnamedwith thesuffix -2.3.0 .

• Define thedirectorieswheretheprogramsshouldbeinstalled.

While thefirst changeis prettymuchstandardfarefor anyoneusedto building soft-
ware,thelasttwo changesarereallydueto RPM.With RPM,there’snoneedto name



Section 20.2:Initial Building Without RPM 371

theprogramswith aversion-specific name,asRPMcaneasilyupgradeto anew ver-
sionandevendowngradeback,if thenew versiondoesn’twork aswell. Thedefault
pathsamandausessegregatethe files so that they canbe easilymaintained.With
RPM, there’sno needto do this, sinceevery file installedby RPM getswritten into
thedatabase.In addition,RedHatLinux systemsadhereto theFile SystemStandard,
soany packagedestinedfor RedHat systemsshouldreally beFSSTND-compliant,
too. Fortunatelyfor us,amandawaswrittento makethesetypesof changeseasy. But
evenif wehadto hackaninstallationscript,RPMwouldpick up thechangesaspart
of its patchhandling.

We’ll spareyou theusualdiscovery of typos,incompatibilities,andtheresultingre-
builds. After anundisclosednumberof iterations,ourconfig.h andoptions.h
files areperfect.Amandabuilds:

# make
Making all in common-src
make[1]: Entering directory ‘/usr/src/redhat/SOURCES/amanda-2.3.0/common-src ’
…
make[1]: Leaving directory ‘/usr/src/redhat/SOURCES/amanda-2.3.0/man ’
#

As we noted,amandais constructedso that mostof the time changeswill only be
necessaryin tools/munge , andthe two files in config . Our situationwasno
different— afterall wassaidanddone,thatwasall we neededto hack.

20.2.3 Installing and testing
As weall know, just becausesoftwarebuilds doesn’tmeanthatit’s readyfor prime-
time. It’s necessaryto test it first. In order to testamanda,we needto install it.
Amanda’smakefile hasaninstall target,solet’s usethatto getstarted.We’ll alsoget
a copy of theoutput,becausewe’ll needthat later:

# make install
Making install in common-src
…
make[1]: Entering directory ‘/usr/src/redhat/SOURCES/amanda-2.3.0/client-src ’
Installing Amanda client-side programs:

install -c -o bin amandad /usr/lib/amanda
install -c -o bin sendsize /usr/lib/amanda
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install -c -o bin calcsize /usr/lib/amanda
install -c -o bin sendbackup-dump /usr/lib/amanda
install -c -o bin sendbackup-gnutar /usr/lib/amanda
install -c -o bin runtar /usr/lib/amanda
install -c -o bin selfcheck /usr/lib/amanda

Setting permissions for setuid-root client programs:
(cd /usr/lib/amanda ; chown root calcsize; chmod u+s calcsize)
(cd /usr/lib/amanda ; chown root runtar; chmod u+s runtar)

…
Making install in server-src
Installing Amanda libexec programs:

install -c -o bin taper /usr/lib/amanda
install -c -o bin dumper /usr/lib/amanda
install -c -o bin driver /usr/lib/amanda
install -c -o bin planner /usr/lib/amanda
install -c -o bin reporter /usr/lib/amanda
install -c -o bin getconf /usr/lib/amanda

Setting permissions for setuid-root libexec programs:
(cd /usr/lib/amanda ; chown root dumper; chmod u+s dumper)
(cd /usr/lib/amanda ; chown root planner; chmod u+s planner)

Installing Amanda user programs:
install -c -o bin amrestore /usr/sbin
install -c -o bin amadmin /usr/sbin
install -c -o bin amflush /usr/sbin
install -c -o bin amlabel /usr/sbin
install -c -o bin amcheck /usr/sbin
install -c -o bin amdump /usr/sbin
install -c -o bin amcleanup /usr/sbin
install -c -o bin amtape /usr/sbin

Setting permissions for setuid-root user programs:
(cd /usr/sbin ; chown root amcheck; chmod u+s amcheck)

…
Installing Amanda changer libexec programs:

install -c -o bin chg-generic /usr/lib/amanda
…
Installing Amanda man pages:

install -c -o bin amanda.8 /usr/man/man8
install -c -o bin amadmin.8 /usr/man/man8
install -c -o bin amcheck.8 /usr/man/man8
install -c -o bin amcleanup.8 /usr/man/man8
install -c -o bin amdump.8 /usr/man/man8
install -c -o bin amflush.8 /usr/man/man8
install -c -o bin amlabel.8 /usr/man/man8
install -c -o bin amrestore.8 /usr/man/man8
install -c -o bin amtape.8 /usr/man/man8
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…
#

OK, no majorproblemsthere.Amandadoesrequirea bit of additionaleffort to get
everythingrunning,though.Lookingatdocs/INSTALL , wefollow thestepsto get
amandarunningonourtestsystem,asbothaclientandaserver. As weperformeach
step,we noteit for futurereference:

• For theclient:

1. Setup a ~/.rhosts file allowing theserver to connect.

2. Make thedisk device files readableby theclient.

3. Make /etc/dumpdates readableandwriteableby theclient.

4. Putanamandaentry in /etc/services .

5. Putanamandaentry in /etc/inetd.conf .

6. Issuea kill -HUP on inetd.

• For theserver:

1. Createa directoryto hold theserver configurationfiles.

2. Modify theprovidedexampleconfigurationfiles to suit our site.

3. Add crontabentriesto run amandanightly.

4. Putanamandaentry in /etc/services .

Onceeverythingis ready, werunafew tests.Everythingperformsflawlessly. 1Looks
like we’ve got a goodbuild. Let’s startgettingRPM involved.

1 Well, eventuallyit did!
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20.3 Initial Building With RPM
Now thatamandahasbeenconfigured,built, andis operationalonour build system,
it’s time to have RPM take over eachof thesetasks.The first taskis to have RPM
make thenecessarychangesto theoriginal sources.To do that,RPM needsa patch
file.

20.3.1 Generating patc hes
Theamanda-2.3.0 directorytreeis wherewe did all our work building amanda.
Weneedto takeall thework we’vedonein thatdirectorytreeandcompareit against
the original sourcescontainedin the amanda-2.3.0-orig directory tree. But
beforewe do that,we needto cleanthingsup a bit.

Cleaning up the test build area
Looking throughour work tree,it hasall sortsof junk in it: emacssave files,object
files, andthe executableprograms.In orderto generatea cleansetof patches,all
theseextraneousfiles mustgo. Looking overamanda’smakefiles, thereis aclean
target thatshouldtake careof mostof thejunk:

# make clean
Making clean in common-src
…
rm -f *~ *.o *.a genversion version.c Makefile.out
…
Making clean in client-src
…
rm -f amandad sendsize calcsize sendbackup-dump

sendbackup-gnutar runtar selfcheck *~ *.o Makefile.out
…
Making clean in server-src
…
rm -f amrestore amadmin amflush amlabel amcheck amdump

amcleanup amtape taper dumper driver planner reporter
getconf *~ *.o Makefile.out

…
Making clean in changer-src
…
rm -f chg-generic *~ *.o Makefile.out
…
Making clean in man
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…
rm -f *~ Makefile.out
…
#

Looking in the tools andconfig directorieswherewe did all our work, we see
therearestill emacssave files there. A bit of studyingconfirms that the makefiles
don’t botherto cleanthesetwo directories. That’s a nice touch becausea make
clean won’t wipeoutold copiesof theconfig files,giving youachanceto goback
to them in caseyou’ve botchedsomething. However, in our case,we’re surewe
won’t needthesave files, soout they go:

# cd /usr/src/redhat/SOURCES/amanda-2.3.0
# find . -name "*~" -exec rm -vf \;
./config/config.h~
./config/options.h~
./tools/munge~
#

Welet find takea look at thewholedirectorytree,just in casetherewassomething
still out therethatwe’d forgottenabout.As youcansee,theonly save files arefrom
thethreefiles we’ve beenworking on.

You’ll notethatwe’ve left our modified munge file, aswell astheconfig.h and
options.h files we socarefully crafted. That’s intentional,aswe want to make
surethosechangesareappliedwhenRPM patchesthe sources.Everything looks
prettyclean,soit’s time to make thepatches.

Actuall y Generating patc hes
This stepis actuallyprettyanticlimactic:

# diff -uNr amanda-2.3.0-orig/ amanda-2.3.0/ >
amanda-2.3.0-linux.patch
#

With thatonecommand,we’ve comparedeachfile in the untoucheddirectorytree
(amanda-2.3.0-orig ) with thedirectorytreewe’vebeenworkingin (amanda-
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2.3.0 ). If we’ve doneour homework, the only thingsin the patchfile shouldbe
relatedto thefiles we’vechanged.Let’s take a look throughit to make sure:

# cd /usr/src/redhat/SOURCES
# cat amanda-2.3.0-linux.patch
diff -uNr amanda-2.3.0-orig/config/config.h amanda-2.3.0/config/config.h
--- amanda-2.3.0-orig/config/config.h Wed Dec 31 19:00:00 1969
+++ amanda-2.3.0/config/config.h Sat Nov 16 16:22:47 1996
@@-0,0 +1,52 @@
…
diff -uNr amanda-2.3.0-orig/config/options.h amanda-2.3.0/config/options.h
--- amanda-2.3.0-orig/config/options.h Wed Dec 31 19:00:00 1969
+++ amanda-2.3.0/config/options.h Sat Nov 16 17:08:57 1996
@@-0,0 +1,211 @@
…
diff -uNr amanda-2.3.0-orig/tools/munge amanda-2.3.0/tools/munge
--- amanda-2.3.0-orig/tools/munge Sun May 19 22:11:25 1996
+++ amanda-2.3.0/tools/munge Sat Nov 16 16:23:50 1996
@@-35,10 +35,10 @@

# Customize CPP to point to your system ’s C preprocessor.

# if cpp is on your path:
-CPP=cpp
+# CPP=cpp

# if cpp is not on your path, try one of these:
-# CPP=/lib/cpp # traditional
+CPP=/lib/cpp # traditional

# CPP=/usr/lib/cpp # also traditional
# CPP=/usr/ccs/lib/cpp # Solaris 2.x

#

Thepatchfile containscompletecopiesof our config.h andoptions.h files,
followed by the changeswe’ve madeto munge. Looks good! Time to handthis
gruntwork over to RPM.

20.3.2 Making a fir st-cut spec file
Sinceamandacomesin two parts,it’s obviouswe’ll needto usesubpackages:one
for theclient software,andonefor theserver. Giventhat,andthe fact that the first
partof any specfile consistsof tagsthatareeasilyfilled in, let’s sit down andfill in
theblanks,tag-wise:
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Summary: Amanda Network Backup System
Name: amanda
Version: 2.3.08
Release: 1
Group: System/Backup
Copyright: BSD-like, but see COPYRIGHTfile for details
Packager: Edward C. Bailey <bailey@rpm.org>
URL: http://www.cs.umd.edu/projects/amanda/
Source: ftp://ftp.cs.umd.edu/pub/amanda/amanda-2.3.0.tar.gz
Patch: amanda-2.3.0-linux.patch
%description
Amanda is a client/server backup system. It uses standard tape
devices and networking, so all you need is any working tape drive
and a network. You can use it for local backups as well.

Thatpartwasprettyeasy. Wesetthepackage’sreleasenumberto 1. We’ll undoubt-
edly bechangingthataswecontinuework on thespecfile. You’ll noticethatwe’ve
includedaURLtagline; theUniform ResourceLocatortherepointsto thehomepage
for theamandaproject,makingit easierfor theuserto getadditionalinformationon
amanda.

TheSource tagabove includesthenameof theoriginal sourcetar file andis pre-
cededby theURL pointingto thefile’s primary location. Again, this makesit easy
for theuserto grabacopy of thesourcesfrom thesoftware’s"birthplace".

Finally, thepatchfile thatwe’ve justcreatedgetsa line of its own on thePatch tag
line. Next, let’s take a look at thetagsfor our two subpackages.Let’s startwith the
client:

%package client
Summary: Client-side Amanda package
Group: System/Backup
Requires: dump
%description client
The Amanda Network Backup system contains software necessary to
automatically perform backups across a network. Amanda consists of
two packages -- a client (this package), and a server:

The client package enable a network-capable system to have its
filesystems backed up by a system running the Amanda server.

NOTE: In order for a system to perform backups of itself, install both
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the client and server packages!

The %package directive namesthe package. Sincewe wantedthe subpackages
to be namedamanda-<something> , we didn’t usethe -n option. This means
our client subpackagewill be calledamanda-client , just aswe wanted. RPM
requiresuniquesummary , %description , andgroup tagsfor eachsubpackage,
so we’ve includedthem. Of course,it would be a good ideaeven if RPM didn’t
requirethem— we’veusedthetagsto provideclient-specific information.

The requires tag is the only other tag in the client subpackage.Sinceamanda
usesdump on theclient system,we includedthis tagso thatRPM will ensurethat
thedump packageis presenton client systems.

Next, let’s take a look at thetagsfor theserver subpackage:

%package server
Summary: Server-side Amanda package
Group: System/Backup
%description server
The Amanda Network Backup system contains software necessary to
automatically perform backups across a network. Amanda consists of
two package -- a client, and a server (this package):

The server package enables a network-capable system to control one
or more Amanda client systems performing backups. The server system
will direct all backups to a locally attached tape drive. Therefore,
the server system requires a tape drive.

NOTE: In order for a system to perform backups of itself, install both
the client and server packages!

No surpriseshere,really. You’ll notethattheserver subpackagehasno requires
tagfor thedumppackage.Thereasonfor thatis dueto adesigndecisionwe’vemade.
Sinceamandais comprisedof aclientandaservercomponent,in orderfor theserver
systemto performbackupsof itself, theclient componentmustbe installed. Since
we’vealreadymadetheclient subpackagerequiredump, we’vealreadycoveredthe
bases.
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Sinceanamandaservercannotbackitself up without theclient software,why don’t
we have the server subpackagerequirethe client subpackage?Well, that could be
done,but thefactof thematteris thattherearecaseswhereanamandaserver won’t
needto backitself up. Sotheserversubpackageneedsno packagerequirements.

Adding the build-time scripts

Next weneedto addthebuild-time scripts.There’s really notmuchto them:

%prep
%setup

%build
make

%install
make install

The %prep script consistsof one line containingthe simplestflavor of %setup
macro.Sinceweonlyneed%setup tounpackonesetof sources,therearenooptions
we needto add.

The %build script is just assimple,with the singlemake commandrequiredto
build amanda.

Finally, the%install scriptmaintainsour singe-linetrendfor build-time scripts.
Hereasimplemake install will putall thefileswherethey needto befor RPM
to packagethem.

Adding %files Lists

The last partof our initial attemptat a specfile is a %files list for eachpackage
the specfile will build. Sincewe’re planningon a client anda server subpackage,
we’ll needtwo %files lists. For thetime being,we’ll just addthe%files lines
— we’ll beaddingtheactualfilenameslater:

%files client

%file server
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There’scertainlymoreto come,but this is enoughto get us started.And the first
thing we wantRPM to do is to unpacktheamandasources.

20.3.3 Getting the original sour ces unpac ked
In keepingwith a step-by-stepapproach,RPM hasan option that let’s us stopthe
build processafterthe%prep scripthasrun. Let’s givethe-bp optionatry, andsee
how thingslook:

# rpm -bp amanda-2.3.0.spec
* Package: amanda
* Package: amanda-client
* Package: amanda-server
+ umask 022
+ echo Executing: %prep
Executing: %prep
+ cd /usr/src/redhat/BUILD
+ cd /usr/src/redhat/BUILD
+ rm -rf amanda-2.3.0
+ gzip -dc /usr/src/redhat/SOURCES/amanda-2.3.0.tar.gz
+ tar -xvvf -
drwxr-xr-x 3/20 0 May 19 22:10 1996 amanda-2.3.0/
-rw-r--r-- 3/20 1389 May 19 22:11 1996 amanda-2.3.0/COPYRIGHT
-rw-r--r-- 3/20 1958 May 19 22:11 1996 amanda-2.3.0/Makefile
-rw-r--r-- 3/20 11036 May 19 22:11 1996 amanda-2.3.0/README
…
-rw-r--r-- 3/20 2010 May 19 22:11 1996 amanda-2.3.0/man/amtape.8
drwxr-xr-x 3/20 0 May 19 22:11 1996 amanda-2.3.0/tools/
-rwxr-xr-x 3/20 2437 May 19 22:11 1996 amanda-2.3.0/tools/munge
+ [ 0 -ne 0 ]
+ cd amanda-2.3.0
+ cd /usr/src/redhat/BUILD/amanda-2.3.0
+ chown -R root.root .
+ chmod -R a+rX,g-w,o-w .
+ exit 0
#

By lookingattheoutput,it wouldbeprettyhardto missthefactthatthesourceswere
unpacked. If we look in RPM’s defaultbuild area(/usr/src/redhat/BUILD ),
we’ll seeanamandadirectorytree:

# cd /usr/src/redhat/BUILD/
# ls -l
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total 3
drwxr-xr-x 11 root root 1024 May 19 1996 amanda-2.3.0
#

After a quick look around,it seemslike the sourceswereunpacked properly. But
wait — whereareour carefully craftedconfigurationfiles in config ? Why isn’t
tools/munge modified?

20.3.4 Getting patc hes properl y applied
Ah, perhapsour %prep scriptwasabit toosimple.Weneedto applyour patch.So
let’s addtwo thingsto our specfile:

1. A patch tagline pointingto our patchfile

2. A %patch macroin our %prep script

Easyenough.At thetopof thespecfile, alongwith theothertags,let’s add:
Patch: amanda-2.3.0-linux.patch

Thenwe’ll make our %prep script look like this:
%prep
%setup
%patch -p 1

There,thatshoulddo it. Let’s give that-bp optionanothertry:
# rpm -bp amanda-2.3.0.spec
* Package: amanda
* Package: amanda-client
* Package: amanda-server
+ umask 022
+ echo Executing: %prep
Executing: %prep
+ cd /usr/src/redhat/BUILD
+ cd /usr/src/redhat/BUILD
+ rm -rf amanda-2.3.0
+ gzip -dc /usr/src/redhat/SOURCES/amanda-2.3.0.tar.gz
+ tar -xvvf -
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drwxr-xr-x 3/20 0 May 19 22:10 1996 amanda-2.3.0/
-rw-r--r-- 3/20 1389 May 19 22:11 1996 amanda-2.3.0/COPYRIGHT
-rw-r--r-- 3/20 1958 May 19 22:11 1996 amanda-2.3.0/Makefile
-rw-r--r-- 3/20 11036 May 19 22:11 1996 amanda-2.3.0/README
…
-rw-r--r-- 3/20 2010 May 19 22:11 1996 amanda-2.3.0/man/amtape.8
drwxr-xr-x 3/20 0 May 19 22:11 1996 amanda-2.3.0/tools/
-rwxr-xr-x 3/20 2437 May 19 22:11 1996 amanda-2.3.0/tools/munge
+ [ 0 -ne 0 ]
+ cd amanda-2.3.0
+ cd /usr/src/redhat/BUILD/amanda-2.3.0
+ chown -R root.root .
+ chmod -R a+rX,g-w,o-w .
+ echo Patch #0:
Patch #0:
+ patch -p1 -s
+ exit 0
#

Not muchdifference,until theveryend,whereweseethepatchbeingapplied.Let’s
take a look into thebuild areaandseeif our configurationfiles arethere:

# cd /usr/src/redhat/BUILD/amanda-2.3.0/config
# ls -l
total 58
-rw-r--r-- 1 root root 7518 May 19 1996 config-common.h
-rw-r--r-- 1 root root 1846 Nov 20 20:46 config.h
-rw-r--r-- 1 root root 2081 May 19 1996 config.h-aix
-rw-r--r-- 1 root root 1690 May 19 1996 config.h-bsdi1
…
-rw-r--r-- 1 root root 1830 May 19 1996 config.h-ultrix4
-rw-r--r-- 1 root root 0 Nov 20 20:46 config.h.orig
-rw-r--r-- 1 root root 7196 Nov 20 20:46 options.h
-rw-r--r-- 1 root root 7236 May 19 1996 options.h-vanilla
-rw-r--r-- 1 root root 0 Nov 20 20:46 options.h.orig
#

Muchbetter. Thosezero-length.orig filesareadeadgiveawaythatpatchhasbeen
here,asarethe dateson config.h , andoptions.h . In the tools directory,
munge hasbeenmodified, too. Thesesourcesarereadyfor building!
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20.3.5 Letting RPM do the Building
Weknow thatthesourcesareready. Weknow thatthe%build scriptis ready. There
shouldn’tbemuchin thewayof surprisesif we let RPMbuild amanda.Let’s usethe
-bc optionto stopthingsafterthe%build scriptcompletes:

# rpm -bc amanda-2.3.0.spec
* Package: amanda
* Package: amanda-client
* Package: amanda-server
…

echo Executing: %build
Executing: %build
+ cd /usr/src/redhat/BUILD
+ cd amanda-2.3.0
+ make
Making all in common-src
make[1]: Entering directory ‘/usr/src/redhat/BUILD/amanda-2.3.0/common-src ’
../tools/munge Makefile.in Makefile.out
make[2]: Entering directory ‘/usr/src/redhat/BUILD/amanda-2.3.0/common-src ’
cc -g -I. -I../config -c error.c -o error.o
cc -g -I. -I../config -c alloc.c -o alloc.o
…
Making all in man
make[1]: Entering directory ‘/usr/src/redhat/BUILD/amanda-2.3.0/man ’
../tools/munge Makefile.in Makefile.out
make[2]: Entering directory ‘/usr/src/redhat/BUILD/amanda-2.3.0/man’
make[2]: Nothing to be done for ‘all’.
make[2]: Leaving directory ‘/usr/src/redhat/BUILD/amanda-2.3.0/man ’
make[1]: Leaving directory ‘/usr/src/redhat/BUILD/amanda-2.3.0/man’
+ exit 0
#

As wethought,nosurprises.A quick look throughthebuild areashowsafull assort-
mentof binaries,all readyto beinstalled.Soit seemsthatthemostnaturalthing to
do next would beto let RPM install amanda.

20.3.6 Letting RPM do the Installing
And that’s just what we’re going to do! Our %install script hasthe necessary
make install command,solet’s give it a shot:
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# rpm -bi amanda-2.3.0.spec
* Package: amanda
* Package: amanda-client
* Package: amanda-server
…

echo Executing: %build
Executing: %build
+ cd /usr/src/redhat/BUILD
+ cd amanda-2.3.0
+ make
Making all in common-src
make[1]: Entering directory ‘/usr/src/redhat/BUILD/amanda-2.3.0/common-src ’
../tools/munge Makefile.in Makefile.out
make[2]: Entering directory ‘/usr/src/redhat/BUILD/amanda-2.3.0/common-src ’
cc -g -I. -I../config -c error.c -o error.o
cc -g -I. -I../config -c alloc.c -o alloc.o
…
+ umask 022
+ echo Executing: %install
Executing: %install
+ cd /usr/src/redhat/BUILD
+ cd amanda-2.3.0
+ make install
Making install in common-src
make[1]: Entering directory ‘/usr/src/redhat/BUILD/amanda-2.3.0/common-src ’
…

install -c -o bin amrestore.8 /usr/man/man8
install -c -o bin amtape.8 /usr/man/man8

make[2]: Leaving directory ‘/usr/src/redhat/BUILD/amanda-2.3.0/man ’
make[1]: Leaving directory ‘/usr/src/redhat/BUILD/amanda-2.3.0/man’
+ exit 0
+ umask 022
+ echo Executing: special doc
Executing: special doc
+ cd /usr/src/redhat/BUILD
+ cd amanda-2.3.0
+ DOCDIR=//usr/doc/amanda-2.3.0-1
+ DOCDIR=//usr/doc/amanda-client-2.3.0-1
+ DOCDIR=//usr/doc/amanda-server-2.3.0-1
+ exit 0
#
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Everythinglooksprettygood.At thispoint, theamandasoftware,built by RPM,has
beeninstalledon thebuild system.Sinceperformedall theconfigurationstepsbe-
fore,whenweweremanuallybuilding amanda,everythingshouldstill beconfigured
properlyto testthis new build. 2Sowhy don’t we give thenew binariesa try?

20.3.7 Testing RPM’s Handiw ork
After aquickdouble-checkto ensurethatall theconfigurationstepswerestill in place
fromourmanualbuild, wereranourtests.Noproblemswerefound. It’s timetobuild
somepackages!

20.4 Package Building
OK, let’s go for broke andtell RPM to do theworks, including the creationof the
binaryandsourcepackages:

# rpm -ba amanda-2.3.0.spec
* Package: amanda
* Package: amanda-client
* Package: amanda-server
…

echo Executing: %build
Executing: %build
+ cd /usr/src/redhat/BUILD
+ cd amanda-2.3.0
+ make
Making all in common-src
…
+ echo Executing: %install
Executing: %install
+ cd /usr/src/redhat/BUILD
+ cd amanda-2.3.0
+ make install
Making install in common-src
…
+ echo Executing: special doc
Executing: special doc
…
Binary Packaging: amanda-client-2.3.0-1
Finding dependencies...

2 Of course,if theprocessof installingthesoftwarechangedsomenecessaryconfig files,they wouldhaveto be
redone,but in this caseit didn’t happen.
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Requires (1): dump
1 block
Generating signature: 0
Wrote: /usr/src/redhat/RPMS/i386/amanda-client-2.3.0-1.i386.rpm
Binary Packaging: amanda-server-2.3.0-1
Finding dependencies...
1 block
Generating signature: 0
Wrote: /usr/src/redhat/RPMS/i386/amanda-server-2.3.0-1.i386.rpm
+ umask 022
+ echo Executing: %clean
Executing: %clean
+ cd /usr/src/redhat/BUILD
+ cd amanda-2.3.0
+ exit 0
Source Packaging: amanda-2.3.0-1
amanda-2.3.0.spec
amanda-2.3.0-linux.patch
amanda-2.3.0.tar.gz
374 blocks
Generating signature: 0
Wrote: /usr/src/redhat/SRPMS/amanda-2.3.0-1.src.rpm
#

Great! Let’s take a look at our handiwork:

# cd /usr/src/redhat/RPMS/i386/
# ls -l
total 2
-rw-r--r-- 1 root root 1246 Nov 20 21:19 amanda-client-2.3.0-1.i386.rpm
-rw-r--r-- 1 root root 1308 Nov 20 21:19 amanda-server-2.3.0-1.i386.rpm
#

Hmmm,thosebinarypackageslook sortof small. We’d betterseewhat’s in there:

# rpm -qilp amanda-*-1.i386.rpm
Name : amanda-client Distribution: (none)
Version : 2.3.0 Vendor: (none)
Release : 1 Build Date: Wed Nov 20 21:19:44 1996
Install date: (none) Build Host: moocow.rpm.org
Group : System/Backup Source RPM: amanda-2.3.0-1.src.rpm
Size : 0
Summary : Client-side Amanda package
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Description :
The Amanda Network Backup system contains software necessary to
automatically perform backups across a network. Amanda consists of
two packages -- a client (this package), and a server:

The client package enable a network-capable system to have its
filesystems backed up by a system running the Amanda server.

NOTE: In order for a system to perform backups of itself, install both
the client and server packages!
(contains no files)

Name : amanda-server Distribution: (none)
Version : 2.3.0 Vendor: (none)
Release : 1 Build Date: Wed Nov 20 21:19:44 1996
Install date: (none) Build Host: moocow.rpm.org
Group : System/Backup Source RPM: amanda-2.3.0-1.src.rpm
Size : 0
Summary : Server-side Amanda package
Description :
The Amanda Network Backup system contains software necessary to
automatically perform backups across a network. Amanda consists of
two package -- a client, and a server (this package):

The server package enables a network-capable system to control one
or more Amanda client systems performing backups. The server system
will direct all backups to a locally attached tape drive. Therefore,
the server system requires a tape drive.

NOTE: In order for a system to perform backups of itself, install both
the client and server packages!
(contains no files)
#

Whatdo they mean,(contains no files) ? Thespecfile hasperfectlygood
%files lists…

Oops.
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20.4.1 Creating the %files list
Everythingwasgoingso smoothly, we forgot that the %files lists weregoing to
needfiles. No problem,we just needto put the filenamesin there,andwe’ll beall
set. But is it really thateasy?

How to find the installed files?

Luckily, it’s not toobad.Sincewesavedtheoutputfrom our first make install ,
we canseethefilenamesasthey’re installed.Of course,it’s importantto make sure
theinstalloutputis valid. Fortunatelyfor us,amandadidn’t requiremuchfiddling by
the time we got it built andtested.If it had,we would have hadto getmorerecent
outputfrom the installationphase.

It’s time for moredecisions.We have onelist of installedfiles, andtwo %files
lists. It would besilly to put all thefiles in both%files lists,sowehave to decide
which file goeswhere.

This is whereexperiencewith thesoftwarereally paysoff, becausethewrongdeci-
sionmadeherecanresultin awkward,ill-featuredpackages.Here’sthe%files list
we cameup with for theclient subpackage:

%files client
/usr/lib/amanda/amandad
/usr/lib/amanda/sendsize
/usr/lib/amanda/calcsize
/usr/lib/amanda/sendbackup-dump
/usr/lib/amanda/selfcheck
/usr/lib/amanda/sendbackup-gnutar
/usr/lib/amanda/runtar
README
COPYRIGHT
docs/INSTALL
docs/SYSTEM.NOTES
docs/WHATS.NEW

The files in /usr/lib/amanda areall the client-sideamandaprograms,so that
partwaseasy. The remainingfiles arepartof theoriginal sourcearchive. Amanda
doesn’tinstall them,but they containinformationthatusersshouldsee.
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Realizingthat RPM can’t packagethesefiles specified as they are, let’s leave the
client%files list for amoment,andcheckout thelist for theserversubpackage:

%files server
/usr/sbin/amadmin
/usr/sbin/amcheck
/usr/sbin/amcleanup
/usr/sbin/amdump
/usr/sbin/amflush
/usr/sbin/amlabel
/usr/sbin/amrestore
/usr/sbin/amtape
/usr/lib/amanda/taper
/usr/lib/amanda/dumper
/usr/lib/amanda/driver
/usr/lib/amanda/planner
/usr/lib/amanda/reporter
/usr/lib/amanda/getconf
/usr/lib/amanda/chg-generic
/usr/man/man8/amanda.8
/usr/man/man8/amadmin.8
/usr/man/man8/amcheck.8
/usr/man/man8/amcleanup.8
/usr/man/man8/amdump.8
/usr/man/man8/amflush.8
/usr/man/man8/amlabel.8
/usr/man/man8/amrestore.8
/usr/man/man8/amtape.8
README
COPYRIGHT
docs/INSTALL
docs/KERBEROS
docs/SUNOS4.BUG
docs/SYSTEM.NOTES
docs/TAPE.CHANGERS
docs/WHATS.NEW
docs/MULTITAPE
example

Thefiles in /usr/sbin areprogramsthatwill berun by theamandaadministrator
in orderto performbackupsandrestores.Thefiles in /usr/lib/amanda arethe
server-sideprogramsthatdo theactualwork during backups.Following thatarea
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numberof manpages:onefor eachprogramto berun by theamandaadministrator,
andonewith anoverview of amanda.

Bringing up thereararea numberof files thatarenot installed,but would behandy
for theamandaadministratorto have available.Thereis someoverlapwith thefiles
thatwill bepartof theclientsubpackage,but theadditionalfilesherediscussfeatures
thatwould interestonly amandaadministrators.Includedhereis theexample sub-
directory, which containsa few exampleconfigurationfiles for theamandaserver.

As in the client %files list, theselast files can’t be packagedby RPM aswe’ve
listedthem.Weneedto usea few moreof RPM’s tricks to getthempackaged.

Appl ying Directives
Sincewe’d like the client subpackageto include thosefiles that arenot normally
installed,andsincethefilesaredocumentation,let’s usethe%docdirectiveonthem.
Thatwill accomplishtwo things:

1. Whentheclient subpackageis installed,it will directRPM to placethemin a
package-specific directoryin /usr/doc

2. It will tagthefilesasbeingdocumentation,makingit possiblefor usersto easily
trackdown thedocumentationwith a simplerpm -qd command

In thecourseof lookingoverthe%files lists,it becomesapparentthatthedirectory
/usr/lib/amanda will containonly files from thetwo amandasubpackages.If
the subpackagesareerased,the directorywill remain,which won’t hurt anything,
but it isn’t asneatasit couldbe. But if we addthedirectoryto the list, RPM will
automaticallypackageevery file in the directory. Sincethe files in that directory
arepart of both the client andthe server subpackages,we’ll needto usethe %dir
directive to instructRPM to packageonly thedirectory.

After thesechanges,here’s whattheclient %files list lookslike now:
%files client
%dir /usr/lib/amanda/
/usr/lib/amanda/amandad
/usr/lib/amanda/sendsize
/usr/lib/amanda/calcsize
/usr/lib/amanda/sendbackup-dump
/usr/lib/amanda/selfcheck
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/usr/lib/amanda/sendbackup-gnutar
/usr/lib/amanda/runtar
%doc README
%doc COPYRIGHT
%doc docs/INSTALL
%doc docs/SYSTEM.NOTES
%doc docs/WHATS.NEW

We’ve alsoappliedthesamedirectivesto theserver %files list:

%files server
/usr/sbin/amadmin
/usr/sbin/amcheck
/usr/sbin/amcleanup
/usr/sbin/amdump
/usr/sbin/amflush
/usr/sbin/amlabel
/usr/sbin/amrestore
/usr/sbin/amtape
%dir /usr/lib/amanda/
/usr/lib/amanda/taper
/usr/lib/amanda/dumper
/usr/lib/amanda/driver
/usr/lib/amanda/planner
/usr/lib/amanda/reporter
/usr/lib/amanda/getconf
/usr/lib/amanda/chg-generic
/usr/man/man8/amanda.8
/usr/man/man8/amadmin.8
/usr/man/man8/amcheck.8
/usr/man/man8/amcleanup.8
/usr/man/man8/amdump.8
/usr/man/man8/amflush.8
/usr/man/man8/amlabel.8
/usr/man/man8/amrestore.8
/usr/man/man8/amtape.8
%doc README
%doc COPYRIGHT
%doc docs/INSTALL
%doc docs/KERBEROS
%doc docs/SUNOS4.BUG
%doc docs/SYSTEM.NOTES
%doc docs/TAPE.CHANGERS
%doc docs/WHATS.NEW
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%doc docs/MULTITAPE
%doc example

You’ll notethatwe neglectedto usethe%doc directive on themanpagefiles. The
reasonis thatRPMautomaticallytagsany file destinedfor /usr/man asdocumen-
tation.Now ourspecfile hasacompletesetof tags,thetwo subpackagesaredefined,
it hasbuild-timescriptsthatwork,andnow, %files listsfor eachsubpackage.Why
don’t we try thatbuild again?

# rpm -ba amanda-2.3.0.spec
* Package: amanda
* Package: amanda-client
* Package: amanda-server
…

echo Executing: %build
Executing: %build
+ cd /usr/src/redhat/BUILD
+ cd amanda-2.3.0
+ make
Making all in common-src
…
+ echo Executing: %install
Executing: %install
+ cd /usr/src/redhat/BUILD
+ cd amanda-2.3.0
+ make install
Making install in common-src
…
+ echo Executing: special doc
Executing: special doc
…
Binary Packaging: amanda-client-2.3.0-6
Finding dependencies...
Requires (3): libc.so.5 libdb.so.2 dump
usr/doc/amanda-client-2.3.0-6
usr/doc/amanda-client-2.3.0-6/COPYRIGHT
usr/doc/amanda-client-2.3.0-6/INSTALL
…
usr/lib/amanda/sendbackup-gnutar
usr/lib/amanda/sendsize
1453 blocks
Generating signature: 0
Wrote: /usr/src/redhat/RPMS/i386/amanda-client-2.3.0-6.i386.rpm
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Binary Packaging: amanda-server-2.3.0-6
Finding dependencies...
Requires (2): libc.so.5 libdb.so.2
usr/doc/amanda-server-2.3.0-6
usr/doc/amanda-server-2.3.0-6/COPYRIGHT
usr/doc/amanda-server-2.3.0-6/INSTALL
…
usr/sbin/amrestore
usr/sbin/amtape
3404 blocks
Generating signature: 0
Wrote: /usr/src/redhat/RPMS/i386/amanda-server-2.3.0-6.i386.rpm
…
Source Packaging: amanda-2.3.0-6
amanda-2.3.0.spec
amanda-2.3.0-linux.patch
amanda-rpm-instructions.tar.gz
amanda-2.3.0.tar.gz
393 blocks
Generating signature: 0
Wrote: /usr/src/redhat/SRPMS/amanda-2.3.0-6.src.rpm
#

If wetakeaquicklookattheclientandserversubpackages,wefind that,sureenough,
this time they containfiles:

# cd /usr/src/redhat/RPMS/i386/
# ls -l amanda-*
-rw-r--r-- 1 root root 211409 Nov 21 15:56 amanda-client-2.3.0-1.i386.rpm
-rw-r--r-- 1 root root 512814 Nov 21 15:57 amanda-server-2.3.0-1.i386.rpm
# rpm -qilp amanda-*
Name : amanda-client Distribution: (none)
Version : 2.3.0 Vendor: (none)
Release : 1 Build Date: Thu Nov 21 15:55:59 1996
Install date: (none) Build Host: moocow.rpm.org
Group : System/Backup Source RPM: amanda-2.3.0-1.src.rpm
Size : 737101
Summary : Client-side Amanda package
Description :
The Amanda Network Backup system contains software necessary to
automatically perform backups across a network. Amanda consists of
two packages -- a client (this package), and a server:

The client package enable a network-capable system to have its
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filesystems backed up by a system running the Amanda server.

NOTE: In order for a system to perform backups of itself, install both
the client and server packages!

/usr/doc/amanda-client-2.3.0-1
/usr/doc/amanda-client-2.3.0-1/COPYRIGHT
/usr/doc/amanda-client-2.3.0-1/INSTALL
…
/usr/lib/amanda/sendbackup-gnutar
/usr/lib/amanda/sendsize

Name : amanda-server Distribution: (none)
Version : 2.3.0 Vendor: (none)
Release : 1 Build Date: Thu Nov 21 15:55:59 1996
Install date: (none) Build Host: moocow.rpm.org
Group : System/Backup Source RPM: amanda-2.3.0-1.src.rpm
Size : 1733825
Summary : Server-side Amanda package
Description :
The Amanda Network Backup system contains software necessary to
automatically perform backups across a network. Amanda consists of
two package -- a client, and a server (this package):

The server package enables a network-capable system to control one
or more Amanda client systems performing backups. The server system
will direct all backups to a locally attached tape drive. Therefore,
the server system requires a tape drive.

NOTE: In order for a system to perform backups of itself, install both
the client and server packages!

/usr/doc/amanda-server-2.3.0-1
/usr/doc/amanda-server-2.3.0-1/COPYRIGHT
/usr/doc/amanda-server-2.3.0-1/INSTALL
…
/usr/sbin/amrestore
/usr/sbin/amtape
#

We’re finally readyto testthesepackages!
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20.4.2 Testing those fir st packages
The systemwe’ve built thepackageson alreadyhasamandainstalled. This is due
to thebuild processitself. However, we caninstall thenew packageson top of the
already-existing files:

# cd /usr/src/redhat/RPMS/i386
# rpm -ivh amanda-*-1.i386.rpm
amanda-client ##################################################
amanda-server ##################################################
#

Runningsometests,it looks like everythingis runningwell. But back in Section
11.5.2,TestingNewly Built Packages, we mentionedthat it waspossibleto install a
newly-built packageonthebuild system,andnotrealizethatthepackagewasmissing
files. Well, there’sanotherreasonwhy installingthepackageonthebuild-systemfor
testingis a badidea.Let’s bring our packagesto a differentsystem,testthemthere,
andseewhathappens.

Installing the Package On A Diff erent System

Looks like we’re almostthrough. Let’s install thepackageson anothersystemthat
hadnot previously run amanda,andtestit there:

# rpm -ivh amanda-*-1.i386.rpm
amanda-client ##################################################
amanda-server ##################################################
#

Theinstallwentsmoothlyenough.However, testingdid not. Why? Nothingwasset
up! Theserverconfigurationfiles, theinetd.conf entryfor theclient,everything
wasmissing. If we stopandthink aboutit for a momentthatmakessense:we had
gonethroughall thosestepsonthebuild system,but noneof thosestepscanbepack-
agedasfiles.

After following the stepsin the installationinstructions,everythingworks. While
we couldexpectusersto do mostof thegruntwork associatedwith gettingamanda
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configured,RPMdoeshavetheability to runscriptswhenpackagesareinstalledand
erased.Why don’t we usethatfeatureto make life easierfor our users?

20.4.3 Finishing Touc hes
At thispoint in thebuild process,we’reonthehomestretch.Thesoftwarebuildscor-
rectlyandis packaged.It’s timeto stoplookingat thingsfrom a"build thesoftware"
perspective,andtimetostartinglookingatthingsfroma"packagethesoftware"point
of view.

Thedifferencelies in looking at thepackagesfrom theuser’sperspective. Doesthe
packageinstall easily, or doesit requirea lot of effort to make it operative? When
thepackageis removed,doesit cleanup after itself, or doesit leave bits andpieces
strewn throughoutthefilesystem?

Let’s put abit moreeffort into this specfile, andmake life easieron our users.

Creating Install Scripts
When it comesto needingpost-installationconfiguration, amandacertainly is no
slouch!We’ll work on theclient first. Let’s look at a sectionof thescriptwe wrote,
commenton it, andmove on:

%post client

# See if they’ve installed amanda before...
# If they have, none of this should be necessary...

if [ "$1" = 1 ];
then

First, we startthescriptwith a %post statement,andindicatethat this script is for
theclient subpackage.As the commentsindicate,we only want to performthe
following tasksif this is thefirst timetheclientsubpackagehasbeeninstalled.To do
this,weusethefirst andonly argumentpassedto thescript. It is anumberindicating
how many instancesof this packagewill be installedafter thecurrentinstallationis
complete.

If theargumentis equalto 1, thatmeansthatnootherinstancesof theclientsubpack-
agearepresentlyinstalled,andthatthis oneis thefirst. Let’s continue:
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# Set disk devices so that bin can read them
# (This is actually done on Red Hat Linux; only need to add bin to
# group disk)

if grep "^disk::.*bin" /etc/group > /dev/null
then

true
else

# If there are any members in group disk, add bin after a comma...
sed -e ’s/\(^disk::[0-9]\{1,\}:.\{1,\}\)/\1,bin/ ’ /etc/group > /etc/group.tmp

# If there are no members in group disk, add bin...
sed -e ’s/\(^disk::[0-9]\{1,\}:$\)/\1bin/ ’ /etc/group.tmp > /etc/group

# clean up!
rm -f /etc/group.tmp

fi

Oneof amanda’srequirementsis that the userID runningthe dumpson the client
needsto be ableto readfrom every disk’s device file. The folks at RedHat have
donehalf thework for usby creatingagroupdisk andgiving thatgroupread/write
accessto everydiskdevice. Sinceourdumpuseris bin , weonly needto addbin to
thedisk group. Two linesof sed , andwe’re done!

Thenext sectionis relatedto thelast. It alsofocusesonmakingsurebin canaccess
everythingit needswhile doingbackups:

# Also set /etc/dumpdates to be writable by group disk

chgrp disk /etc/dumpdates
chmod g+w /etc/dumpdates

Sinceamandausesdump to obtainthebackups,andsincedump keepstrackof the
backupsin /etc/dumpdates , it’s only naturalthatbin will needread/writeac-
cessto thefile. In aperfectworld, /etc/dumpdates wouldhavealreadybeenset
to allow groupdisk to readandwrite, but we hadto do it ourselves. It’s not a big
problem,though.
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Next, weneedtocreatetheappropriatenetwork-relatedentries,sothatamandaclients
cancommunicatewith amandaservers,andvice versa:

# Add amanda line to /etc/services

if grep "^amanda" /etc/services >/dev/null
then

true
else

echo "amanda 10080/udp # Added by package amanda-client" >>
/etc/services
fi

By usinggrep to look for lines thatbegin with the lettersamanda, we caneasily
seeif /etc/services is alreadyconfiguredproperly. It it isn’t, wesimplyappend
a line to theend.

We also addeda commentso that sysadminswill know where the entry came
from, and either take our word for it or issue an rpm -q --scripts
amanda-client commandand seefor themselves. We did it all on one line
becauseit makesthescriptsimpler.

Let’s look at therestof thenetwork-relatedpartof this script:

# Add amanda line to /etc/inetd.conf

if grep "^amanda" /etc/inetd.conf >/dev/null
then

true
else

echo "amanda dgram udp wait bin /usr/lib/amanda/amandad amandad
# added by package amanda-client" >>/etc/inetd.conf

# Kick inetd

if [ -f /var/run/inetd.pid ];
then

kill -HUP ‘cat /var/run/inetd.pid‘
fi
fi
fi
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Here,we’ve usedthesameapproachto addanentry to /etc/inetd.conf . We
thenhup inetd sothechangewill take affect,andwe’re done!

Oh,andthatlastfi at theend?That’sto closetheif [ "$1" = 1 ] at thestart
of thescript. Now let’s look at theserver’s post-installscript:

%post server

# See if they’ve installed amanda before...

if [ "$1" = 1 ];
then

# Add amanda line to /etc/services

if grep "^amanda" /etc/services >/dev/null
then

true
else

echo "amanda 10080/udp # Added by package amanda-server"
>>/etc/services

fi

fi

Thatwasshort! And thishugedifferencebringsupagoodpointaboutwriting install
scripts: It’s importantto understandwhatyou asthepackagebuilder shoulddo for
theuser, andwhat they shoulddo for themselves.

In the caseof the client package,every oneof the stepsperformedby the post-in-
stall script wassomethingthat a fairly knowledgeableusercould have done. But
eachof thesestepshave onething in common.No matterhow theuserconfigures
amanda,thesestepswill neverchange.And giventhenatureof client/serverapplica-
tions,there’sagoodchancethatmanymoreamandaclientpackageswill beinstalled
thanamandaservers. Would you like to be tasked with installing this packageon
twenty systems,andperformingeachof the stepswe’ve automated,twenty times?
We thoughtnot.

Thereis onestepthatwe did not automatefor theclient package.Thestepwe left
out is thecreationof a .rhosts file. Sincethis file mustcontainthenameof the
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amandaserver, wehavenowayof knowing whatthefile shouldlook like. Therefore,
that’sonestepwe can’t automate.

Theserver’spost-installscriptis soshortbecausethere’slittle elsethatcanbeauto-
mated.Theotherstepsrequiredto setup anamandaserver include:

1. Choosinga configurationname,which requiresuserinput

2. Creatinga directoryto hold theserver configurationfiles, namedaccordingto
theconfigurationname,which dependson thefirst step

3. Modifying exampleconfigurationfiles to suit thesite,whichrequiresuserinput

4. Adding crontabentriesto run amandanightly, which requiresuserinput

Sinceeverystepdependson theusermakingdecisions,thebestway to handlethem
is to not handlethemat all. Let theuserdo it!

Creating Uninstall Scripts
Wherethereareinstall scripts,thereareuninstallscripts.While thereis no ironclad
rule to thateffect, it is agoodpractice.Following this practice,wehaveanuninstall
scriptfor theclient package,andonefor theserver. Let’s take theclient first:

%postun client

# First, see if we’re the last amanda-client package on the system...
# If not, then we don’t need to do this stuff...

if [ "$1" = 0 ];
then

As before,we startout with a declarationof the type of script this is, andwhich
subpackageit is for. Following thatwe have an if statementsimilar to theonewe
usedin theinstall scripts,save onedifference.Here,we’re comparingtheargument
againstzero.Thereasonis thatwearetrying to seeif therewill bezeroinstancesof
this packageafter theuninstallis complete.If this is thecase,the remainderof the
scriptneedsto berun,sincethereareno otheramandaclient packagesleft.

Next, we remove bin from thedisk group:
# First, get rid of bin from the disk group...
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if grep "^disk::.*bin" /etc/group > /dev/null
then

# Nuke bin at the end of the line...
sed -e ’s/\(^disk::[0-9]\{1,\}:.\{1,\}\),bin$/\1/ ’ /etc/group > /etc/group.tmp

# Nuke bin on the line by itself...
sed -e ’s/\(^disk::[0-9]\{1,\}:\)bin$/\1/’ /etc/group.tmp > /etc/group1.tmp

# Nuke bin in the middle of the line...
sed -e ’s/\(^disk::[0-9]\{1,\}:.\{1,\}\),bin,\(.\{1,\}\)/\ 1,\2/ ’ /etc/group1.tmp > /etc/group2.tmp

# Nuke bin at the start of the line...
sed -e ’s/\(^disk::[0-9]\{1,\}:\)bin,\(.\{1,\}\)/\1\2/ ’ /etc/group2.tmp > /etc/group

# Clean up after ourselves...
rm -f /etc/group.tmp /etc/group1.tmp /etc/group2.tmp

fi

No surprisesthere.Continuingour uninstall,westarton thenetwork-relatedtasks:

# Next, lose the amanda line in /etc/services...
# We only want to do this if the server package isn’t installed
# Look for /usr/sbin/amdump, and leave it if there...

if [ ! -f /usr/sbin/amdump ];
then

if grep "^amanda" /etc/services > /dev/null
then

grep -v "^amanda" /etc/services > /etc/services.tmp
mv -f /etc/services.tmp /etc/services

fi
fi

That’sodd.Why arewelooking for afile from theserverpackage?If you look back
at theinstall scriptsfor theclient andserver packages,you’ll find thattheonething
they have in commonis thatboththeclient andtheserver requirethesameentry in
/etc/services .
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If anamandaserverisgoingtobackitselfup,it alsoneedstheamandaclientsoftware.
Therefore,bothsubpackagesneedto addanentry to /etc/services . But what
if oneof thepackagesis removed? Perhapstheserver is beingdemotedto a client,
or maybetheserver is nolongergoingto bebackedupusingamanda.In thesecases,
theentryin /etc/services muststay. So,in thecaseof theclient,we look for a
file from theserver subpackage,andif it’s there,we leave theentryalone.

Granted,this is a somewhat unsightlyway to seeif a certainpackageis installed.
Someof you areprobablyevensaying,"Why can’t RPM beused?Justdo an rpm
-q amanda-server , anddecidewhatto dobasedonthat."And thatwouldbethe
bestway to do it, exceptfor onesmallpoint:

Only oneinvocationof RPM canrun at any giventime.

SinceRPMis runningto performtheuninstall,if theuninstall-scriptwereto attempt
to runRPMagain,it would fail. Thereasonit would fail is becauseonly onecopy of
RPMcanaccessthedatabaseat a time. Sowe arestuckwith our unsightlyfriend.

Continuingthenetwork-relateduninstalltasks:

# Finally, the amanda entry in /etc/inetd.conf

if grep "^amanda" /etc/inetd.conf > /dev/null
then

grep -v "^amanda" /etc/inetd.conf > /etc/inetd.conf.tmp
mv -f /etc/inetd.conf.tmp /etc/inetd.conf

# Kick inetd

if [ -f /var/run/inetd.pid ];
then

kill -HUP ‘cat /var/run/inetd.pid ‘
fi
fi

fi

Here,we’reusinggrep ’s ability to returnlinesthatdon’t matchthesearchstring,in
orderto remove every traceof amandafrom /etc/inetd.conf . After issuinga
hupon inetd,we’re done.
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On to theserver. If you’ve beennoticinga patternbetweenthevariousscripts,you
won’t bedisappointedhere:

%postun server

# See if we’re the last server package on the system...
# If not, we don’t need to do any of this stuff...

if [ "$1" = 0 ];
then

# Lose the amanda line in /etc/services...
# We only want to do this if the client package isn’t installed
# Look for /usr/lib/amandad, and leave it if there...

if [ ! -f /usr/lib/amanda/amandad ];
then

if grep "^amanda" /etc/services > /dev/null
then

grep -v "^amanda" /etc/services > /etc/services.tmp
mv -f /etc/services.tmp /etc/services

fi
fi

fi

By now theopeningif statementis anold friend. As you might haveexpected,we
areverifying whethertheclient packageis installed,by looking for a file from that
package.If theclient packageisn’t there,the entry is removed from /etc/ser-
vices . And that, is that.

Obviously, thesescriptsmustbecarefullytested.In thecaseof amanda,sincethetwo
subpackageshave somemeasureof interdependency, it’s necessaryto try different
sequencesof installinganderasingthetwo packagesto make surethe /etc/ser-
vices logic worksproperlyin all cases.

After abit of testing,our install anduninstallscriptspasswith flying colors.Froma
technologicalstandpoint,theclient andserversubpackagesarereadyto go.
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Bits and Pieces
However, just becausea packagehasbeenproperly built, and installsandcanbe
erasedwithout problems,doesn’tmeanthat thepackagebuilder’s job is done. It’s
necessaryto look at eachnewly-built packagefrom theuser’sperspective. Doesthe
packagecontaineverythingtheuserneedsin orderto deploy it effectively? Or will
theuserneedto fiddle with it, guessingasthey go?

In thecaseof our amandapackages,it wasobvious thatsomeadditionaldocumen-
tationwasrequiredsothat theuserwould know whatneededto bedonein orderto
finalizetheinstallation.Simply directingtheuserto thestandardamandadocumen-
tationwasn’t theright solution,either. Many of thestepsoutlinedin the INSTALL
documenthadalreadybeendoneby the post-installscripts. No, an interim docu-
mentewasrequired.Two, actually:onefor theclient,andonefor theserver.

So two files werecreated,oneto beaddedto eachsubpackage.Thequestionwas,
how to do it? Essentially, thereweretwo options:

1. Putthefilesin theamandadirectorytreethathadbeenusedto performtheinitial
builds andgeneratea new patchfile

2. Createa tar file containingthe two files, andmodify thespecfile to unpack
thedocumentationinto theamandadirectorytree.

3. Drop thefilesdirectly into theamandadirectorytreewithout usingtar .

Sincethe secondapproachwasmoreinteresting,that’s the approachwe chose. It
requiredanadditionalsource tagin thespecfile:

Source1: amanda-rpm-instructions.tar.gz

Also requiredwasanadditional%setup macroin the%prep script:
%setup -T -D -a 1

While the%setup macromight look intimidating, it wasn’t thathardto construct.
Here’swhateachoptionsmeans:

• -T — Do not performthedefault archive unpacking.
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• -D — Do not deletethedirectorybeforeunpacking.

• -a1 — Unpackthearchivespecifiedby thesource1 tagafterchangingdirec-
tory.

Finally, two additionsto the%files lists wererequired.Onefor theclient:

%doc amanda-client.README

And onefor theserver:

%doc amanda-server.README

At this point, thepackageswerecomplete.Certainlythereis softwareout therethat
doesn’trequirethis level of effort to package.Justascertainlythereis softwarethat
is muchmoreof a challenge.Hopefully this chapterhasgivenyou someideaabout
how to approachpackagebuilding for morecomplex applications.
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21 A Guide to the RPM Librar y API
In this chapter, we’ll explorethefunctionsusedinternallyby RPM.Thesefunctions
areavailablefor anyoneto use,makingit possibleto addRPM functionalityto new
andexistingprograms.Ratherthancontinuallyreferto "theRPMlibrary" throughout
this chapter, we’ll usethenameof thelibrary’s mainincludefile — rpmlib.

21.1 An Overview of rpmlib
Therearea numberof files that make up rpmlib. First andforemost,of course,is
the rpmlib library, librpm.a . This library containsall the functionsrequiredto
implementall thebasicfunctionscontainedin RPM.

Theremainingfilesdefine thevariousdatastructures,parameters,andsymbolsused
by rpmlib:

• rpmlib.h

• dbindex.h

• header.h

In general,rpmlib.h will alwaysberequired.Whenusingrpmlib’s header-related
functions,header.h will berequired,while thedatabase-relatedfunctionwill re-
quiredbindex.h . As eachfunction is describedin this chapter, we’ll provide the
function’s prototypeaswell asthe#include statementsthefunctionrequires.

21.2 rpmlib Functions
Therearemorethansixty differentfunctionsin rpmlib. Thetasksthey performrange
from low-level databaserecordtraversal,to high-level packagemanipulation.We’ve
groupedthefunctionsinto differentcategoriesfor easyreference.

21.2.1 Error Handling
Thefunctionsin thissectionperformrpmlib’sbasicerrorhandling.All errorhandling
centersontheuseof specific statuscodes.Thestatuscodesaredefinedin rpmlib.h
andareof theform RPMERR_xxx, wherexxx is thenameof theerror.
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Return Error Code — rpmErrorCode()
#include <rpm/rpmlib.h>

int rpmErrorCode(void);

Thisfunctionreturnstheerrorcodesetby thelastrpmlib functionthatfailed.Should
onlybeusedin anerrorcallbackfunctiondefinedby rpmErrorSetCallBack() .

Return Error String — rpmErrorString()
#include <rpm/rpmlib.h>

char *rpmErrorString(void);

Thisfunctionreturnstheerrorstringsetby thelastrpmlib functionthatfailed.Should
onlybeusedin anerrorcallbackfunctiondefinedby rpmErrorSetCallBack() .

Set Error CallBac k Function — rpmErrorSetCallback()
#include <rpm/rpmlib.h>

rpmErrorCallBackType rpmErrorSetCallback(rpmErrorCallBackType);

This function setsthe currenterror callbackfunction to the error callbackfunction
passedto it. Thepreviouserrorcallbackfunctionis returned.

21.2.2 Getting Package Information
Thefollowing functionsareusedto obtaininformationaboutapackagefile.

It shouldbenotedthatmostinformationis returnedin theform of a Header structure.
Thisdatastructureiswidelyusedthroughoutrpmlib. Wewill discussmoreheader-re-
latedfunctionsin Section21.2.13,HeaderManipulationandSection21.2.14,Header
Entry Manipulation.

Read Package Information — rpmReadPackageInfo()
#include <rpm/rpmlib.h>
#include <rpm/header.h>

int rpmReadPackageInfo(int fd,
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Header * signatures,
Header * hdr);

Givenanopenpackageonfd, readin theheaderandsignature.Thisfunctionoperates
asexpectedwith bothsocketandpipefile descriptorspassedasfd. Safeonnonseek-
ablefds. Whenthefunctionreturns,fd is left positionedat thestartof thepackage’s
archive section.

If eithersignaturesor hdr areNULL, informationfor the NULL parameterwill not be
passedbackto the caller. Otherwise,they will returnthe package’ssignaturesand
header, respectively.

This functionreturnsthefollowing statusvalues:

• 0 — Success.

• 1 — Badmagicnumbersfoundin package.

• 2 — Othererror.

Read Package Header — rpmReadPackageHeader()
#include <rpm/rpmlib.h>
#include <rpm/header.h>

int rpmReadPackageHeader(int fd,
Header * hdr,
int * isSource,
int * major,
int * minor);

Givenanopenpackageon fd, readin theheader. This functionoperatesasexpected
with both socket andpipe file descriptorspassedas fd. Safeon nonseekablefds.
Whenthefunctionreturns,fd is left positionedat thestartof thepackage’sarchive
section.

If hdr, isSource, major, or minorareNULL, informationfor theNULL parameter(s)will
not be passedbackto the caller. Otherwise,they will returnthe package’sheader
(hdr), informationonwhetherthepackageis asourcepackagefile or not (isSource),
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andthe packageformat’s major andminor revision number(major andminor, re-
spectively).

This functionreturnsthefollowing statusvalues:

• 0 — Success.

• 1 — Badmagicnumbersfoundin package.

• 2 — Othererror.

21.2.3 Variab le Manipulation
Thefollowing functionsareusedto get,set,andinterpretRPM’s internalvariables.
Variablesaresetaccordingto variouspiecesof systeminformation,aswell asfrom
rpmrc files. They controlvariousaspectsof RPM’s operation.

Thevariableshavesymbolicnamesin theform RPMVAR_xxx, wherexxx is thenameof
thevariable.All variablenamesaredefinedin rpmlib.h .

Return Value of RPM Variab le — rpmGetVar()
#include <rpm/rpmlib.h>

char *rpmGetVar(int var);

This functionreturnsthevalueof thevariablespecified in var.

On error, thefunctionreturnsNULL.

Return Boolean Value Of RPM Variab le — rpmGetBooleanVar()
#include <rpm/rpmlib.h>

int rpmGetBooleanVar(int var);

This functionlooksupthevariablespecified in var andreturnsa0 or 1 dependingon
thevariable’svalue.

On error, thefunctionreturns0.
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Set Value Of RPM Variab le — rpmSetVar()

#include <rpm/rpmlib.h>

void rpmSetVar(int var,
char *val);

This functionsetsthevariablespecified in var to thevaluepassedin val. It is also
possiblefor val to be NULL.

21.2.4 rpmrc -Related Information
The functionsin this sectionareall relatedto rpmrc information— the rpmrc
files aswell asthevariablessetfrom thosefiles. This informationalsoincludesthe
architectureandoperatingsysteminformationbasedon rpmrc file entries.

Read rpmrc Files — rpmReadConfigFiles()

#include <rpm/rpmlib.h>

int rpmReadConfigFiles(char * file,
char * arch,
char * os,
int building);

This functionreadsrpmrc files accordingto thefollowing rules:

• Alwaysread/usr/lib/rpmrc .

• If file is specified, readit.

• If file is not specified, read/etc/rpmrc and~/.rpmrc .

Every rpmrc file entry is usedwith rpmSetVar() to set the appropriateRPM
variable. Part of the normalrpmrc file processingalsoincludessettingthe archi-
tectureandoperatingsystemvariablesfor thesystemexecutingthis function. These
default settingscanbe overriddenby enteringarchitectureand/oroperatingsystem
informationin arch andos, respectively. This informationwill still go throughthe
normalrpmrc translationprocess.
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Thebuilding argumentshouldbesetto 1 only if a packageis beingbuilt whenthis
functionis called.Sincemostrpmlib-basedapplicationswill probablynot duplicate
RPM’s packagebuilding capabilities,building shouldnormallybesetto 0.

Return Operating System Name — rpmGetOsName()

#include <rpm/rpmlib.h>

char *rpmGetOsName(void);

This function returnsthe nameof the operatingsystem,asdeterminedby rpmlib’s
normalrpmrc file processing.

Return Architecture Name — rpmGetArchName()

#include <rpm/rpmlib.h>

char *rpmGetArchName(void);

This functionreturnsthenameof thearchitecture,asdeterminedby rpmlib’s normal
rpmrc file processing.

Print all rpmrc -Derived Variab les — rpmShowRC()

#include <rpm/rpmlib.h>

int rpmShowRC(FILE *f);

Thisfunctionwritesall variablenamesandtheirvaluesto thefile f. Alwaysreturns0.

Return Architecture Compatibility Score — rpmArchScore()

#include <rpm/rpmlib.h>

int rpmArchScore(char * arch);

Thisfunctionreturnsthe"distance"betweenthearchitecturewhosenameis specified
in arch, andthecurrentarchitecture.Returns0 if thetwo architecturesareincompati-
ble. Thesmallerthenumberreturned,themorecompatiblethetwo architecturesare.
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Return Operating System Compatibility Score — rpmOsScore()
#include <rpm/rpmlib.h>

int rpmOsScore(char * os);

This function returnsthe "distance"betweenthe operatingsystemwhosenameis
specified in os, andthecurrentoperatingsystem.Returns0 if thetwo operatingsys-
temsareincompatible.The smallerthe numberreturned,the morecompatiblethe
two operatingsystemsare.

21.2.5 RPM Database Manipulation
Thefunctionsin thissectionperformthebasicoperationsontheRPMdatabase.This
includesopeningandclosingthedatabase,aswell ascreatingthedatabase.A func-
tion alsoexiststo rebuild a databasethathasbeencorrupted.

Every functionthataccessestheRPM databasein somefashionmakesuseof the rp-

mdb structure.Thisstructureis usedasahandleto referto aparticularRPMdatabase.

Open RPM Database — rpmdbOpen()
#include <rpm/rpmlib.h>

int rpmdbOpen(char * root,
rpmdb * dbp,
int mode,
int perms);

ThisfunctionopenstheRPMdatabaselocatedin RPMVAR_DBPATH, returningtherpmdb

structuredbp. If root is specified,it is prependedto RPMVAR_DBPATH prior to opening.
Themodeandpermsparametersareidenticalto open(2) ’s flagsandmodeparam-
eters,respectively.

Thefunctionreturns1 on error, 0 on success.

Close RPM Database — rpmdbClose()
#include <rpm/rpmlib.h>

void rpmdbClose(rpmdb db);
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This functionclosestheRPM databasespecified by the rpmdb structuredb. Thedb
structureis alsofreed.

Create RPM Database — rpmdbInit()
#include <rpm/rpmlib.h>

int rpmdbInit(char * root,
int perms);

This function createsa new RPM databaseto be locatedin RPMVAR_DBPATH. If the
databasealreadyexists, it is left unchanged.If root is specified, it is prependedto
RPMVAR_DBPATH prior to creation.Thepermsparameteris identicalto open(2) ’s
modeparameter.

Thefunctionreturns1 on error, 0 on success.

Rebuild RPM Database — rpmdbRebuild()
#include <rpm/rpmlib.h>

int rpmdbRebuild(char * root);

This functionrebuilds theRPMdatabaselocatedin RPMVAR_DBPATH. If root is speci-
fied, it is prependedto RPMVAR_DBPATH prior to rebuilding.

Thefunctionreturns1 on error, 0 on success.

21.2.6 RPM Database Traversal
The following functionsareusedto traversethe RPM database.Also describedin
this sectionis a functionto retrieveadatabaserecordby its recordnumber.

It shouldbenotedthatdatabaserecordsarereturnedin theform of aHeader structure.
Thisdatastructureiswidelyusedthroughoutrpmlib. Wewill discussmoreheader-re-
latedfunctionsin Section21.2.13,HeaderManipulationandSection21.2.14,Header
Entry Manipulation.

Begin RPM Database Traversal — rpmdbFirstRecNum()
#include <rpm/rpmlib.h>
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unsigned int rpmdbFirstRecNum(rpmdb db);

This functionreturnstherecordnumberof thefirst recordin thedatabasespecified
by db.

On error, it returns0.

Traverse To Next RPM Database Recor d — rpmdbNextRecNum()
#include <rpm/rpmlib.h>

unsigned int rpmdbNextRecNum(rpmdb db,
unsigned int lastOffset);

This function returnsthe recordnumberof the recordfollowing therecordnumber
passedin lastOffset, in thedatabasespecified by db.

On error, this functionreturns0.

Return Recor d From RPM Database — rpmdbGetRecord()
#include <rpm/rpmlib.h>

Header rpmdbGetRecord(rpmdb db,
unsigned int offset);

This function returnsthe recordat the recordnumberspecified by offset from the
databasespecified by db.

This functionreturnsNULL on error.

21.2.7 RPM Database Search
Thefunctionsin this sectionsearchthevariouspartsof theRPM database.They all
returnastructureof typedbiIndexSet, whichcontainstherecordsthatmatchthesearch
term. Hereis thedefinition of thestructure,asfoundin <rpm/dbindex.h> :

typedef struct {
dbiIndexRecord * recs;
int count;

} dbiIndexSet;
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EachdbiIndexRecord is alsodefinedin <rpm/dbindex.h> asfollows:

typedef struct {
unsigned int recOffset;
unsigned int fileNumber;

} dbiIndexRecord;

TherecOffset elementis theoffsetof therecordfrom thestartof thedatabasefile. The
fileNumber elementis only usedby rpmdbFindByFile() .

Keep in mind that the rpmdbFind xxx searchfunctions eachreturn dbiIndexSet

structures,which mustbefreedwith dbiFreeIndexRecord() whenno longer
needed.

Free Database Index — dbiFreeIndexRecord()
#include <rpm/rpmlib.h>
#include <rpm/dbindex.h>

void dbiFreeIndexRecord(dbiIndexSet set);

This functionfreesthedatabaseindex setspecified by set.

Search RPM Database By File — rpmdbFindByFile()
#include <rpm/rpmlib.h>
#include <rpm/dbindex.h>

int rpmdbFindByFile(rpmdb db,
char * filespec,
dbiIndexSet * matches);

ThisfunctionsearchestheRPMdatabasespecifiedbydbfor thepackagewhichowns
thefile specified by filespec. It returnsmatchingrecordsin matches.

This functionreturnsthefollowing statusvalues:

• -1 — An erroroccurredreadinga databaserecord.

• 0 — Thesearchcompletednormally.

• 1 — Thesearchtermwasnot found.
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Search RPM Database By Group — rpmdbFindByGroup()
#include <rpm/rpmlib.h>
#include <rpm/dbindex.h>

int rpmdbFindByGroup(rpmdb db,
char * group,
dbiIndexSet * matches);

This functionsearchestheRPMdatabasespecifiedby db for thepackageswhichare
membersof thegroupspecifiedby group. It returnsmatchingrecordsin matches.

This functionreturnsthefollowing statusvalues:

• -1 — An erroroccurredreadinga databaserecord.

• 0 — Thesearchcompletednormally.

• 1 — Thesearchtermwasnot found.

Search RPM Database By Package — rpmdbFindPackage()
#include <rpm/rpmlib.h>
#include <rpm/dbindex.h>

int rpmdbFindPackage(rpmdb db,
char * name,
dbiIndexSet * matches);

This functionsearchestheRPM databasespecified by db for thepackageswith the
packagename(not label)specifiedby name. It returnsmatchingrecordsin matches.

This functionreturnsthefollowing statusvalues:

• -1 — An erroroccurredreadinga databaserecord.

• 0 — Thesearchcompletednormally.

• 1 — Thesearchtermwasnot found.
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Search RPM Database By Provides — rpmdbFindByProvides()
#include <rpm/rpmlib.h>
#include <rpm/dbindex.h>

int rpmdbFindByProvides(rpmdb db,
char * provides,
dbiIndexSet * matches);

This function searchesthe RPM databasespecified by db for the packageswhich
provide theprovidesinformationspecified by provides. It returnsmatchingrecords
in matches.

This functionreturnsthefollowing statusvalues:

• -1 — An erroroccurredreadinga databaserecord.

• 0 — Thesearchcompletednormally.

• 1 — Thesearchtermwasnot found.

Search RPM Database By Requires — rpmdbFindByRequiredBy()
#include <rpm/rpmlib.h>
#include <rpm/dbindex.h>

int rpmdbFindByRequiredBy(rpmdb db,
char * requires,
dbiIndexSet * matches);

This function searchesthe RPM databasespecified by db for the packageswhich
requiretherequiresinformationspecifiedby requires. It returnsmatchingrecordsin
matches.

This functionreturnsthefollowing statusvalues:

• -1 — An erroroccurredreadinga databaserecord.

• 0 — Thesearchcompletednormally.

• 1 — Thesearchtermwasnot found.



Section 21.2:rpmlib Functions 419

Search RPM Database By Conflicts — rpmdbFindByConflicts()
#include <rpm/rpmlib.h>
#include <rpm/dbindex.h>

int rpmdbFindByConflicts(rpmdb db,
char * conflicts,
dbiIndexSet * matches);

ThisfunctionsearchestheRPMdatabasespecifiedbydbfor thepackageswhichcon-
flict with theconflictsinformationspecifiedby conflicts. It returnsmatchingrecords
in matches.

This functionreturnsthefollowing statusvalues:

• -1 — An erroroccurredreadinga databaserecord.

• 0 — Thesearchcompletednormally.

• 1 — Thesearchtermwasnot found.

21.2.8 Package Manipulation
ThesefunctionsperformtheoperationsmostRPMusersarefamiliarwith. Functions
thatinstall anderasepackagesarehere,alongwith a few relatedlower-level support
functions.

Install Sour ce Package File — rpmInstallSourcePackage()
#include <rpm/rpmlib.h>

int rpmInstallSourcePackage(char * root,
int fd,
char ** specFile,
rpmNotifyFunction notify,
char * labelFormat);

This function installsthesourcepackagefile specified by fd. If root is not NULL, it
is prependedto thevariablesRPMVAR_SOURCEDIR andRPMVAR_SPECDIR prior to the
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actualinstallation. If specFile is not NULL, the completepathandfilenameof the
just-installedspecfile is returned.

Thenotifyparameteris usedtospecifyaprogress-trackingfunctionthatwill becalled
duringtheinstallation.Pleasereferto Track Package InstallationProgress—rpm-
NotifyFunction() in Section21.2.8for moreinformationon this parameter.

The labelFormatparametercanbeusedto specifyhow thepackagelabelshouldbe
formatted.It is usedwhenprintingthepackagelabeloncethepackageinstall is ready
to proceed.If labelformatis NULL, thepackagelabelis not printed.

This functionreturnsthefollowing statusvalues:

• 0 — Thesourcepackagewasinstalledsuccessfully.

• 1 — Thesourcepackagefile containedincorrectmagicnumbers.

• 2 — Anothertypeof erroroccurred.

Install Binar y Package File — rpmInstallPackage()
#include <rpm/rpmlib.h>

int rpmInstallPackage(char * rootdir,
rpmdb db,
int fd,
char * prefix,
int flags,
rpmNotifyFunction notify,
char * labelFormat,
char * netsharedPath);

This function installs the binary packagespecified by fd. If a path is specified in
rootdir, thepackagewill beinstalledwith thatpathactingastheroot directory. If a
pathis specified in prefix, it will beusedastheprefix for relocatablepackages.The
RPM databasespecified by db is updatedto reflectthenewly installedpackage.

Theflagsparameteris usedto controltheinstallationbehavior. Theflagsaredefined
in rpmlib.h andtake theform RPMINSTALL_xxx, wherexxx is thenameof theflag.

Thefollowing flagsarecurrentlydefined:
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• RPMINSTALL_REPLACEPKG — Install thepackageevenif it is alreadyinstalled.

• RPMINSTALL_REPLACEFILES — Install the packageeven if it will replacefiles
ownedby anotherpackage.

• RPMINSTALL_TEST — Performall install-timechecks,but do not actuallyinstall
thepackage.

• RPMINSTALL_UPGRADE — Install the package,andremove all older versionsof
thepackage.

• RPMINSTALL_UPGRADETOOLD — Install the package,even if the packageis an
olderversionof analready-installedpackage.

• RPMINSTALL_NODOCS — Do not install thepackage’sdocumentationfiles.

• RPMINSTALL_NOSCRIPTS — Do notexecutethepackage’s install- anderase-time
(in thecaseof anupgrade)scripts.

• RPMINSTALL_NOARCH — Do not performarchitecturecompatibilitytests.

• RPMINSTALL_NOOS — Do notperformoperatingsystemcompatibilitytests.

Thenotifyparameteris usedto specifyaprogresstrackingfunctionthatwill becalled
duringtheinstallation.Pleasereferto Track Package InstallationProgress—rpm-
NotifyFunction() in Section21.2.8for moreinformationon this parameter.

The labelFormatparametercanbeusedto specifyhow thepackagelabelshouldbe
formatted.Thisinformationisusedwhenprintingthepackagelabeloncethepackage
installis readytoproceed.It isusedwhenprintingthepackagelabeloncethepackage
install is readyto proceed.If labelformatis NULL, thepackagelabelis not printed.

ThenetsharedPath parameteris usedto specifythatpartof thelocal filesystemthat
is sharedwith othersystems.If thereis morethanonepaththat is shared,thepaths
shouldbeseparatedwith a colon.

This functionreturnsthefollowing statusvalues:

• 0 — Thebinarypackagewasinstalledsuccessfully.

• 1 — Thebinarypackagefile containedincorrectmagicnumbers.

• 2 — Anothertypeof erroroccurred.
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Track Package Installation Progress — rpmNotifyFunction()
#include <rpm/rpmlib.h>

typedef void (*rpmNotifyFunction)(const unsigned long amount,
const unsigned long total);

A function can be passedto rpmIstallSourcePackage or rpmInstall-
Package via thenotify parameter. The functionwill becalledat regular intervals
duringtheinstallation,andwill have two parameterspassedto it:

1. amount— Thenumberof bytesof theinstall thathavebeencompletedsofar.

2. total — Thetotal numberof bytesthatwill beinstalled.

This functionpermitsthecreationof a dynamicallyupdatingprogressmeterduring
packageinstallation.

Remove Installed Package — rpmRemovePackage()
#include <rpm/rpmlib.h>

int rpmRemovePackage(char * root,
rpmdb db,
unsigned int offset,
int flags);

Thisfunctionremovesthepackageatrecordnumberoffsetin theRPMdatabasespec-
if ied by db. If root is specified, it is usedasthepathto a directorythatwill serve as
theroot directorywhile thepackageis beingremoved.

The flagsparameteris usedto control thepackageremoval behavior. Theflagsthat
may be passedaredefined in rpmlib.h , andareof the form RPMUNINSTALL_xxx,
wherexxx is thenameof the flag.

Thefollowing flagsarecurrentlydefined:

• RPMUNINSTALL_TEST — Performall erase-timechecks,butdonotactuallyremove
thepackage.
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• RPMUNINSTALL_NOSCRIPTS — Do not executethepackage’serase-timescripts.

This functionreturnsthefollowing statusvalues:

• 0 — Thepackagewasremovedsuccessfully.

• 1 — Thepackageremoval failed.

21.2.9 Package And File Verification
Thefunctionsin this sectionperformtheverificationoperationsnecessaryto ensure
thatthefilescomprisingapackagehavenotbeenmodifiedsincethey wereinstalled.

Verificationtakesplaceon threedistinct levels:

1. On the file-by-file level.

2. Onapackage-widelevel, throughtheuseof the%verifyscript verification
script.

3. On aninter-packagelevel, throughRPM’snormaldependency processing.

Becauseof this, therearetwo functionsto performeachspecific verificationopera-
tion.

Verify File — rpmVerifyFile()
#include <rpm/rpmlib.h>
#include <rpm/header.h>

int rpmVerifyFile(char * root,
Header h,
int filenum,
int * result);

This functionverifiesthefilenum’th file from thepackagewhoseheaderis h. If root
is specified, it is usedasthepathto a directorythatwill serve astheroot directory
while the file is beingverified. The resultsof the file verification are returnedin
result, andconsistof a numberof flags. Eachflag that is setindicatesa verification
failure.
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Theflagsaredefined in rpmlib.h , andareof theform RPMVERIFY_xxx, wherexxx

is thenameof thedatathat failedverification.

This functionreturns0 on success,and1 on failure.

Execute Package’s %verifyscript Verification Script —
rpmVerifyScript()

#include <rpm/rpmlib.h>
#include <rpm/header.h>

int rpmVerifyScript(char * root,
Header h,
int err);

This function executesthe %verifyscript verification script for the package
whoseheaderis h. err mustcontaina valid file descriptor. If rpmIsVerbose()
returnstrue, the%verifyscript verificationscriptwill directall statusmessages
to err.

This functionreturns0 on success,1 on failure.

21.2.10 Dependenc y-Related Operations
Thefunctionsin this sectionareusedto performthevariousdependency-relatedop-
erationssupportedby rpmlib.

Dependency processingis entirelyseparatefrom normalpackage-basedoperations.
Thepackageinstallationandremoval functionsdonotperformany dependency pro-
cessingthemselves. Therefore,dependency processingis somewhatdifferentfrom
otheraspectsof rpmlib’s operation.

Dependency processingcentersaroundthe rpmDependencies datastructure.The op-
erationsthatareto beperformedagainsttheRPM database(adding,removing, and
upgradingpackages)areperformedagainstthis datastructure,usingfunctionsthat
aredescribedbelow. Thesefunctionssimply populatethe datastructureaccording
to theoperationbeingperformed.They do not performtheactualoperationon the
package.This is an importantpoint to keepin mind.
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Oncethedatastructurehasbeencompletelypopulated,adependency checkfunction
is calledto determineif thereareany dependency-relatedproblems.Theresultis a
structureof dependency conflicts. This structure,rpmDependencyConflict, is definedin
rpmlib.h .

Note that it is necessaryto freeboth theconflictsstructureand the rpmDependencies

structurewhenthey areno longerneeded.However, free() shouldnotbeused—
specialfunctionsfor this areprovided,andwill bediscussedin this section.

Create a New Dependenc y Data Structure — rpmdepDependencies()
#include <rpm/rpmlib.h>

rpmDependencies rpmdepDependencies(rpmdb db);

Thisfunctionreturnsaninitialized rpmDependencies structure.Thedependency check-
ing to bedonewill bebasedon theRPM databasespecified in thedb parameter. If
this parameteris NULL, thedependency checkingwill bedoneasif an emptyRPM
databasewasbeingused.

Add a Package Install To the Dependenc y Data Structure —
rpmdepAddPackage()

#include <rpm/rpmlib.h>
#include <rpm/header.h>

void rpmdepAddPackage(rpmDependencies rpmdep,
Header h);

This functionaddstheinstallationof thepackagewhoseheaderis h, to therpmDepen-

dencies datastructure,rpmdep.

Add a Package Upgrade To the Dependenc y Data Structure —
rpmdepUpgradePackage()

#include <rpm/rpmlib.h>
#include <rpm/header.h>

void rpmdepUpgradePackage(rpmDependencies rpmdep,
Header h);
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This functionaddstheupgradingof thepackagewhoseheaderis h, to the rpmDepen-

dencies datastructure,rpmdep. It is similar to rpmdepAddPackage() , but older
versionsof thepackageareremoved.

Add a Package Removal To the Dependenc y Data Structure —
rpmdepRemovePackage()

#include <rpm/rpmlib.h>

void rpmdepRemovePackage(rpmDependencies rpmdep,
int dboffset);

Thisfunctionaddstheremovalof thepackagewhoseRPMdatabaseoffsetisdboffset,
to the rpmDependencies datastructure,rpmdep.

Add an Availab le Package To the Dependenc y Data Structure —
rpmdepAvailablePackage()

#include <rpm/rpmlib.h>
#include <rpm/header.h>

void rpmdepAvailablePackage(rpmDependencies rpmdep,
Header h,
void * key);

This function addsthepackagewhoseheaderis h, to the rpmDependencies structure,
rpmdep.

Thekey parametercanbeanything thatuniquelyidentifiesthepackagebeingadded.
It will bereturnedaspartof the rpmDependencyConflict structurereturnedby rpmde-
pCheck() , specifically in thatstructure’s suggestedPackage element.

Perform a Dependenc y Check — rpmdepCheck()

#include <rpm/rpmlib.h>

int rpmdepCheck(rpmDependencies rpmdep,
struct rpmDependencyConflict ** conflicts,
int * numConflicts);
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Thisfunctionperformsadependency checkontherpmDependencies structurerpmdep.
It returnsanarrayof sizenumConflicts, pointedto by conflicts.

This functionreturns0 on success,and1 on error.

Free Results of rpmdepCheck() — rpmdepFreeConflicts()
#include <rpm/rpmlib.h>

void rpmdepFreeConflicts(struct rpmDependencyConflict * conflicts,
int numConflicts);

Thisfunctionfreesthedependency conflict informationof sizenumConflictspointed
to by conflicts.

Free a Dependenc y Data Structure — rpmdepDone()
#include <rpm/rpmlib.h>

void rpmdepDone(rpmDependencies rpmdep);

This functionfreesthe rpmDependencies structurepointedto by rpmdep.

21.2.11 Diagnostic Output Contr ol
Thefunctionsin thissectionareusedto controltheamountof diagnosticoutputpro-
ducedby otherrpmlib functions. Therpmlib library canproducea wealthof diag-
nosticoutput,makingit easyto seewhatis goingon at any giventime.

Thereareseveraldifferentverbositylevelsdefined in rpmlib.h . Their symbolic
namesareof the form RPMMESS_xxx, wherexxx is the nameof the verbositylevel.
It shouldbe notedthat the numericvaluesof the verbositylevels increasewith a
decreasein verbosity.

Unlessotherwiseset,thedefault verbositylevel is RPMMESS_NORMAL.

Increase Verbosity Level — rpmIncreaseVerbosity()
#include <rpm/rpmlib.h>

void rpmIncreaseVerbosity(void);
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This functionis usedto increasethecurrentverbositylevel by one.

Set Verbosity Level — rpmSetVerbosity()
#include <rpm/rpmlib.h>

void rpmSetVerbosity(int level);

This function is usedto setthecurrentverbositylevel to level. Note thatno range
checkingis doneto level.

Return Verbosity Level — rpmGetVerbosity()
#include <rpm/rpmlib.h>

int rpmGetVerbosity(void);

This functionreturnsthecurrentverbositylevel.

Check Verbosity Level — rpmIsVerbose()
#include <rpm/rpmlib.h>

int rpmIsVerbose(void);

This functionchecksthecurrentverbositylevel andreturns1 if thecurrentlevel is
setto RPMMESS_VERBOSE or a level of higherverbosity. Otherwise,it returns0.

Check Debug Level — rpmIsDebug()
#include <rpm/rpmlib.h>

int rpmIsDebug(void);

This functionchecksthecurrentverbositylevel andreturns1 if thecurrentlevel is
setto RPMMESS_DEBUG, or a level of higherverbosity. Otherwise,it returns0.

21.2.12 Signature Verification
Thefunctionsin thissectiondealwith theverificationof packagesignatures.A pack-
agefile maycontainmorethanonetypeof signature.For example,a packagemay
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containa signaturethatcontainsthepackage’ssize,aswell asa signaturethatcon-
tainscryptographically-deriveddatathatcanbeusedto provethepackage’sorigin.

Eachtypeof signaturehasits own tagvalue. Thesetagvaluesaredefinedin rpm-
lib.h andareof theform RPMSIGTAG_xxx, wherexxx is thetypeof signature.

Verify A Package File’s Signature — rpmVerifySignature()
#include <rpm/rpmlib.h>

int rpmVerifySignature(char *file,
int_32 sigTag,
void *sig,
int count,
char *result);

This functionverifies thesignatureof thepackagepointedto by file. The resultof
theverificationis storedin result, in a formatsuitablefor printing.

ThesigTag parameterspecifiesthetypeof signatureto bechecked. Thesig param-
eterspecifies the signatureagainstwhich the packageis to be verified. The count
parameterspecifies thesizeof thesignature;at present,this parameteris only used
for PGP-basedsignatures.

This functionreturnsthefollowing values:

• RPMSIG_OK — Thesignatureverified correctly.

• RPMSIG_UNKNOWN — Thesignaturetypeis unknown.

• RPMSIG_BAD — Thesignaturedid not verify correctly.

• RPMSIG_NOKEY — Thekey requiredto checkthis signatureis not available.

Free Signature Read By rpmReadPackageInfo() —
rpmFreeSignature()

#include <rpm/rpmlib.h>
#include <rpm/header.h>

void rpmFreeSignature(Header h);
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This functionfreesthesignatureh.

21.2.13 Header Manipulation

Theheaderis oneof thekey datastructuresin rpmlib. Thefunctionsin this section
performbasicmanipulationsof theheader.

The headeris actuallya datastructure. It is not necessaryto fully understandthe
actualdatastructure.However, it is necessaryto understandthebasicconceptson
which theheaderis based.

Theheaderservesasa kind of miniaturedatabase.Theheadercanbesearchedfor
specific information,whichcanberetrievedeasily. Likeadatabase,theinformation
containedin theheadercanbeof varyingsizes.

Read A Header — headerRead()

#include <rpm/rpmlib.h>
#include <rpm/header.h>

Header headerRead(int fd,
int magicp);

Thisfunctionreadsaheaderfrom file fd, convertingit from network byteorderto the
hostsystem’sbyteorder. If magicp is definedto beHEADER_MAGIC_YES, header-
Read() will expectheadermagicnumbers,andwill returnanerror if they arenot
present.Likewise,if magicp is definedto beHEADER_MAGIC_NO, headerRead()
will notchecktheheader’smagicnumbers,andwill returnanerrorif they arepresent.

On error, this functionreturnsNULL.

Write A Header — headerWrite()

#include <rpm/rpmlib.h>
#include <rpm/header.h>

void headerWrite(int fd,
Header h,
int magicp);
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This functionwritestheheaderh, to file fd, convertingit from hostbyteorderto net-
work byteorder. If magicp is definedto beHEADER_MAGIC_YES, headerWrite()
will addtheappropriatemagicnumbersto theheaderbeingwritten. If magicp is de-
finedto beHEADER_MAGIC_NO, headerWrite() will not includemagicnumbers.

Copy A Header — headerCopy()
#include <rpm/rpmlib.h>
#include <rpm/header.h>

Header headerCopy(Header h);

This functionreturnsa copy of headerh.

Calculate A Header’s Size — headerSizeof()
#include <rpm/rpmlib.h>
#include <rpm/header.h>

unsigned int headerSizeof(Header h,
int magicp);

This functionreturnsthenumberof bytestheheaderh takesupondisk. Notethatin
versionsof RPM prior to 2.3.3,this functionalsochangesthelocationof thedatain
theheader. Theresultis thatpointersfrom headerGetEntry() will nolongerbe
valid. Therefore,any pointersacquiredbeforecalling headerSizeof() should
bediscarded.

Create A New Header — headerNew()
#include <rpm/rpmlib.h>
#include <rpm/header.h>

Header headerNew(void);

This functionreturnsa new header.

Deallocate A Header — headerFree()
#include <rpm/rpmlib.h>
#include <rpm/header.h>
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void headerFree(Header h);

This functiondeallocatestheheaderspecified by h.

Print Header Structure In Human-Readab le Form — headerDump()
#include <rpm/rpmlib.h>
#include <rpm/header.h>

void headerDump(Header h,
FILE *f,
int flags);

This functionprintsthestructureof theheaderh, to thefile f. If the flagsparameter
is definedto beHEADER_DUMP_INLINE, theheader’s datais alsoprinted.

21.2.14 Header Entr y Manipulation
The functionsin this sectionprovide the basicoperationsnecessaryto manipulate
headerentries.Thefollowing headerentrytypesarecurrentlydefined:

• RPM_NULL_TYPE — This typeis not used.

• RPM_CHAR_TYPE — Theentrycontainsa singlecharacter.

• RPM_INT8_TYPE — Theentrycontainsaneight-bit integer.

• RPM_INT16_TYPE — Theentrycontainsa sixteen-bitinteger.

• RPM_INT32_TYPE — Theentrycontainsa thirty-two-bit integer.

• RPM_INT64_TYPE — Theentrycontainsa sixty-four-bit integer.

• RPM_STRING_TYPE — Theentrycontainsanull-terminatedcharacterstring.

• RPM_BIN_TYPE — Theentrycontainsbinarydatathatwill not be interpretedby
rpmlib.

• RPM_STRING_ARRAY_TYPE — The entry containsan array of null-terminated
strings.

Get Entr y From Header — headerGetEntry()
#include <rpm/rpmlib.h>
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#include <rpm/header.h>

int headerGetEntry(Header h,
int_32 tag,
int_32 *type,
void **p,
int_32 *c);

This functionretrievestheentrymatchingtag from headerh. Thetypeof theentry
is returnedin type, a pointerto thedatais returnedin p, andthesizeof thedatais
returnedin c. Bothtypeandcmaybenull, in whichcasethatdatawill notbereturned.
Notethatif theentrytypeis RPM_STRING_ARRAY_TYPE, youmustissuea free() on
p whendonewith thedata.

This functionreturns1 on sucess,and0 on failure.

Add Entr y To Header — headerAddEntry()
#include <rpm/rpmlib.h>
#include <rpm/header.h>

int headerAddEntry(Header h,
int_32 tag,
int_32 type,
void *p,
int_32 c);

Thisfunctionaddsanew entryto theheaderh. Theentry’s tagis specifiedby thetag
parameter, andtheentry’stypeis specified by the typeparameter.

Theentry’sdatais pointedto by p, andthesizeof thedatais specified by c.

This functionalwaysreturns1.

Note: In versionsof RPMprior to 2.3.3,headerAddEntry() will only work suc-
cessfullywith headersproducedby headerCopy() andheaderNew() . In par-
ticular, headerAddEntry() is notsupportedwhenusedto addentriesto aheader
producedby headerRead() . Laterversionsof RPM lift this restriction.

Determine If Entr y Is In Header — headerIsEntry()
#include <rpm/rpmlib.h>
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#include <rpm/header.h>

int headerIsEntry(Header h,
int_32 tag);

This functionreturns1 if anentrywith tagtag is presentin headerh. If thetagis not
present,this functionreturns0.

21.2.15 Header Iterator Suppor t

Iteratorsareusedasa meansto stepfrom entry to entry, throughan entireheader.
Thefunctionsin this sectionareusedto create,use,andfreeiterators.

Create an Iterator — headerInitIterator()

#include <rpm/rpmlib.h>
#include <rpm/header.h>

HeaderIterator headerInitIterator(Header h);

This functionreturnsa newly-createditeratorfor theheaderh.

Step To the Next Entr y — headerNextIterator()

#include <rpm/rpmlib.h>
#include <rpm/header.h>

int headerNextIterator(HeaderIterator iter,
int_32 *tag,
int_32 *type,
void **p,
int_32 *c);

This function stepsto the next entry in the headerspecified whenthe iterator iter
wascreatedwith headerInitIterator() . Thenext entry’stag,type,data,and
sizearereturnedin tag, type, p, andc, respectively. Note that if the entry type is
RPM_STRING_ARRAY_TYPE, youmustissuea free() onp whendonewith thedata.

This functionreturns1 if successful,and0 if therearenomoreentriesin theheader.
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Free An Iterator — headerFreeIterator()
#include <rpm/rpmlib.h>
#include <rpm/header.h>

void headerFreeIterator(HeaderIterator iter);

This functionfreestheresourcesusedby theiteratoriter.

21.3 Example Code
In this section,we’ll studyexampleprogramsthatmake useof rpmlib to performan
assortmentof commonly-requiredoperations.

21.3.1 Example #1
In this example,we’ll useanumberof rpmlib’s headermanipulationfunctions.

#include <errno.h>
#include <fcntl.h>
#include <stdio.h>
#include <unistd.h>
#include <string.h>

#include <rpm/rpmlib.h>

Herewe’veincludedrpmlib.h , whichisnecessaryfor all programsthatuserpmlib.
void main(int argc, char ** argv)
{

HeaderIterator iter;
Header h, sig;
int_32 itertag, type, count;
void **p = NULL;
char *blather;
char * name;

int fd, stat;

Herewe’vedefinedtheprogram’s storage.Notein particulartheHeaderIterator, Header,
and int_32 datatypes.
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if (argc == 1) {
fd = 0;

} else {
fd = open(argv[1], O_RDONLY, 0644);

}

if (fd < 0) {
perror("open");
exit(1);

}

Standardstuff here.Thefirst argumentis supposedto beanRPM packagefile. It is
openedhere.If thereis noargumentonthecommandline, theprogramwill usestdin
instead.

stat = rpmReadPackageInfo(fd, &sig, &h);
if (stat) {

fprintf(stderr,
"rpmReadPackageInfo error status: %d\n%s\n",
stat, strerror(errno));

exit(stat);
}

Herethingsstartto getinteresting!Thesignatureandheadersarereadfrom package
file thatwasjustopened.If younoticedabove,we’vedefinedsigandh to beof type
Header. Thatmeanswe canuserpmlib’s header-relatedfunctionson them. After a
little bit of errorchecking,andit’s time to move on…

headerGetEntry(h, RPMTAG_NAME,&type, (void **) &name, &count);

if (headerIsEntry(h, RPMTAG_PREIN)) {
printf("There is a preinstall script for %s\n", name);

}

if (headerIsEntry(h, RPMTAG_POSTIN)) {
printf("There is a postinstall script for %s\n", name);

}

Now thatwe have thepackage’sheader, we get thepackagename(specified by the
RPMTAG_NAME above). Next, weseeif thepackagehaspre-install(RPMTAG_PREIN) or
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post-install(RPMTAG_POSTIN) scripts.If thereare,weprint outamessage,alongwith
thepackagename.

printf("Dumping signatures...\n");
headerDump(sig, stdout, 1);

rpmFreeSignature(sig);

Turningto theotherHeader structurewe’veread,weprintoutthepackage’ssignatures
in human-readableform. Whenwe’re done,we freetheblock of signatures.

printf("Iterating through the header...\n");

iter = headerInitIterator(h);

Herewesetupaniteratorfor thepackage’sheader. Thiswill allow usto stepthrough
eachentry in theheader.

while (headerNextIterator(iter, &itertag, &type, p, &count)) {
switch (itertag) {
case RPMTAG_SUMMARY:

blather = *p;
printf("The Summary: %s\n", blather);
break;

case RPMTAG_FILENAMES:
printf("There are %d files in this package\n", count);
break;

}

This loop usesheaderNextIterator() to returneachentry’s tag, type,data,
andsize.By usinga switch statementon thetag,we canperformdifferentopera-
tionson eachtypeof entry in theheader.

}

headerFreeIterator(iter);

headerFree(h);

}
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Thisis thehousecleaningsectionof theprogram.Firstwefreetheiteratorthatwe’ve
beenusing,andfinally theheaderitself. Runningthisprogramonapackagegivesus
the following output:

# ./dump amanda-client-2.3.0-2.i386.rpm
There is a postinstall script for amanda-client
Dumping signatures...
Entry count: 2
Data count : 20

CT TAG TYPE OFSET COUNT
Entry : 000 (1000)NAME INT32_TYPE 0x00000000 00000001

Data: 000 0x00029f5d (171869)
Entry : 001 (1003)SERIAL BIN_TYPE 0x00000004 00000016

Data: 000 27 01 f9 97 d8 2c 36 40
Data: 008 c6 4a 91 45 32 13 d1 62

Iterating through the header...
The Summary: Client-side Amanda package
There are 11 files in this package
#

21.3.2 Example #2
Thisexampledelvesabit moreinto thedatabase-relatedsideof rpmlib. After initial-
izing rpmlib’s variablesby readingtheappropriaterpmrc files, thecodetraverses
thedatabaserecords,looking for a specific package.Thatpackage’sheaderis then
dumpedin its entirety.

#include <errno.h>
#include <fcntl.h>
#include <stdio.h>
#include <string.h>
#include <unistd.h>
#include <stdlib.h>

#include <rpm/rpmlib.h>

As before,this is thenormalway of includingall of rpmlib’s definitions.
void main(int argc, char ** argv)
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{
Header h;
int offset;
int dspBlockNum = 0; /* default to all */
int blockNum = 0;
int_32 type, count;
char * name;
rpmdb db;

Herearethe datadeclarations.Note the declarationof db: this is how we will be
accessingtheRPM database.

printf("The database path is: %s\n",
rpmGetVar(RPMVAR_DBPATH) ? rpmGetVar(RPM_DBPATH) : "(none)");

rpmReadConfigFiles(NULL, NULL, NULL, 0);

printf("The database path is: %s\n",
rpmGetVar(RPMVAR_DBPATH) ? rpmGetVar(RPM_DBPATH) : "(none)");

BeforeopeningtheRPMdatabase,it’s necessaryto know wherethedatabaseresides.
This informationis storedin rpmrc files, which arereadby rpmReadConfig-
Files() . To show that this function is really doing its job, we retrieve the RPM
databasepathbeforeandaftertherpmrc filesareread.Notethatwe testthereturn
valueof rpmGetVar(RPM_DBPATH) and,if it is null, we insert(none) in the
printf() output.This preventspossiblecoredumpsif no databasepathhasbeen
set,andbesides,it’s moreuser-friendly.

if (rpmdbOpen("", &db, O_RDONLY, 0644) != 0) {
fprintf(stderr, "cannot open /var/lib/rpm/packages.rpm\n");
exit(1);

}

Herewe’re openingthe RPM database,anddoing somecursoryerror checkingto
make surewe shouldcontinue.

offset = rpmdbFirstRecNum(db);
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We gettheoffsetof thefirst databaserecord…
while (offset) {

h = rpmdbGetRecord(db, offset);
if (!h) {

fprintf(stderr, "headerRead failed\n");
exit(1);

}

Herewestartawhile loopbasedontherecordoffset.As longasthereis anon-zero
offset(meaningthatthereis still anavailablerecord),we gettherecord.If there’s a
problemgettingtherecord,we exit.

headerGetEntry(h, RPMTAG_NAME,&type, (void **) &name, &count);
if (strcmp(name, argv[1]) == 0)

headerDump(h, stdout, 1);

Next, wegetthepackagenameentryfrom therecord,andcompareit with thename
of thepackagewe’re interestedin. If it matches,we dumpthecontentsof theentire
record.

headerFree(h);

offset = rpmdbNextRecNum(db, offset);
}

At theendof theloop,we freetherecord,andgettheoffsetto thenext record.

rpmdbClose(db);
}

At theend,we closethedatabase,andexit.

Here’s theprogram’soutput,editedfor brevity. Noticethatthedatabasepathchanges
from (null) to /var/lib/rpm aftertherpmrc files areread.

# ./showdb amanda-client
The database path is: (null)
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The database path is: /var/lib/rpm
Entry count: 37
Data count : 5219

CT TAG TYPE OFSET COUNT
Entry : 000 (1000)NAME STRING_TYPE 0x00000000 00000001

Data: 000 amanda-client
Entry : 001 (1001)VERSION STRING_TYPE 0x0000000e 00000001

Data: 000 2.3.0
Entry : 002 (1002)RELEASE STRING_TYPE 0x00000014 00000001

Data: 000 7
Entry : 003 (1004)SUMMARY STRING_TYPE 0x00000016 00000001

Data: 000 Client-side Amanda package
Entry : 004 (1005)DESCRIPTION STRING_TYPE 0x00000031 00000001
…
Entry : 017 (1027)FILENAMES STRING_ARRAY_TYPE 0x00000df3 00000015

Data: 000 /usr/doc/amanda-client-2.3.0-7
Data: 001 /usr/doc/amanda-client-2.3.0-7/COPYRIGHT
Data: 002 /usr/doc/amanda-client-2.3.0-7/INSTALL
Data: 003 /usr/doc/amanda-client-2.3.0-7/README
Data: 004 /usr/doc/amanda-client-2.3.0-7/SYSTEM.NOTES
Data: 005 /usr/doc/amanda-client-2.3.0-7/WHATS.NEW
Data: 006 /usr/doc/amanda-client-2.3.0-7/amanda-client.README

…
Entry : 034 (1049)REQUIRENAME STRING_ARRAY_TYPE 0x0000141c 00000006

Data: 000 libc.so.5
Data: 001 libdb.so.2
Data: 002 grep
Data: 003 sed
Data: 004 NetKit-B
Data: 005 dump

…
#

As canbeseen,everythingthatyou couldpossiblywant to know aboutaninstalled
packageis availableusingthis method.

21.3.3 Example #3
This exampleis similar in functionto thepreviousone,exceptthat it usesrpmlib’s
searchfunctionsto find thedesiredpackagerecord:

#include <errno.h>
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#include <fcntl.h>
#include <stdio.h>
#include <string.h>
#include <unistd.h>
#include <stdlib.h>

#include <rpm/rpmlib.h>

Herewe includerpmlib’s definitions.
void main(int argc, char ** argv)
{

Header h;
int stat;
rpmdb db;
dbiIndexSet matches;

Herearethestoragedeclarations.
if (argc != 2) {

fprintf(stderr, "showdb2 <search term>\n");
exit(1);

}

rpmReadConfigFiles(NULL, NULL, NULL, 0);

if (rpmdbOpen("", &db, O_RDONLY, 0644) != 0) {
fprintf(stderr, "cannot open /var/lib/rpm/packages.rpm\n");
exit(1);

}

In this section,we do someargumentprocessing,processingthe rpmrc files, and
opentheRPM database.

stat = rpmdbFindPackage(db, argv[1], &matches);
printf("Status is: %d\n", stat);
if (stat == 0) {

if (matches.count) {
printf("Number of matches: %d\n", matches.count);
h = rpmdbGetRecord(db, matches.recs[0].recOffset);
if (h) headerDump(h, stdout, 1);
headerFree(h);
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dbiFreeIndexRecord(matches);
}

}

In this sectionwe use rpmdbFindPackage() to searchfor the desiredpack-
age. After checkingfor successfulstatus,the countof matchingpackagerecords
is checked. If thereis at leastonematch,thefirst matchingrecordis retrieved,and
dumped. Note that therecould be more than one match. Although this example
doesn’tdumpmorethanthe first matchingrecord,it would be simpleto accessall
matchesby steppingthroughthematches.recs array.

Oncewe’re donewith therecord,we freeit, aswell asthelist of matchingrecords.
rpmdbClose(db);

}

The last thing we do beforeexiting is to closethe database.Here’ssomesample
output from the program. Note the successfulstatus,and the numberof matches
printedbeforethedump:

# ./showdb2 rpm
Status is: 0
Number of matches: 1
Entry count: 37
Data count : 2920

CT TAG TYPE OFSET COUNT
Entry : 000 (1000)NAME STRING_TYPE 0x00000000 00000001

Data: 000 rpm
Entry : 001 (1001)VERSION STRING_TYPE 0x00000004 00000001

Data: 000 2.2.9
Entry : 002 (1002)RELEASE STRING_TYPE 0x0000000a 00000001

Data: 000 1
Entry : 003 (1004)SUMMARY STRING_TYPE 0x0000000c 00000001

Data: 000 Red Hat Package Manager
…
Entry : 034 (1049)REQUIRENAME STRING_ARRAY_TYPE 0x00000b40 00000003

Data: 000 libz.so.1
Data: 001 libdb.so.2
Data: 002 libc.so.5

Entry : 035 (1050)REQUIREVERSION STRING_ARRAY_TYPE0x00000b5f 00000003



444 Chapter 21:A Guide to the RPM Library API

Data: 000
Data: 001
Data: 002

Entry : 036 (1064)RPMVERSION STRING_TYPE 0x00000b62 00000001
Data: 000 2.2.9

#
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A Format of the RPM File
A.1 RPM File Naming Convention
While RPM will run just aswell if apackagefile hasbeenrenamed,whenthepack-
agesarecreatedduringRPM’sbuild process,they follow aspecific namingconven-
tion. Theconventionis:

name-version-release.architecture.rpm

where:

• name is a namedescribingthepackagedsoftware.

• version is theversionof thepackagedsoftware.

• release is thenumberof timesthis versionof thesoftwarehasbeenpackaged.

• architecture is a shorthandnamedescribingthe type of computerhardware the
packagedsoftwareis meantto run on. It mayalsobethestringsrc , or nosrc .
Both of thesestringsindicatethe file is an RPM sourcepackage.The nosrc
string meansthat the file containsonly packagebuilding files, while the src
stringmeansthe file containsthenecessarypackagebuilding files and thesoft-
ware’ssourcecode.

A few notesarein order. Normally, the packagenameis taken verbatimfrom the
packagedsoftware’sname.Occasionally, this approachwon’t work — usuallythis
occurswhenthesoftwareis split into multiple"subpackages,"eachsupportingadif-
ferentsetof functions. An exampleof this situationwould be the way ncurses
waspackagedonRedHatLinux Linux. Thepackageincorporatingncurses basic
functionality wascalledncurses , while thepackageincorporatingthosepartsof
ncurses ’ programdevelopmentfunctionalitywasnamedncurses-devel .

Theversionnumberis normallytakenverbatimfromthepackage’s version.Theonly
restrictionplacedon theversionis that it cannotcontaina dash"- ".

Thereleasecanbethoughtof asthepackage’s version.Traditionallyit is a number,
startingat 1, thatshows how many timesthepackagedsoftware,at a givenversion,
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hasbeenbuilt. This is tradition and not a restriction,however. Like the version
number, theonly restrictionis thatdashesarenot allowed.

The architecturespecifier is a string that indicateswhat hardwarethe packagehas
beenbuilt for. Therearea numberof architecturesdefined:

• i386 — TheIntel x86 family of microprocessors,startingwith the80386.

• alpha — TheDigital Alpha/AXP seriesof microprocessors.

• sparc — SunMicrosystem’s SPARC seriesof chips.

• mips — MIPS Technologies’processors.

• ppc — ThePower PCmicroprocessorfamily.

• m68k — Motorola’s68000seriesof CISCmicroprocessors.

• SGI — Equivalentto "MIPS".

This list will almostcertainlychange.For themostup-to-datelist, pleasereferto the
file /usr/lib/rpmrc . It containsinformationusedinternallyby RPM,including
a list of architecturesandequivalentcodenumbers.

A.2 RPM File Format
While the following detailsconcerningthe actualformat of an RPM packagefile
wereaccurateat thetime this waswritten, threepointsshouldbekeptin mind:

1. Thefile format is subjectto change.

2. If apackagefile is to bemanipulatedsomehow, youarestronglyurgedto usethe
appropriaterpmlib routinesto accessthepackagefile. Why? Seepoint number
1!

3. Thisappendixdescribesthemostrecentversionof theRPMfile format: version
3. The file(1) utility canbeusedto seea package’sfile formatversion.

With thosecaveatsout of theway, let’s take a look insideanRPM file…

A.2.1 Parts of an RPM File
Every RPM packagefile canbedividedinto four distinctsections.They are:
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• The lead.

• Thesignature.

• Theheader.

• Thearchive.

Packagefiles arewritten to disk in network byteorder. If required,RPM will auto-
maticallyconvert to hostbyteorderwhenthepackagefile is read.Let’s take a look
at eachsection,startingwith the lead.

A.2.2 The Lead
The leadis the first part of an RPM packagefile. In previous versionsof RPM, it
wasusedto storeinformationusedinternally by RPM. Today, however, the lead’s
solepurposeis to make it easyto identify an RPM packagefile. For example,the
file(1) commandusesthe lead. 1All the informationcontainedin the leadhas
beenduplicatedor supersededby informationcontainedin theheader. 2

RPM definesa C structurethatdescribesthelead:

struct rpmlead {
unsigned char magic[4];
unsigned char major, minor;
short type;
short archnum;
char name[66];
short osnum;
short signature_type;
char reserved[16];

} ;

Let’s take a look at an actualpackagefile andexaminethe variouspiecesof data
thatmake up the lead. In the following display, thenumberto the left of thecolon
is thebyteoffset,in hexadecimal,from thestartof thefile. Theeightgroupsof four

1 Pleasereferto SectionA.4, IdentifyingRPMfileswith thefile(1) commandfor adiscussiononidentifying
RPM packagefiles with the file command.

2 Theheaderis discussedin SectionA.2.5, TheHeader.
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charactersshow thehex valueof thebytesin thefile — two bytespergroupof four
characters.Finally, the characterson the right show the ASCII valuesof the data
bytes. Whena databyte’s valueresultsin a non-printablecharacter, a dot (".") is
insertedinstead.Herearethefirst thirty-two bytesof a packagefile — in this case,
thepackagefile rpm-2.2.1-1.i386.rpm :

00000000: edab eedb 0300 0000 0001 7270 6d2d 322e ..........rpm-2.
00000010: 322e 312d 3100 0000 0000 0000 0000 0000 2.1-1...........

The first four bytes(edab eedb ) arethemagicvaluesthat identify the file asan
RPM packagefile. Both the file commandandRPM usethesemagicnumbersto
determinewhethera file is legitimateor not.

Thenext two bytes(0300 ) indicateRPM file formatversion.In this case,thefile’s
majorversionnumberis 3, andtheminorversionnumberis 0. Versionsof RPMlater
than2.1createversion3.0 packagefiles.

Thenext two bytes(0000 ) determinewhat typeof RPM file the file is. Thereare
presentlytwo typesdefined:

• Binary packagefile (type= 0000 )

• Sourcepackagefile (type= 0001 )

In this case,thefile is a binarypackagefile.

The next two bytes(0001 ) areusedto storethe architecturethat the packagewas
built for. In this case,thenumber1 refersto thei386 architecture.3In thecaseof a
sourcepackagefile, thesetwo bytesshouldbe ignored,assourcepackagesarenot
built for a specific architecture.

Thenext sixty-six bytes(startingwith 7270 6d2d ) containthenameof thepack-
age. Thenamemustendwith a null byte,which leavessixty-five bytesfor RPM’s
usualname-version-release-stylename.In thiscase,wecanreadthenamefromtheright
sideof theoutput:

rpm-2.2.1-1

3 It shouldbenotedthatthearchitectureusedinternallyby RPM is actuallystoredin theheader. This valueis
strictly for file(1) ’s use.
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Sincethenamerpm-2.2.1-1 is shorterthanthesixty-five bytesallocatedfor the
name,the leftover bytesarefilled with nulls.

Skippingpastthespaceallocatedfor thename,we seetwo bytes(0001 ):

00000040: 0000 0000 0000 0000 0000 0000 0001 0005 ................
00000050: 0400 0000 24e1 ffbf 6bb3 0008 00e6 ffbf ....$...k.......

Thesebytes representthe operatingsystemfor which this packagewas built.
In this case,1 equalsLinux. As with the architecture-to-numbertranslations,
the operatingsystemand correspondingcode numberscan be found in the file,
/usr/lib/rpmrc .

Thenext two bytes(0005 ) indicatethe typeof signatureusedin thefile. A type5
signatureis new to version3 RPM files. Thesignatureappearsnext in the file, but
we needto discussanadditionaldetailbeforeexploring thesignature.

A.2.3 Wanted: A New RPM Data Structure

By lookingattheC structurethatdefinesthelead,andmatchingit with thebytesin an
actualpackagefile, it’s trivial to extractthedatafrom thelead.Fromaprogramming
standpoint,it’s alsoeasyto manipulatedatain the lead— It’s simply a matterof
usingtheelementnamesfrom thestructure.But there’sa problem.And becauseof
thatproblemtheleadis no longerusedinternallyby RPM.

The lead: An Abandoned Data Structure

What’stheproblem,andwhy is theleadnolongerusedbyRPM?Theanswerto these
questionsis a singleword: inflexibility . The techniqueof defining a C structureto
accessdatain a file just isn’t very flexible. Let’s look at anexample.

Flip backto thelead’sC structurein SectionA.2.2,TheLead. Say, for example,that
somesoftwarecomesalong,andit hasa long name.A very long name.A nameso
long,in fact,thatthe66bytesdefinedin thestructureelementname justcouldn’thold
it.
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Whatcanwe do? Well, we couldcertainlychangethestructuresuchthat the name

elementwould be100byteslong. But oncea new versionof RPM is createdusing
this new structure,we have two problems:

1. Any packagefile createdwith thenew versionof RPMwouldn’t beableto read
olderpackageformats.

2. Any olderversionof RPM wouldbeunableto install packagescreatedwith the
newer versionof RPM.

Not averygoodsituation! Ideally, wewould like to somehow eliminatetherequire-
mentthattheformatof thedatawritten to apackagefile beengravedin granite.We
shouldbeableto dothefollowing things,all without losingcompatibilitywith exist-
ing versionsof RPM.

• Add extra datato thefile format.

• Changethesizeof existing data.

• Reorderthedata.

Soundslike a big problem,but there’sa solution…

Is There a Solution?

The solution is to standardizethe methodby which information is retrieved from
a file. This is doneby creatinga well-defined datastructurethat containseasily
searchedinformationaboutthedata,andthenphysicallyseparatingthatinformation
from thedata.

Whenthedatais required,it is foundby usingtheeasilysearchedinformation,which
pointsto thedataitself. Thebenefits are,thatthedatacanbeplacedanywherein the
file, andthattheformatof thedataitself canchange.

The Solution: The Header Structure

Theheaderstructureis RPM’s solutionto theproblemof easilymanipulatinginfor-
mationin a standardway. The headerstructure’s solepurposein life is to contain
zeroor morepiecesof data.A file canhavemorethanoneheaderstructurein it. In
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fact,anRPM packagefile hastwo — thesignature,andtheheader. It wasfrom this
headerthat theheaderstructuregot its name.

Therearethreesectionsto eachheaderstructure.The first sectionis known asthe
header structure header. Theheaderstructureheaderis usedto identify thestartof
a headerstructure,its size,andthenumberof dataitemsit contains.

Following theheaderstructureheaderis anareacalledtheindex. Theindex contains
oneormoreindex entries.Eachindex entrycontainsinformationabout,andapointer
to, a specific dataitem.

After the index comesthe store. It is in thestorethat thedataitemsarekept. The
datain thestoreis packedtogetherascloselyaspossible.Theorderin whichthedata
is storedis immaterial— a far cry from theC structureusedin thelead.

The Header Structure in Depth
Let’s take a morein-depthlook at the actualformat of a headerstructure,starting
with theheaderstructureheader:

The Header Structure Header

Theheaderstructureheaderalwaysstartswith a three-bytemagicnumber:8e ad
e8 . Followingthisisaone-byteversionnumber. Next arefourbytesthatarereserved
for futureexpansion.After the reservedbytes,thereis a four-bytenumberthat in-
dicateshow many index entriesexist in this headerstructure,followed by another
four-bytenumberindicatinghow many bytesof dataarepartof theheaderstructure.

The Index Entr y

The headerstructure’sindex is madeup of zeroor moreindex entries.Eachentry
is sixteenbyteslongs. The first four bytescontaina tag — a numericvalue that
identifieswhattypeof dataispointedtoby theentry. Thetagvalueschangeaccording
to theheaderstructure’s positionin theRPMfile. A list of theactualtagvalues,and
whatthey represent,will beincludedlaterin this appendix.

Following the tag, is a four-bytetype, which is a numericvaluethat describesthe
formatof thedatapointedto by theentry. Thetypesandtheir valuesdo not change
from headerstructureto headerstructure.Hereis thecurrentlist:

• NULL = 0
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• CHAR = 1

• INT8 = 2

• INT16 = 3

• INT32 = 4

• INT64 = 5

• STRING= 6

• BIN = 7

• STRING_ARRAY = 8

A few of the datatypesmight needsomeclarification. The STRING datatype is
simplyanull-terminatedstring,while theSTRING_ARRAY isacollectionof strings.
Finally, the BIN datatype is a collectionof binary data. This is normally usedto
identify datathatis longerthananINT, but not a printableSTRING.

Next is a four-byteoffset thatcontainsthepositionof thedata,relative to thebegin-
ning of thestore.We’ll talk aboutthestorein just a moment.

Finally, thereis a four-bytecount thatcontainsthenumberof dataitemspointedto
by the index entry. Therearea few wrinkles to themeaningof thecount,andthey
centeraroundtheSTRINGandSTRING_ARRAY datatypes.STRINGdataalways
hasa countof 1, while STRING_ARRAY datahasa countequalto thenumberof
stringscontainedin thestore.

The Store

Thestoreis wherethedatacontainedin theheaderstructureis stored.Dependingon
thedatatypebeingstored,therearesomedetailsthatshouldbekeptin mind:

• For STRINGdata,eachstringis terminatedwith a null byte.

• For INT data,eachintegeris storedat thenaturalboundaryfor its type.A 64-bit
INT is storedonan8-byteboundary, a16-bit INT is storedona2-byteboundary,
andsoon.

• All datais in network byteorder.
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With all thesedetailsout of theway, let’s take a look at thesignature.

A.2.4 The Signature

The signaturesectionfollows the leadin the RPM packagefile. It containsinfor-
mationthatcanbeusedto verify theintegrity, andoptionally, theauthenticityof the
majority of thepackagefile. Thesignatureis implementedasaheaderstructure.

You probablynoticedtheword, "majority", above. Theinformationin thesignature
headerstructureis basedon the contentsof the packagefile’s headerandarchive
only. Thedatain the leadandthesignatureheaderstructurearenot includedwhen
thesignatureinformationis created,norarethey partof any subsequentchecksbased
on that information.

While thatomissionmight seemto bea weaknessin RPM’s design,it really isn’t.
In thecaseof the lead,sinceit is usedonly for easyidentificationof packagefiles,
any changesmadeto thatpartof thefile would,atworst,leavethefile in suchastate
that RPM wouldn’t recognizeit asa valid packagefile. Likewise, any changesto
thesignatureheaderstructurewould make it impossibleto verify thefile’s integrity,
sincethesignatureinformationwouldhavebeenchangedfrom their originalvalues.

Anal yzing the Signature Area

Usingour new-foundknowledgeof headerstructures,let’s take a look at thesigna-
turesin rpm-2.2.1-1.i386.rpm :

00000060: 8ead e801 0000 0000 0000 0003 0000 00ac
................

Thefirst threebytes(8ead e8) containthemagicnumberfor thestartof theheader
structure.Thenext byte(01) is theheaderstructure’sversion.

As we discussedearlier, thenext four bytes(0000 0000 ) arereserved. The four
bytesafterthat(0000 0003 ) representthenumberof index entriesin thesignature
section,namely, three.Followingthatarefourbytes(0000 00ac ) thatindicatehow
many bytesof dataarestoredin thesignature.Thehex value00ac , whenconverted
to decimal,meansthestoreis 172byteslong.
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Following thefirst 16bytesis theindex. Eachof thethreeindex entriesin thisheader
structureconsistsof four 32-bit integers,in thefollowing order:

• Tag

• Type

• Offset

• Count

Let’s take a look at thefirst index entry:

00000070: 0000 03e8 0000 0004 0000 0000 0000 0001
................

Thetagconsistsof thefirst four bytes(0000 03e8 ), whichis 1000whentranslated
from hex. Lookingin theRPMsourcedirectoryatthefile lib/signature.h , we
find thefollowing tagdefinitions:

#define SIGTAG_SIZE 1000
#define SIGTAG_MD5 1001
#define SIGTAG_PGP 1002

Sothetagwe arestudyingis for a sizesignature.Let’s continue.

The next four bytes(0000 0004 ) containthe datatype. As we saw earlier, data
type4 meansthatthedatastoredfor this index entry, is a32-bit integer. Skippingthe
next four bytesfor a moment,the last four bytes(0000 0001 ) arethenumberof
32-bit integerspointedto by this index entry.

Now, let’s go backto thefour bytesprior to thecount(0000 0000 ). This number
is theoffset,in bytes,atwhichthesizesignatureis located.It hasavalueof zero,but
thequestionis, zerobytesfrom what? Theanswer, althoughit doesn’tdo usmuch
good,is thattheoffsetis calculatedfrom thestartof thestore.Sofirst we mustfind
wherethestorebegins,andwecando thatby performingasimplecalculation.

First, go backto thestartof thesignaturesection.(We’ve madea copy heresoyou
won’t needto flip from pageto page)
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00000060: 8ead e801 0000 0000 0000 0003 0000 00ac
................

After themagic,theversion,andthefour reservedbytes,thereis thenumberof index
entries(0000 0003 ). Sincewe know that eachindex entry is sixteenbyteslong
(four for the tag, four for the type, four for the offset, andfour for the count),we
canmultiply thenumberof entries(3) by thenumberof bytesin eachentry(16),and
obtainthe total sizeof the index, which is 48 decimal,or 30 in hex. Sincethe first
index entrystartsat hex offset70, we cansimply addhex 30 to hex 70, andget, in
hex, offseta0. Solet’s skip down to offseta0,andseewhat’sthere:

000000a0: 0004 4c4f b025 b097 1597 0132 df35 d169
..LO.%.....2.5.i

If we’vedoneourmathcorrectly, thefirst four bytes(0004 4c4f ) shouldrepresent
thesizeof this file. Convertingto decimal,this is 281,679.Let’s take a look at the
sizeof theactualfile:

# ls -al rpm-2.2.1-1.i386.rpm
-rw-rw-r-- 1 ed ed 282015 Jul 21 16:05 rpm-2.2.1-1.i386.rpm

#

Hmmm,something’snot right. Or is it? It looks like we’re shortby 336bytes,or
in hex, 150. Interestinghow that’s a niceroundhex number, isn’t it? For now, let’s
continuethroughtheremainderof theindex entries,andseeif hex 150popsupelse-
where.

Here’sthenext index entry. It hasatagof decimal1001,whichis anMD5 checksum.
It is type 7, which is the BIN datatype, it is 16 byteslong, andits datastartsfour
bytesafter thebeginningof thestore:

00000080: 0000 03e9 0000 0007 0000 0004 0000 0010
................
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And here’sthedata. It startswith b025 (Rememberthatoffsetof four!) andends
onthesecondline with 5375 . This is a128-bitMD5 checksumof thepackagefile’s
headerandarchive sections.

000000a0: 0004 4c4f b025 b097 1597 0132 df35 d169 ..LO.%.....2.5.i
000000b0: 329c 5375 8900 9503 0500 31ed 6390 a520 2.Su......1.c..

Ok, let’s jump backto the last index entry:

00000090: 0000 03ea 0000 0007 0000 0014 0000 0098
................

It hasa tagvalueof 03ea (1002in decimal— a PGPsignatureblock) andis alsoa
BIN datatype.Thedatastarts20decimalbytesfrom thestartof thedataarea,which
wouldput it at file offsetb4(in hex). It’s abiggie— 152byteslong! Here’sthedata,
startingwith 8900 :

000000b0: 329c 5375 8900 9503 0500 31ed 6390 a520 2.Su......1.c..
000000c0: e8f1 cba2 9bf9 0101 437b 0400 9c8e 0ad4 ........C{......
000000d0: 3790 364e dfb0 9a8a 22b5 b0b3 dc30 4c6f 7.6N...."....0Lo
000000e0: 91b8 c150 704e 2c64 d88a 8fca 18ab 5b6f ...PpN,d......[o
000000f0: f041 ebc8 d18a 01c9 3601 66f0 9ddd e956 .A......6.f....V
00000100: 3142 61b3 b1da 8494 6bef 9c19 4574 c49f 1Ba.....k...Et..
00000110: ee17 35e1 d105 fb68 0ce6 715a 60f1 c660 ..5....h..qZ‘..‘
00000120: 279f 0306 28ed 0ba0 0855 9e82 2b1c 2ede ’...(....U..+...
00000130: e8e3 5090 6260 0b3c ba04 69a9 2573 1bbb ..P.b‘.<..i.%s..
00000140: 5b65 4de1 b1d2 c07f 8afa 4a9b 0000 0000 [eM.......J.....

It endswith thebytes4a9b . This is a 1,216-bitPGPsignatureblock. It is alsothe
endof thesignaturesection.Therearefour null bytesfollowing thelastdataitem in
orderto roundthesizeoutsothatit endsonan8-byteboundary. Thismeansthatthe
offsetof thenext sectionstartsat offset150,in hex. Say, wasn’t thesizein thesize
signatureoff by 150hex? Yes,thesizein thesignatureis thesizeof thefile — less
thesizeof theleadandthesignaturesections.
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A.2.5 The Header
Theheadersectioncontainsall availableinformationaboutthepackage.Entriessuch
asthepackage’s name,version,andfile list, arecontainedin theheader. Likethesig-
naturesection,theheaderis in headerstructureformat. Unlike thesignature,which
hasonly threepossibletagtypes,theheaderhasmorethansixtydifferenttags.The
list of currentlydefinedtagsappearslaterin this appendixon HeaderTag Listing in
SectionA.2.5. Be awarethatthelist of tagschangesfrequently— thedefinitive list
appearsin theRPM sourcesin lib/rpmlib.h .

Anal yzing the Header
Theeasiestwayto find thestartof theheaderis to look for thesecondheaderstructure
by scanningfor its magicnumber(8ead e8). Thesixteenbytes,startingwith the
magic,aretheheaderstructures’sheader. They follow thesameformatastheheader
in thesignature’sheaderstructure:

00000150: 8ead e801 0000 0000 0000 0021 0000 09d3
...........!....

As before,the byte following the magicidentifies this headerstructureasbeingin
version1 format. Following the four reserved bytes,we find the countof entries
storedin theheader(0000 0021 ). Convertingto decimal,wefind thatthereare33
entriesin theheader. Thenext four bytes(0000 09d3 ) convertedto decimal,tell
usthat thereare2,515bytesof datain thestore.

Sincetheheaderis a headerstructurejust like thesignature,we know that thenext
16 bytesarethefirst index entry:

00000160: 0000 03e8 0000 0006 0000 0000 0000 0001
................

Thefirst four bytes(0000 03e8 ) arethetag,whichis thetagfor thepackagename.
Thenext four bytesindicatethedatais type6, or anull-terminatedstring.There’s an
offsetof zeroin thenext four bytes,meaningthat thedatafor this tag is first in the
store.Finally, thelastfour bytes(0000 0001 ) show thatthedatacountis 1, which
is theonly legal valuefor dataof typeSTRING.
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To find thedata,we needto take theoffset from thestartof the first index entry in
theheader(160),andaddin thecountof index entries(21)multiplied by thesizeof
an index entry (10). Doing themath(all thevaluesshown, arein hex, remember!),
we arriveat theoffsetto thestore,hex 370. Sincetheoffsetfor this particularindex
entry is zero,thedatashouldstartat offset370:

00000370: 7270 6d00 322e 322e 3100 3100 5265 6420
rpm.2.2.1.1.Red

Sincethedatatypefor thisentryis anull-terminatedstring,weneedto keepreading
bytesuntil we reacha bytewhosenumericvalueis zero.We find thebytes72 , 70 ,
6d , and00 — a null. Looking at the ASCII displayon the right, we find that the
bytesform thestring rpm, which is thenameof this package.

Now for a slightly more complicatedexample. Let’s look at the following index
entry:

00000250: 0000 0403 0000 0008 0000 0199 0000 0018
................

Tag403meansthatthisentryis alist of filenames.Thedatatype8,or STRING_AR-
RAY, seemsto bearthisout. Fromthepreviousexample,wefoundthatthedataarea
for theheaderbeganatoffset370.Addingtheoffsetto thefirst filename(199),gives
us509. Finally, thecountof 18 hex meansthat thereshouldbe24 null-terminated
stringscontainingfilenames:

00000500: 696e 6974 6462 0a0a 002f 6269 6e2f 7270 initdb.../bin/rp
00000510: 6d00 2f65 7463 2f72 706d 7263 002f 7573 m./etc/rpmrc./us

Thebyteatoffset509is 2f — a"/". Readingupto thefirst null byte,wefind thatthe
first filenameis /bin/rpm , followedby /etc/rpmrc . This continueson for 22
morefilenames.

Therearemany moretagsthat we could decode,but they areall donein the same
manner.
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Header Tag Listing

Thefollowing list shows thetagsavailable,alongwith their definedvalues,for use
in theheader. This list is currentasof version2.3of RPM. For themostup-to-date
version,look in thefile lib/rpmlib.h in thelatestversionof theRPM sources.

#define RPMTAG_NAME 1000
#define RPMTAG_VERSION 1001
#define RPMTAG_RELEASE 1002
#define RPMTAG_SERIAL 1003
#define RPMTAG_SUMMARY 1004
#define RPMTAG_DESCRIPTION 1005
#define RPMTAG_BUILDTIME 1006
#define RPMTAG_BUILDHOST 1007
#define RPMTAG_INSTALLTIME 1008
#define RPMTAG_SIZE 1009
#define RPMTAG_DISTRIBUTION 1010
#define RPMTAG_VENDOR 1011
#define RPMTAG_GIF 1012
#define RPMTAG_XPM 1013
#define RPMTAG_COPYRIGHT 1014
#define RPMTAG_PACKAGER 1015
#define RPMTAG_GROUP 1016
#define RPMTAG_CHANGELOG 1017
#define RPMTAG_SOURCE 1018
#define RPMTAG_PATCH 1019
#define RPMTAG_URL 1020
#define RPMTAG_OS 1021
#define RPMTAG_ARCH 1022
#define RPMTAG_PREIN 1023
#define RPMTAG_POSTIN 1024
#define RPMTAG_PREUN 1025
#define RPMTAG_POSTUN 1026
#define RPMTAG_FILENAMES 1027
#define RPMTAG_FILESIZES 1028
#define RPMTAG_FILESTATES 1029
#define RPMTAG_FILEMODES 1030
#define RPMTAG_FILEUIDS 1031
#define RPMTAG_FILEGIDS 1032
#define RPMTAG_FILERDEVS 1033
#define RPMTAG_FILEMTIMES 1034
#define RPMTAG_FILEMD5S 1035
#define RPMTAG_FILELINKTOS 1036
#define RPMTAG_FILEFLAGS 1037
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#define RPMTAG_ROOT 1038
#define RPMTAG_FILEUSERNAME 1039
#define RPMTAG_FILEGROUPNAME 1040
#define RPMTAG_EXCLUDE 1041 /* not used */
#define RPMTAG_EXCLUSIVE 1042 /* not used */
#define RPMTAG_ICON 1043
#define RPMTAG_SOURCERPM 1044
#define RPMTAG_FILEVERIFYFLAGS 1045
#define RPMTAG_ARCHIVESIZE 1046
#define RPMTAG_PROVIDES 1047
#define RPMTAG_REQUIREFLAGS 1048
#define RPMTAG_REQUIRENAME 1049
#define RPMTAG_REQUIREVERSION 1050
#define RPMTAG_NOSOURCE 1051
#define RPMTAG_NOPATCH 1052
#define RPMTAG_CONFLICTFLAGS 1053
#define RPMTAG_CONFLICTNAME 1054
#define RPMTAG_CONFLICTVERSION 1055
#define RPMTAG_DEFAULTPREFIX 1056
#define RPMTAG_BUILDROOT 1057
#define RPMTAG_INSTALLPREFIX 1058
#define RPMTAG_EXCLUDEARCH 1059
#define RPMTAG_EXCLUDEOS 1060
#define RPMTAG_EXCLUSIVEARCH 1061
#define RPMTAG_EXCLUSIVEOS 1062
#define RPMTAG_AUTOREQPROV 1063 /* used internally by build */
#define RPMTAG_RPMVERSION 1064
#define RPMTAG_TRIGGERSCRIPTS 1065
#define RPMTAG_TRIGGERNAME 1066
#define RPMTAG_TRIGGERVERSION 1067
#define RPMTAG_TRIGGERFLAGS 1068
#define RPMTAG_TRIGGERINDEX 1069
#define RPMTAG_VERIFYSCRIPT 1079

A.2.6 The Archive
Following the headersectionis the archive. The archive holdsthe actualfiles that
comprisethepackage.Thearchiveis compressedusingGNU zip. Wecanverify this
if we look at thestartof thearchive:

00000d40: 0000 001f 8b08 0000 0000 0002 03ec fd7b ...............{
00000d50: 7c13 d516 388e 4e92 691b 4a20 010a 1428 |...8.N.i.J ...(
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In this example, the archive startsat offset d43 . According to the contentsof
/usr/lib/magic , thefirst two bytesof agzipped file shouldbe1f8b , which
is, in fact, what we see. The following byte (08) is the flag usedby GNU zip
to indicate the file has beencompressedwith gzip ’s "deflation" method. The
eighthbyte hasa valueof 02 , which meansthat the archive hasbeencompresed
usinggzip ’s maximumcompressionsetting. The following byte containsa code
indicatingtheoperatingsystemunderwhich thearchive wascompressed.A 03 in
this byteindicatesthatthecompressionranunderaUNIX-lik e operatingsystem.

Theremainderof theRPMpackagefile is thecompressedarchive. After thearchiveis
uncompressed,it isanordinarycpio archivein SVR4formatwith aCRCchecksum.

A.3 Tools For Stud ying RPM Files
In thetools directorypackagedwith theRPMsources,areanumberof smallpro-
gramsthatusetheRPMlibrary to extractthevarioussectionsof apackagefile. Nor-
mally usedby theRPM developersfor debuggingpurposes,thesetoolscanalsobe
usedto make it easierto understandtheRPM packagefile format. Hereis a list of
theprograms,andwhat they do:

• rpmlead — Extractstheleadsectionfrom a packagefile.

• rpmsignature — Extractsthesignaturesectionfrom a packagefile.

• rpmheader — Extractstheheaderfrom a packagefile.

• rpmarchive — Extractsthearchive from a packagefile.

• dump — Displaysa headerstructurein aneasilyreadableformat.

The first four programstake an RPM packagefile astheir input. The packagefile
canbereadeitherfrom standardinput,or by includingthefile nameonthecommand
line. In eithercase,theprogramswrite to standardoutput. Hereis how rpmlead
canbeusedto displaytheleadfrom a packagefile:

# rpmlead foo.rpm | od -x
0000000 abed dbee 0003 0000 0100 7072 2d6d 2e32
0000020 2e32 2d31 0031 0000 0000 0000 0000 0000
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0000040 0000 0000 0000 0000 0000 0000 0000 0000
…
0000100 0000 0000 0000 0000 0000 0000 0100 0500
0000120 0004 0000 e124 bfff b36b 0800 e600 bfff
0000140
#

Sinceeachof theseprogramscanalsoactasfilters,thefollowing commandis equiv-
alentto theoneabove:

# cat foo.rpm | rpmlead | od -x
0000000 abed dbee 0003 0000 0100 7072 2d6d 2e32
0000020 2e32 2d31 0031 0000 0000 0000 0000 0000
0000040 0000 0000 0000 0000 0000 0000 0000 0000
…
0000100 0000 0000 0000 0000 0000 0000 0100 0500
0000120 0004 0000 e124 bfff b36b 0800 e600 bfff
0000140
#

Thedump programis usedin conjunctionwith rpmsignature or rpmheader .
It makesdecodingheaderstructuresa snap:

# rpmsignature foo.rpm | dump
Entry count: 3
Data count : 172

CT TAG TYPE OFSET COUNT
Entry : 000 (1000)NAME INT32_TYPE 0x00000000 00000001

Data: 000 0x00044c4f (281679)
Entry : 001 (1001)VERSION BIN_TYPE 0x00000004 00000016

Data: 000 b0 25 b0 97 15 97 01 32
Data: 008 df 35 d1 69 32 9c 53 75

Entry : 002 (1002)RELEASE BIN_TYPE 0x00000014 00000152
Data: 000 89 00 95 03 05 00 31 ed
Data: 008 63 90 a5 20 e8 f1 cb a2
Data: 016 9b f9 01 01 43 7b 04 00
Data: 024 9c 8e 0a d4 37 90 36 4e
Data: 032 df b0 9a 8a 22 b5 b0 b3
Data: 040 dc 30 4c 6f 91 b8 c1 50
Data: 048 70 4e 2c 64 d8 8a 8f ca
Data: 056 18 ab 5b 6f f0 41 eb c8
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Data: 064 d1 8a 01 c9 36 01 66 f0
Data: 072 9d dd e9 56 31 42 61 b3
Data: 080 b1 da 84 94 6b ef 9c 19
Data: 088 45 74 c4 9f ee 17 35 e1
Data: 096 d1 05 fb 68 0c e6 71 5a
Data: 104 60 f1 c6 60 27 9f 03 06
Data: 112 28 ed 0b a0 08 55 9e 82
Data: 120 2b 1c 2e de e8 e3 50 90
Data: 128 62 60 0b 3c ba 04 69 a9
Data: 136 25 73 1b bb 5b 65 4d e1
Data: 144 b1 d2 c0 7f 8a fa 4a 9b

#

Oneaspectof dump worth noting, is that it is optimizedfor decodingthe header
sectionof apackagefile. Whenusedwith rpmsignature , it displaysthetagnames
usedin theheader, insteadof thesignaturetagnames.Thedatais displayedproperly
in eithercase,however.

A.4 Identifying RPM files with the file(1)
command
Themagic file on mostUNIX-lik e systemstodayshouldhave thenecessaryinfor-
mationto identify RPM files. But in caseyour systemdoesn’t,the following infor-
mationcanbeaddedto the file:

#-------------------------------------------------------------------
#
# RPM: file(1) magic for Red Hat Packages
#
0 beshort 0xedab
>2 beshort 0xeedb RPM
>>4 byte x v%d
>>6 beshort 0 bin
>>6 beshort 1 src
>>8 beshort 1 i386
>>8 beshort 2 Alpha
>>8 beshort 3 Sparc
>>8 beshort 4 MIPS
>>8 beshort 5 PowerPC
>>8 beshort 6 68000
>>8 beshort 7 SGI
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>>10 string x %s

Theoutputof the file commandis succinct:

# file baz
baz: RPM v3 bin i386 vlock-1.0-2
#

In thiscase,thefile calledbaz is aversion3 formatRPMfile containingrelease2 of
version1.0of thevlock package,whichhasbeenbuilt for theIntel x86architecture.
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B The rpmrc File
The rpmrc file is usedto control RPM’s actions.The file’s entrieshave aneffect
on nearlyevery aspectof RPM’s operations.Here,we describethe rpmrc files in
moredetail,aswell asthecommandusedto show how RPM interpretsthefiles.

B.1 Using the --showrc Option
As we’ll seein amoment,RPMcanreadmorethanonerpmrc file, andeachfile can
containnearlythirty differenttypesof entries.Thiscanmakeit difficult to determine
whatvaluesRPM is actuallyusing.

Luckily, there’s an option that can be usedto help make senseof it all. The
--showrc optiondisplaysthevaluefor eachof theentries.Theoutputis divided
into two sections:

1. Architectureandoperatingsystemvalues.

2. rpmrc values.

The architectureandoperatingsystemvaluesdefine the architectureandoperating
systemthatRPMis runningon. Thesevaluesdefine theenvironmentfor bothbuild-
ing andinstallingpackages.They alsodefinewhicharchitecturesandoperatingsys-
temsarecompatiblewith eachother.

The rpmrc valuesdefine many aspectsof RPM’s operation. Thesevaluesrange
from thepathto RPM’sdatabase,to thenameof thepersonlistedashaving built the
package.

Here’sanexampleof --showrc ’s output:
# rpm --showrc
ARCHITECTUREAND OS:
build arch : i386
build os : Linux
install arch : i486
install os : Linux
compatible arch list : i486 i386
compatible os list : Linux
RPMRCVALUES:
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builddir : /usr/src/redhat/BUILD
buildroot : (not set)
cpiobin : cpio
dbpath : /var/lib/rpm
defaultdocdir : /usr/doc
distribution : (not set)
excludedocs : (not set)
ftpport : (not set)
ftpproxy : (not set)
messagelevel : (not set)
netsharedpath : (not set)
optflags : -O2 -m486 -fno-strength-reduce
packager : (not set)
pgp_name : (not set)
pgp_path : (not set)
require_distribution : (not set)
require_icon : (not set)
require_vendor : (not set)
root : (not set)
rpmdir : /usr/src/redhat/RPMS
signature : none
sourcedir : /usr/src/redhat/SOURCES
specdir : /usr/src/redhat/SPECS
srcrpmdir : /usr/src/redhat/SRPMS
timecheck : (not set)
tmppath : /var/tmp
topdir : /usr/src/redhat
vendor : (not set)
#

As you cansee,the --showrc option clearly displaysthe valuesRPM will use.
--showrc canalsobeusedwith the--rcfile option,whichmakesit easyto see
theeffect of specifyinga differentrpmrc file.

B.2 Diff erent Places an rpmrc File Resides
RPM looksfor rpmrc files in four places:

1. In /usr/lib/ , for a file calledrpmrc .

2. In /etc/ , for a file calledrpmrc .

3. In a file called.rpmrc in theuser’slogin directory.
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4. In a file specified by the --rcfile option, if the option is presenton the
commandline.

The first threefiles arereadin the order listed, suchthat if a given rmprc entry
is presentin eachfile, thevalueof theentryreadlast is theoneusedby RPM. This
means,for example,thatanentryin .rpmrc in theuser’slogin directorywill always
overridethesameentryin /etc/rpmrc . Likewise,anentryin /etc/rpmrc will
alwaysoverridethesameentry in /usr/lib/rpmrc .

If the--rcfile optionis used,thenonly /usr/lib/rpmrc andthefile follow-
ing the --rcfile option areread,in that order. The /usr/lib/rpmrc file is
alwaysreadfirst. This cannotbechanged.

Let’s look at eachof thesefiles,startingwith /usr/lib/rpmrc .

B.2.1 /usr/lib/rpmrc
Thefile /usr/lib/rpmrc is alwaysread.It containsinformationthatRPM uses
to setsomedefault values.Thisfile shouldnever bemodified! Doing somaycause
RPM to operateincorrectly.

After thissternwarning,weshouldnotethatit’s perfectlyall right to look at it. Here
it is, in fact:

#############################################################
# Default values, often overridden in /etc/rpmrc

dbpath: /var/lib/rpm
topdir: /usr/src/redhat
tmppath: /var/tmp
cpiobin: cpio
defaultdocdir: /usr/doc

#############################################################

# Please send new entries to rpm-list@redhat.com

#############################################################
# Values for RPM_OPT_FLAGSfor various platforms

optflags: i386 -O2 -m486 -fno-strength-reduce
optflags: alpha -O2
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optflags: sparc -O2
optflags: m68k -O2 -fomit-frame-pointer

#############################################################
# Canonical arch names and numbers

arch_canon: i986: i986 1
arch_canon: i886: i886 1
arch_canon: i786: i786 1
arch_canon: i686: i686 1
arch_canon: i586: i586 1
arch_canon: i486: i486 1
arch_canon: i386: i386 1
arch_canon: alpha: alpha 2
arch_canon: sparc: sparc 3
arch_canon: sun4: sparc 3
arch_canon: sun4m: sparc 3
arch_canon: sun4c: sparc 3
# This is really a place holder for MIPS.
arch_canon: mips: mips 4
arch_canon: ppc: ppc 5
# This is really a place holder for 68000
arch_canon: m68k: m68k 6
# This is wrong. We really need globbing in here :-(
arch_canon: IP: sgi 7
arch_canon: IP22: sgi 7

arch_canon: 9000/712: hppa1.1 9

arch_canon: sun4u: usparc 10

#############################################################
# Canonical OS names and numbers

os_canon: Linux: Linux 1
os_canon: IRIX: Irix 2
# This is wrong
os_canon: SunOS5: solaris 3
os_canon: SunOS4: SunOS 4

os_canon: AmigaOS: AmigaOS 5
os_canon: AIX: AIX 5
os_canon: HP-UX: hpux10 6
os_canon: OSF1: osf1 7
os_canon: FreeBSD: FreeBSD 8
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#############################################################
# For a given uname().machine, the default build arch

buildarchtranslate: osfmach3_i986: i386
buildarchtranslate: osfmach3_i886: i386
buildarchtranslate: osfmach3_i786: i386
buildarchtranslate: osfmach3_i686: i386
buildarchtranslate: osfmach3_i586: i386
buildarchtranslate: osfmach3_i486: i386
buildarchtranslate: osfmach3_i386: i386

buildarchtranslate: i986: i386
buildarchtranslate: i886: i386
buildarchtranslate: i786: i386
buildarchtranslate: i686: i386
buildarchtranslate: i586: i386
buildarchtranslate: i486: i386
buildarchtranslate: i386: i386

buildarchtranslate: osfmach3_ppc: ppc

#############################################################
# Architecture compatibility

arch_compat: alpha: axp

arch_compat: i986: i886
arch_compat: i886: i786
arch_compat: i786: i686
arch_compat: i686: i586
arch_compat: i586: i486
arch_compat: i486: i386

arch_compat: osfmach3_i986: i986 osfmach3_i886
arch_compat: osfmach3_i886: i886 osfmach3_i786
arch_compat: osfmach3_i786: i786 osfmach3_i686
arch_compat: osfmach3_i686: i686 osfmach3_i586
arch_compat: osfmach3_i586: i586 osfmach3_i486
arch_compat: osfmach3_i486: i486 osfmach3_i386
arch_compat: osfmach3_i386: i486

arch_compat: osfmach3_ppc: ppc

arch_compat: usparc: sparc
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Quiteabunchof stuff, isn’t it? With theexceptionof thefirst five lines,which indi-
catewhereseveral importantdirectoriesandprogramsarelocated,theremainderof
this file containsrpmrc entriesthatarerelatedto RPM’sarchitectureandoperating
systemprocessing.As you might imagine,any tinkeringherewill probablynot be
veryproductive,soleaveany modificationshereto theRPM developers.

Next, we have /etc/rpmrc .

B.2.2 /etc/rpmrc
Thefile /etc/rpmrc , unlike /usr/lib/rpmrc , is fair gamefor modifications
andadditions. In fact, /etc/rpmrc isn’t createdby default, so its contentsare
entirelyup to you. It’s theperfectplaceto keeprpmrc entriesof a system-wideor
globalnature.

The vendor entry is a great example of a good candidatefor inclusion in
/etc/rpmrc . In mostcases,a particularsystemis dedicatedto building packages
for onevendor. In theseinstances,settingthe vendor entry in /etc/rpmrc is
best.

Next in thehierarchyis a file named.rpmrc , residingin theuser’slogin directory.

B.2.3 .rpmrc in the user ’s login director y
As youmight imagine,a file called.rpmrc in auser’slogin directoryis only going
to be readby that userwhenhe or sherunsRPM. Like /etc/rpmrc , this file is
not createdby default, but it cancontainthesamerpmrc entriesastheotherfiles.
Thepackager entry, which shouldcontainthenameandcontactinformationfor
thepersonwho built thepackage,is anappropriatecandidatefor ~/.rpmrc .

B.2.4 File indicated by the --rcfile option
The --rcfile option is bestusedonly whena totally differentRPM configura-
tion is desiredfor oneor two packages.Sincethe only other rpmrc file readis
/usr/lib/rpmrc with its low-level default settings,the file specified with the
--rcfile optionwill have to bemorecomprehensive thaneither/etc/rpmrc
or ~/.rmprc .
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B.3 rpmrc File Syntax
As you might have surmisedfrom the examplefile we briefly reviewed, the basic
syntaxof an rpmrc file entry is:

<name>: <value>

The<name> partof theentryis not casesensitive,soany capitalizationis acceptable.
Thecolonseparatingthenamefrom its valuemustimmediatelyfollow thename.No
spacesareallowedhere.Theformattingrequirementson thevaluesideof theentry
vary from valueto valueandwill bediscussedalongwith eachentry.

B.4 rpmrc File Entries
In this section,wediscussthevariousentriesthatcanbeusedin eachof therpmrc
files.

B.4.1 arch_canon

The arch_canon entry is usedto define a tableof architecturenamesandtheir
associatednumbers.Thesecanonicalarchitecturenamesandnumbersarethenused
internallyby RPM whenever architecture-specific processingtakesplace. This en-
try’s format is:

arch_canon: <label>: <string> <value>

The <label> is comparedagainstinformationfrom uname(2) after it’s beentrans-
latedusing the appropriatebuildarchtranslate entry. If a matchis found,
then<string> is usedby RPMto referencethesystem’s architecture.Whenbuilding a
binarypackage,RPM uses<string> aspartof thepackage’sfilename,for instance.

The<value> is a numericvalueRPM usesinternally to identify thearchitecture.For
example,this numberis written in theheaderof eachpackagefile sothatthe file
commandcanidentify thearchitecturefor which thepackagewasbuilt.
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B.4.2 os_canon

Theos_canon entry is usedto define a tableof operatingsystemnamesandtheir
associatednumbers.Thesecanonicaloperatingsystemnamesandnumbersarethen
usedinternallyby RPM wheneveroperatingsystem-specific processingtakesplace.
This entry’s format is:

os_canon: <label>: <string> <value>

The <label> is comparedagainstinformationfrom uname(2) after it’s beentrans-
latedusingtheappropriatebuildostranslate entry. 1If a matchis found,then
<string> is usedby RPM to referencetheoperatingsystem.

The<value> is anumericvalueusedto uniquelyidentify theoperatingsystem.

B.4.3 buildarchtranslate

Thebuildarchtranslate entryis usedin theprocessof defining thearchitec-
turethatRPMwill useasthe"build" architecture.As thenameimplies,it is usedto
translatetheraw informationreturnedfrom uname(2) to thecanonicalarchitecture
definedby arch_canon .

The format of the buildarchtranslate entry is slightly different from most
other rpmrc file entries. Insteadof the usual<name>:<value> format, the buil-
darchtranslate entry lookslike this:

buildarchtranslate: <label>: <string>

The <label> is comparedagainstinformationfrom uname(2) . If a matchis found,
then<string> is usedby RPM to define thebuild architecture.

B.4.4 buildostranslate

The buildostranslate entry is usedin the processof defining the operating
systemRPMwill useasthe"build" operatingsystem.As thenameimplies,it is used

1 Thebuildostranslate rpmrc file entryis discussedon SectionB.4.4,buildostranslate.
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to translatethe raw informationreturnedby uname(2) to thecanonicaloperating
sysetmdefinedby os_canon .

Theformatof thebuildostranslate entryis slightly differentfrom mostother
rpmrc file entries. Insteadof the usual <name>:<value> format, the buildos-
translate entry looks like this:

buildostranslate: <label>: <string>

The <label> is comparedagainstinformationfrom uname(2) . If a matchis found,
then<string> is usedby RPM to define thebuild operatingsystem.

B.4.5 arch_compat
Thearch_compat entryis usedto definewhicharchitecturesarecompatiblewith
oneanother. This informationis usedwhenpackagesareinstalled;in thisway, RPM
candeterminewhetheragivenpackagefile iscompatiblewith thesystem.Theformat
of theentry is:

arch_compat: <label>: <list>

The<label> is anarchitecturestring,asdefinedby anarch_canon entry. The<list>

following it consistsof oneor morearchitectures,alsodefinedby arch_canon . If
thereis morethanonearchitecturein thelist, they shouldbeseparatedby a space.

Thearchitecturesin thelist areconsideredcompatibleto thearchitecturespecified in
the label.

B.4.6 os_compat
Default value: (operatingsystem-specific)

The os_compat entry is usedto define which operatingsystemsarecompatible
with oneanother. This informationis usedwhenpackagesareinstalled;in this way,
RPMcandeterminewhetheragivenpackagefile is compatiblewith thesystem.The
formatof theentry is:

<name>:<label>: <list>
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The<label> isanoperatingsystemstring,asdefinedbyanos_canon entry. The<list>

following it consistsof oneor moreoperatingsystems,alsodefinedby os_canon .
If thereis morethanoneoperatingsystemin thelist, they shouldbeseparatedby a
space.

Theoperatingsystemsin thelist areconsideredcompatibleto theoperatingsystem
specified in the label.

B.4.7 builddir

Default value: <topdir>/BUILD

Thebuilddir entryis usedto define thepathto thedirectoryin which RPM will
build packages.Its default valueis takenfrom thevalueof the topdir entry, with
"/BUILD " appendedto it. Notethatif youredefinebuilddir , you’ll needto spec-
ify a completepath.

B.4.8 buildroot

Default value: (none)

Thebuildroot entrydefinesthepathusedastheroot directoryduringtheinstall
phaseof a packagebuild. For more information on usingbuild roots, pleasesee
Section16.1,UsingBuild Rootsin a Package.

B.4.9 cpiobin

Default value: cpio

Thecpiobin entry is usedto define thename(andoptionally, path)of thecpio
program. RPM usescpio to performa variety of functions,andneedsto know
wheretheprogramcanbefound.

B.4.10 dbpath

Default value: /var/lib/rpm

Thedbpath entryisusedto definethedirectoryin whichtheRPMdatabasefilesare
stored.It canbeoverriddenby usingthe --dbpath optionon theRPM command
line.



Section B.4:r pmr c File Entries 477

B.4.11 defaultdocdir
Default value: /usr/doc

Thedefaultdocdir entryis usedto definethedirectoryin whichRPMwill store
documentationfor all installedpackages.It is usedonly duringbuilds to supportthe
%doc directive.

B.4.12 distribution
Default value: (none)

The distribution entry is usedto define the distribution for eachpackage.
Thedistribution canalsobe setby addingthedistribution tag to a particular
specfile. Thedistribution tagin thespecfile overridesthedistribution
rpmrc file entry.

B.4.13 excludedocs
Default value: 0

Theexcludedocs entry is usedto control if documentationshouldbewritten to
disk whena packageis installed. By default, documentationis installed;however,
thiscanbeoverriddenby settingthevalueof excludedocs to 1. Notealsothatthe
--excludedocs and--includedocs optionscanbeaddedto theRPM com-
mandline to overridethe excludedocs entry’s behavior. For moreinformation
on the --excludedocs and--includedocs options,pleaserefer to Chapter
2, UsingRPMto Install Packages.

B.4.14 ftpport
Default value: (none)

The ftpport entry is usedto define theport RPM shouldusewhenmanipulating
packagefilesvia FTP. SeeSection2.4.15,--ftpport <port>: Use<port> In
FTP-basedInstalls for moreinformationon how FTPportsareusedby RPM.

B.4.15 ftpproxy
Default value: (none)
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Theftpproxy entryis usedto define thehostnameof theFTPproxysystemRPM
shouldusewhenmanipulatingpackagefiles via FTP. SeeSection2.4.16,--ftp-
proxy <host>: Use<host> AsProxyIn FTP-basedInstalls for moreinforma-
tion on how FTPproxy systemsareusedby RPM.

B.4.16 messagelevel

Default value: 3

Themessagelevel entryis usedto define thedesiredverbositylevel. Levelsless
than3 producegreateramountsof output,while levels greaterthan3 produceless
output.

B.4.17 netsharedpath

Default value: (none)

Thenetsharedpath entry is usedto define oneor morepathsthat,on the local
system,aresharedwith othersystems.If morethanonepathis specified, they must
beseparatedwith colons.

B.4.18 optflags

Default value: (architecture-specific)

The optflags entry is usedto define a standardsetof optionsthat canbe used
duringthebuild process,specifically duringcompilation.

Theformatof theoptflags entryis slightly differentfrom mostotherrpmrc file
entries.Insteadof theusual<name>:<value> format, theoptflags entry looks like
this:

optflags: <architecture> <value>

Forexample,assumethefollowingoptflags entrieswereplacedin anrpmrc file:

optflags: i386 -O2 -m486 -fno-strength-reduce
optflags: sparc -O2
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If RPMwasrunningonanIntel80386-compatiblearchitecture,theoptflags value
wouldbesetto -O2 -m486 -fno-strength-reduce . If, however, RPMwas
runningon a SunSPARC-basedsystem,optflags wouldbesetto -O2 .

This entrysetstheRPM_OPT_FLAGS environmentvariable,which canbeusedin the
%prep , %build , and%install scripts.

B.4.19 packager

Default value: (none)

Thepackager entryis usedto definethenameandcontactinformationfor theindi-
vidual responsiblefor building thepackage.Thecontactinformationis traditionally
defined in thefollowing format:

packager:Erik Troan <ewt@redhat.com>

B.4.20 pgp_name

Default value: (none)

Thepgp_name entryis usedto define thenameof thePGPpublic key thatwill be
usedto sign eachpackagebuilt. The valueis not casesensitive, but the key name
enteredheremustmatchtheactualkey namein everyotheraspect.

For moreinformationonsigningpackageswith PGP, pleasereadChapter17,Adding
PGPSignaturesto a Package.

B.4.21 pgp_path

Default value: (none)

The pgp_path entry is usedto point to a directorycontainingPGPkeyring files.
Thesefiles will besearchedfor thepublic key specified by thepgp_name entry.

For moreinformationonsigningpackageswith PGP, pleasereadChapter17,Adding
PGPSignaturesto a Package.
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B.4.22 require_distribution
Default value: 0

The require_distribution entry is usedto directRPM to requirethatevery
packagebuilt mustcontaindistribution information. Thedefault valuedirectsRPM
to not enforcethis requirement.If the entry hasa non-zerovalue,RPM will only
build packagesthatdefine a distribution.

B.4.23 require_icon
Default value: 0

Therequire_icon entryis usedto directRPMto requirethateverypackagebuilt
mustcontainanicon. ThedefaultvaluedirectsRPMto notenforcethisrequirement.
If theentryhasanon-zerovalue,RPMwill only build packagesthatcontainanicon.

B.4.24 require_vendor
Default value: 0

The require_vendor entry is usedto directRPM to requirethatevery package
built mustcontainvendorinformation.ThedefaultvaluedirectsRPMto notenforce
this requirement.If the entry hasa non-zerovalue,RPM will only build packages
thatdefine a vendor.

B.4.25 rpmdir
Default value: <topdir>/RPMS

The rpmdir entry is usedto define the path to the directory in which RPM will
write binarypackagefiles. Its default valueis takenfrom thevalueof the topdir
entry, with "/RPMS" appendedto it. Notethatif you redefine rpmdir , you’ll need
to specifya completepath. RPM will automaticallyaddanarchitecture-specific di-
rectoryto theendof thepath.For example,onanIntel-basedsystem,theactualpath
would be:

/usr/src/redhat/RPMS/i386
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B.4.26 signature
Default value: (none)

Thesignature entry is usedto define thetypeof signaturethat is to beaddedto
eachpackagebuilt. At the presenttime, only signaturesfrom PGParesupported.
Therefore,theonly acceptablevalueis "pgp".

For moreinformationonsigningpackageswith PGP, pleasereadChapter17,Adding
PGPSignaturesto a Package.

B.4.27 sourcedir
Default value:<topdir>/SOURCES

Thesourcedir entryis usedto define thepathto thedirectoryin whichRPMwill
look for sources.Its default valueis takenfrom thevalueof thetopdir entry, with
"/SOURCES" appendedto it. Notethatif you redefinesourcedir , you’ll needto
specifya completepath.

B.4.28 specdir
Default value: <topdir>/SPECS

Thespecdir entry is usedto define the pathto thedirectoryin which RPM will
look for specfiles. Its default valueis taken from the valueof the topdir entry,
with "/SPECS" appendedto it. Notethat if you redefine specdir , you’ll needto
specifya completepath.

B.4.29 srcrpmdir
Default value: <topdir>/SRPMS

Thesrcrpmdir entryis usedto define thepathto thedirectoryin whichRPMwill
write sourcepackagefiles. Its default valueis takenfrom thevalueof the topdir
entry, with "/SRPMS" appendedto it. Notethatif youredefinesrcrpmdir , you’ll
needto specifya completepath.

B.4.30 timecheck
Default value: (none)
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The timecheck entry is usedto define thedefault numberof secondsto apply to
the --timecheck option whenbuilding packages.For moreinformationon the
--timecheck option, pleaseseeSection12.1.14,--timecheck <secs> —
Print a warningif files to bepackagedare over<secs> old .

B.4.31 tmppath

Default value: /var/tmp

The tmpdir entry is usedto define a pathto the directorythat RPM will usefor
temporarywork space. This normally consistsof temporaryscriptsthat areused
duringthebuild process.It shouldbesetto anabsolutepath(ie, startingwith "/ ").

B.4.32 topdir

Default value: /usr/src/redhat

The topdir entry is usedto define the path to the top-level directory in RPM’s
build directorytree. It shouldbesetto anabsolutepath(ie, startingwith "/ "). The
following entriesbasetheir default valueson thevalueof topdir :

• builddir

• rpmdir

• sourcedir

• specdir

• srcrpmdir

B.4.33 vendor

Default value: (none)

Thevendor entryis usedto define thenameof theorganizationthatis responsible
for distributing thepackagedsoftware. Normally, this would bethenameof a busi-
nessor othersuchentity.
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C Concise RPM Command Reference
C.1 Global Options
Thefollowing optionscanbeusedin any of RPM’s modes:

• --quiet — Print aslittle outputaspossible.

• -v — Be a little moreverbose.

• -vv — Be incrediblyverbose(for debugging).

• --root <dir> — Use<dir> asthetop level directory.

• --dbpath <dir> — Use<dir> asthedirectoryfor thedatabase.

• --rcfile <file> — Use <file> instead of /etc/rpmrc and
$HOME/.rpmrc .

C.2 Informational Options
Thefollowing optionsareusedto displayinformationaboutRPM:

Format: rpm <option>

• --version — Print theversionof rpm beingused.

• --help — Print a helpmessage.

• --showrc — Show rcfile information.

• --querytags — List thetagsthatcanbeusedwith --queryformat .

C.3 Query Mode
RPM’s querymodeis usedto displayinformationaboutpackages:

Format: rpm --query <options>

or
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Format: rpm -q <options>

C.3.1 Package Specification Options To Query Mode
No morethanoneof thefollowing optionsmaybepresentin everyquerycommand.
They areusedto selectthesourceof theinformationto bedisplayed.

• <packagename> — Querythenamedpackage.

• -a — Queryall packages.

• -f <file>+ — Querypackageowning<file>.

• -g <group>+ — Querypackageswith group<group>.

• -p <packagefile>+ — Query(uninstalled)package<packagefile>.

• --whatprovides <i> — Querypackagesthatprovide<i> capability.

• --whatrequires <i> — Querypackagesthatrequire<i> capability.

C.3.2 Information Selection Options To Query Mode
Oneor moreof thefollowing optionsmaybeaddedto any querycommand.They are
usedto selectwhatinformationRPMwill display. If no informationselectionoption
is presenton the commandline, RPM will simply display the applicablepackage
label(s):

• -i — Displaypackageinformation.

• -l — Displaypackagefile list.

• -s — Show file states(implies -l ).

• -d — List only documentationfiles (implies-l ).

• -c — List only configurationfiles (implies -l ).

• --dump — Show all availableinformationfor eachfile (mustbeusedwith -l ,
-c , or -d ).

• --provides — List capabilitiesthatthepackageprovides.

• --requires , -R — List capabilitiesthatthepackagerequires.
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• --scripts — Print thevarious[un]install, verificationscripts.

• --queryformat <s> — Use<s> astheheaderformat(implies-i ).

• --qf <s> — Shorthandfor --queryformat .

C.4 Verify Mode
RPM’sverificationmodeis usedto ensurethata packageis still installedproperly:

Format: rpm --verify <options>

or

Format: rpm -V <options>

or

Format: rpm -y <options>

C.4.1 Options To Verify Mode
Thefollowing optionscanbeusedon any verify command:

• --nodeps — Do not verify packagedependencies.

• --nofiles — Do not verify file attributes.

• --noscripts — Do not executethepackage’sverificationscript.

C.5 Install Mode
RPM’s installationmodeis usedto install packages:

Format: rpm --install <packagefile>

or

Format: rpm -i <packagefile>
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C.5.1 Options To Install Mode
Thefollowing optionscanbeusedon any install command:

• -h , --hash — Print hashmarksaspackageinstalls(goodwith -v ).

• --prefix <dir> — Relocatethepackageto <dir>, if relocatable.

• --excludedocs — Do not install documentation.

• --force — Shorthandfor --replacepkgs and--replacefiles .

• --ignorearch — Do not verify packagearchitecture.

• --ignoreos — Do not verify packageoperatingsystem.

• --includedocs — Install documentation.

• --nodeps — Do not checkpackagedependencies.

• --noscripts — Do not executeany installationscripts.

• --percent — Print percentagesaspackageinstalls.

• --replacefiles — Install evenif thepackagereplacesinstalledfiles.

• --replacepkgs — Reinstallif thepackageis alreadypresent.

• --test — Do not install, but tell if it would work or not.

C.6 Upgrade Mode
RPM’s upgrademodeis usedto upgradepackages:

Format: rpm --upgrade <packagefile>

or

Format: rpm -U <packagefile>

C.6.1 Options To Upgrade Mode
Thefollowing optionscanbeusedon any upgradecommand:

• -h , --hash — Print hashmarksaspackageinstalls(goodwith -v ).
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• --prefix <dir> — Relocatethepackageto <dir>, if relocatable.

• --excludedocs — Do not install documentation.

• --force — Shorthandfor --replacepkgs , --replacefiles , and
--oldpackage .

• --ignorearch — Do not verify packagearchitecture.

• --ignoreos — Do not verify packageoperatingsystem.

• --includedocs — Install documentation.

• --nodeps — Do not verify packagedependencies.

• --noscripts — Do not executeany installationscripts.

• --percent — Print percentagesaspackageinstalls.

• --replacefiles — Install evenif thepackagereplacesinstalledfiles.

• --replacepkgs — Reinstallif thepackageis alreadypresent.

• --test — Do not install, but tell if it would work or not.

• --oldpackage — Upgradeto an old versionof thepackage(--force on
upgradesdoesthis automatically).

C.7 Erase Mode
RPM’s erasemodeis usedto erasepreviously installedpackages:

Format: rpm --erase <package>

or

Format: rpm -e <package>

C.7.1 Options To Erase Mode
Thefollowing optionscanbeusedon any erasecommand:

• --nodeps — Do not verify packagedependencies.

• --noscripts — Do not executeany installationscripts.
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C.8 Build Mode
RPM’s build modeis usedto build packages:

Format: rpm -b <stage> <options> <specfile>

(Notethat -vv is thedefault for all build modecommands.)

C.8.1 Build Mode Stages
Oneof thefollowing stagesmustfollow the-b option:

• p — Prep(unpacksourcesandapplypatches).

• l — List check(do somecursorycheckson %files ).

• c — Compile(prepandcompile).

• i — Install (prep,compile,install).

• b — Binary package(prep,compile,install, package).

• a — Binary/sourcepackage(prep,compile,install, package).

C.8.2 Options To Build Mode
Thefollowing optionscanbeusedon any build command:

• --short-circuit — Skip straightto specified stage(only for c andi ).

• --clean — Remove build treewhendone.

• --sign — GeneratePGPsignature.

• --buildroot <s> — Use<s> asthebuild root.

• --buildarch <s> — Use<s> asthebuild architecture.

• --buildos <s> — Use<s> asthebuild operatingsystem.

• --test — Do not executeany stages.

• --timecheck <s> — Setthetimecheckto <s> seconds(0 disablesit).
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C.9 Rebuild Mode
RPM’s rebuild modeis usedto rebuild packagesfrom a sourcepackagefile. The
sourcearchives,patches,andiconsthat comprisethe sourcepackageareremoved
afterthebinarypackageis built. Rebuild modeimplies --clean .

Format: rpm --rebuild <options> <source-package>

(Notethat-vv is thedefault for all rebuild modecommands.)

C.9.1 Options To Rebuild Mode
Only theglobaloptionsmaybeused.

C.10 Recompile Mode
RPM’s recompilemodeis usedto recompilesoftwarefrom a sourcepackagefile.
Unlike --rebuild , no binarypackageis created.

Format: rpm --recompile <options> <source-package>

(Notethat-vv is thedefault for all recompilemodecommands.)

C.10.1 Options To Recompile Mode
Only theglobaloptionsmaybeused.

C.11 Resign Mode
RPM’s resignmodeis usedto replaceapackage’ssignaturewith a new one:

Format: rpm --resign <options> <packagefile>+

C.11.1 Options To Resign Mode
Only theglobaloptionsmaybeused.

C.12 Add Signature Mode
RPM’s addsignaturemodeis usedto adda signatureto a package:
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Format: rpm --addsign <options> <packagefile>+

C.12.1 Options To Add Signature Mode
Only theglobaloptionsmaybeused.

C.13 Check Signature Mode
RPM’s checksignaturemodeis usedto verify a package’ssignature:

Format: rpm --checksig <options> <packagefile>+

or

Format: rpm -K <options> <packagefile>+

C.13.1 Options To Check Signature Mode
Thefollowing optioncanbeusedon any checksignaturecommand:

• --nopgp — Skip any PGPsignatures(sizeandMD5 only).

C.14 Initaliz e Database Mode
RPM’s initalize databasemodeis usedto createa new RPM database:

Format: rpm --initdb <options>

C.14.1 Options to Initaliz e database Mode
Only theglobaloptionsmaybeused.

C.15 Rebuild Database Mode
RPM’s rebuild databasemodeis usedto rebuild anRPM database:

Format: rpm --rebuilddb <options>

C.15.1 Options to Rebuild Database Mode
Only theglobaloptionsmaybeused.
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D Availab le Tags For --queryformat
Thefollowing tagsweredefinedat thetime this bookwaswritten. For thelatestlist
of availablequeryformattags,pleaseissuethefollowing command:

rpm --querytags

Keepin mindthatthelist of tagsproducedby the--querytags optionis thecom-
pletelist of all tagsusedby RPMinternally;for instance,duringpackagebuilds. Be-
causeof this,sometagsdonotproducemeaningfuloutputwhenusedin a--query-
format formatstring.

D.1 List of --queryformat Tags
For every tagin this section,therecanbeasmany asthreedifferentpiecesof infor-
mation:

1. A shortdescriptionof thetag.

2. Whetherthedataspecified by thetagis anarray, andif so,how many members
arepresentin thearray.

3. Whatmodifierscanbeusedwith thetag.

D.1.1 The NAMETag
TheNAMEtagis usedto displaythenameof thepackage.

Array: No

Usedwith modifiers: N/A

D.1.2 The VERSIONTag
TheVERSIONtagis usedto displaytheversionof thepackagedsoftware.

Array: No

Usedwith modifiers: N/A
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D.1.3 The RELEASETag
TheRELEASEtagis usedto displaythereleasenumberof thepackage.

Array: No

Usedwith modifiers: N/A

D.1.4 The SERIAL Tag
TheSERIAL tagis usedto displaytheserialnumberof thepackage.

Array: No

Usedwith modifiers: N/A

D.1.5 The SUMMARYTag
TheSUMMARYtagis usedto displayaone-linesummationof thepackagedsoftware.

Array: No

Usedwith modifiers: N/A

D.1.6 The DESCRIPTIONTag
The DESCRIPTION tag is usedto displaya detailedsummationof the packaged
software.

Array: No

Usedwith modifiers: N/A

D.1.7 The BUILDTIME Tag
TheBUILDTIME tagis usedto displaythetimeanddatethepackagewascreated.

Array: No

Usedwith modifiers: :date

D.1.8 The BUILDHOSTTag
The BUILDHOSTtag is usedto display the hostnameof the systemthat built the
package.
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Array: No

Usedwith modifiers: N/A

D.1.9 The INSTALLTIME Tag
The INSTALLTIME tag is usedto display the time anddatethe packagewas in-
stalled.

Array: No

Usedwith modifiers: :date

D.1.10 The SIZE Tag
TheSIZE tagis usedto displaythetotal size,in bytes,of every file installedby this
package.

Array: No

Usedwith modifiers: N/A

D.1.11 The DISTRIBUTION Tag
TheDISTRIBUTION tagis usedto displaythedistributionthispackageis apartof.

Array: No

Usedwith modifiers: N/A

D.1.12 The VENDORTag
The VENDORtag is usedto displaythe organizationresponsiblefor marketing the
package.

Array: No

Usedwith modifiers: N/A

D.1.13 The GIF Tag
TheGIF tagis not availablefor usewith --queryformat .
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D.1.14 The XPMTag
TheXPMtagis not availablefor usewith --queryformat .

D.1.15 The COPYRIGHTTag
TheCOPYRIGHTtagis usedto displaythecopyright termsof thepackage.

Array: No

Usedwith modifiers: N/A

D.1.16 The PACKAGERTag
ThePACKAGERtagis usedto displaythepersonor personsresponsiblefor creating
thepackage.

Array: No

Usedwith modifiers: N/A

D.1.17 The GROUPTag
TheGROUPtagis usedto displaythegroupto which thepackagebelongs.

Array: No

Usedwith modifiers: N/A

D.1.18 The CHANGELOGTag
TheCHANGELOGtagis reservedfor a futureversionof RPM.

D.1.19 The SOURCETag
TheSOURCEtagis usedto displaythesourcearchivescontainedin thesourcepack-
agefile.

Array: Yes(Size: Oneentrypersource )

Usedwith modifiers: N/A
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D.1.20 The PATCHTag
ThePATCHtagis usedto displaythepatchfilescontainedin thesourcepackagefile.

Array: Yes(Size: Oneentryperpatch )

Usedwith modifiers: N/A

D.1.21 The URLTag
TheURLtagis usedtodisplaytheUniformResourceLocatorthatpointsto additional
informationon thepackagedsoftware.

Array: No

Usedwith modifiers: N/A

D.1.22 The OSTag
TheOStagis usedto displaytheoperatingsystemfor which thepackagewasbuilt.

Array: No

Usedwith modifiers: N/A

D.1.23 The ARCHTag
TheARCHtagis usedto displaythearchitecturefor which thepackagewasbuilt.

Array: No

Usedwith modifiers: N/A

D.1.24 The PREIN Tag
ThePREIN tagis usedto displaythepackage’spre-installscript.

Array: No

Usedwith modifiers: N/A

D.1.25 The POSTIN Tag
ThePOSTIN tagis usedto displaythepackage’spost-installscript.
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Array: No

Usedwith modifiers: N/A

D.1.26 The PREUNTag
ThePREUNtagis usedto displaythepackage’spre-uninstallscript.

Array: No

Usedwith modifiers: N/A

D.1.27 The POSTUNTag
ThePOSTUNtagis usedto displaythepackage’s post-uninstallscript.

Array: No

Usedwith modifiers: N/A

D.1.28 The FILENAMESTag
TheFILENAMEStagis usedto displaythenamesof thefilesthatcomprisethepack-
age.

Array: Yes(Size: Oneentryper filenames )

Usedwith modifiers: N/A

D.1.29 The FILESIZES Tag
The FILESIZES tag is usedto displaythe size,in bytes,of eachof the files that
comprisethepackage.

Array: Yes(Size: Oneentryper filesizes )

Usedwith modifiers: N/A

D.1.30 The FILESTATES Tag
TheFILESTATES tagis usedto displaythestateof eachof thefiles thatcomprise
thepackage.

Array: Yes(Size: Oneentryper filestates )
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Usedwith modifiers: N/A 1

D.1.31 The FILEMODESTag

TheFILEMODEStagis usedto displaythepermissionsof eachof thefilesthatcom-
prisethepackage.

Array: Yes(Size: Oneentryper filemodes )

Usedwith modifiers: :perms

D.1.32 The FILEUIDS Tag

TheFILEUIDS tag is usedto displaytheuserID, in numericform, of eachof the
files thatcomprisethepackage.

Array: Yes(Size: Oneentryper fileuids )

Usedwith modifiers: N/A

D.1.33 The FILEGIDS Tag

TheFILEGIDS tagis usedto displaythegroupID, in numericform, of eachof the
files thatcomprisethepackage.

Array: Yes(Size: Oneentryper filegids )

Usedwith modifiers: N/A

D.1.34 The FILERDEVS Tag

TheFILERDEVStagis usedto displaythemajorandminornumbersfor eachof the
files thatcomprisethepackage.It will only benon-zerofor devicespecialfiles.

Array: Yes(Size: Oneentryper filerdevs )

Usedwith modifiers: N/A

1 Sincethereis no modifier to displaythefile statesin human-readableform, it will benecessaryto manually
interprettheflag values,basedon theRPMFILE_STATE_xxx #define s containedin rpmlib.h . This file
is partof therpm-devel packageandis alsopresentin theRPM sourcepackage.
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D.1.35 The FILEMTIMES Tag
TheFILEMTIMES tagis usedto displaythemodificationtime anddatefor eachof
thefiles thatcomprisethepackage.

Array: Yes(Size: Oneentryper filemtimes )

Usedwith modifiers: :date

D.1.36 The FILEMD5S Tag
TheFILEMD5S tag is usedto displaytheMD5 checksumfor eachof the files that
comprisethepackage.

Array: Yes(Size: Oneentryper filemd5s )

Usedwith modifiers: N/A

D.1.37 The FILELINKTOS Tag
TheFILELINKTOS tagis usedto displaythelink stringfor symlinks.

Array: Yes(Size: Oneentryper filelinktos )

Usedwith modifiers: N/A

D.1.38 The FILEFLAGS Tag
TheFILEFLAGS tagis usedto indicatewhetherthefiles thatcomprisethepackage
have beenflaggedasbeingdocumentationor configuration.

Array: Yes(Size: Oneentryper fileflags )

Usedwith modifiers: :fflags

D.1.39 The ROOTTag
TheROOTtagis not availablefor usewith --queryformat .

D.1.40 The FILEUSERNAMETag
TheFILEUSERNAMEtagis usedtodisplaytheowner, in alphanumericform,of each
of thefiles thatcomprisethepackage.
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Array: No

Usedwith modifiers: N/A

D.1.41 The FILEGROUPNAMETag

The FILEGROUPNAMEtag is usedto displaythe group,in alphanumericform, of
eachof thefiles thatcomprisethepackage.

Array: Yes(Size: Oneentryper filegroupname )

Usedwith modifiers: N/A

D.1.42 The EXCLUDETag

TheEXCLUDEtagis deprecatedandshouldno longerbeused.

D.1.43 The EXCLUSIVETag

TheEXCLUSIVEtagis deprecatedandshouldno longerbeused.

D.1.44 The ICON Tag

The ICON tagis not availablefor usewith --queryformat .

D.1.45 The SOURCERPMTag

TheSOURCERPMtagis usedto displaythenameof thesourcepackagefrom which
this binarypackagewasbuilt.

Array: No

Usedwith modifiers: N/A

D.1.46 The FILEVERIFYFLAGS Tag

TheFILEVERIFYFLAGS tagis usedto displaythenumericvalueof thefile verifi-
cationflagsfor eachof thefiles thatcomprisethepackage.

Array: Yes(Size: Oneentryper fileverifyflags )
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Usedwith modifiers: N/A 2

D.1.47 The ARCHIVESIZE Tag
TheARCHIVESIZE tag is usedto displaythesize,in bytes,of thearchive portion
of theoriginal packagefile.

Array: No

Usedwith modifiers: N/A

D.1.48 The PROVIDESTag
ThePROVIDEStagis usedto displaythecapabilitiesthepackageprovides.

Array: Yes(Size: Oneentryperprovides )

Usedwith modifiers: N/A

D.1.49 The REQUIREFLAGSTag
TheREQUIREFLAGStagis usedto displaytherequirementflagsfor eachcapability
thepackagerequires.

Array: Yes(Size: Oneentryper requireflags )

Usedwith modifiers: :depflags

D.1.50 The REQUIRENAMETag
TheREQUIRENAMEtagis usedto displaythecapabilitiesthepackagerequires.

Array: Yes(Size: Oneentryper requirename )

Usedwith modifiers: N/A

D.1.51 The REQUIREVERSIONTag
The REQUIREVERSIONtag is usedto display the version-relatedaspectof each
capbility thepackagerequires.

2 Sincethereis no modifier to displaythe verification flags in human-readableform, it will be necessaryto
manuallyinterprettheflag values,basedon theRPMVERIFY_xxx #define s containedin rpmlib.h . This
file is partof therpm-devel packageandis alsopresentin theRPM sourcepackage.
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Array: Yes(Size: Oneentryper requireversion )

Usedwith modifiers: N/A

D.1.52 The NOSOURCETag
TheNOSOURCEtag is usedto displaythesourcearchivesthatarenot containedin
thesourcepackagefile.

Array: Yes(Size: Oneentrypernosource )

Usedwith modifiers: N/A

D.1.53 The NOPATCHTag
TheNOPATCHtagisusedtodisplaythepatchfilesthatarenotcontainedin thesource
packagefile.

Array: Yes(Size: Oneentrypernopatch )

Usedwith modifiers: N/A

D.1.54 The CONFLICTFLAGSTag
The CONFLICTFLAGStag is usedto displaythe conflict flags for eachcapability
thepackageconflictswith.

Array: Yes(Size: Oneentryperconflictflags )

Usedwith modifiers: :depflags

D.1.55 The CONFLICTNAMETag
TheCONFLICTNAMEtagisusedtodisplaythecapabilitiesthatthepackageconflicts
with.

Array: Yes(Size: Oneentryperconflictname )

Usedwith modifiers: N/A

D.1.56 The CONFLICTVERSIONTag
TheCONFLICTVERSIONtag is usedto displaytheversion-relatedaspectof each
capabilitythepackageconflictswith.
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Array: Yes(Size: Oneentryperconflictversion )

Usedwith modifiers: N/A

D.1.57 The DEFAULTPREFIXTag
TheDEFAULTPREFIXtagis usedto displaythepaththatwill, by default, beused
to install a relocatablepackage.

Array: No

Usedwith modifiers: N/A

D.1.58 The BUILDROOTTag
TheBUILDROOTtagis not availablefor usewith --queryformat .

D.1.59 The INSTALLPREFIX Tag
TheINSTALLPREFIX tagis usedto displaytheactualpathusedwhenarelocatable
packagewasinstalled.

Array: No

Usedwith modifiers: N/A

D.1.60 The EXCLUDEARCHTag
The EXCLUDEARCHtag is usedto displaythe architecturesthat shouldnot install
this package.

Array: Yes(Size: Oneentryperexcludearch )

Usedwith modifiers: N/A

D.1.61 The EXCLUDEOSTag
TheEXCLUDEOStagis usedto displaytheoperatingsystemsthatshouldnot install
this package.

Array: Yes(Size: Oneentryperexcludeos )

Usedwith modifiers: N/A
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D.1.62 The EXCLUSIVEARCHTag
TheEXCLUSIVEARCHtagis usedto displaythearchitecturesthataretheonly ones
thatshouldinstall this package.

Array: Yes(Size: Oneentryperexclusivearch )

Usedwith modifiers: N/A

D.1.63 The EXCLUSIVEOSTag
The EXCLUSIVEOStag is usedto displaythe operatingsystemsthat arethe only
onethatshouldinstall this package.

Array: Yes(Size: Oneentryperexclusiveos )

Usedwith modifiers: N/A

D.1.64 The AUTOREQPROVTag
TheAUTOREQPROVtagis not availablefor usewith --queryformat .

D.1.65 The RPMVERSIONTag
TheRPMVERSIONtagis usedto displaytheversionof RPM thatwasusedto build
thepackage.

Array: No

Usedwith modifiers: N/A

D.1.66 The TRIGGERSCRIPTSTag
TheTRIGGERSCRIPTStagis reservedfor a futureversionof RPM.

D.1.67 The TRIGGERNAMETag
TheTRIGGERNAMEtagis reservedfor a futureversionof RPM.

D.1.68 The TRIGGERVERSIONTag
TheTRIGGERVERSIONtagis reservedfor a futureversionof RPM.
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D.1.69 The TRIGGERFLAGSTag
TheTRIGGERFLAGStagis reservedfor a futureversionof RPM.

D.1.70 The TRIGGERINDEXTag
TheTRIGGERINDEXtagis reservedfor a futureversionof RPM.

D.1.71 The VERIFYSCRIPT Tag
TheVERIFYSCRIPT tagis usedto displaythescriptto beusedfor packageverifi-
cation.

Array: No

Usedwith modifiers: N/A
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E Concise Spec File Reference
E.1 Comments
Commentsarea way to make RPM ignorea line in thespecfile. To createa com-
ment,enteranoctothorp(#) at thestartof theline. Any text following thecomment
characterwill be ignoredby RPM:

# This is the spec file for playmidi 2.3...

Commentscanbeplacedin any sectionof thespecfile.

Seealso: Section13.1,Comments:NotesIgnoredby RPM.

E.2 The Preamb le
This sectionoutlinesthetagsthatcomprisea specfile’s preamble.

E.2.1 Package Naming Tags
This sectionoutlinesthetagsthatareusedto namea package.

The name Tag

Thename tagis usedto define thenameof thesoftwarebeingpackaged.

Name: cdplayer

Seealso: Thename Tag in Section13.2.1.

The version Tag

Theversion tagdefinestheversionof thesoftwarebeingpackaged.

Version: 1.2

Seealso: Theversion Tag in Section13.2.1.
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The release Tag
Therelease tagcanbethoughtof asthepackage’s version.

Release: 5

Seealso: Therelease Tag in Section13.2.1.

E.2.2 Descriptive Tags
The %description Tag
The%description tag is usedto define anin-depthdescriptionof thepackaged
software.In thedescriptivetext, aspacein thefirst columnindicatesthatthatline of
text shouldbepresentedto useras-is,with no formattingdoneby RPM.Blank lines
in thedescriptive text denoteparagraphs.

%description
It slices!
It dices!
It’s a CD player app that can’t be beat.

By using the resonant frequency of the CD itself, it is able to simulate
20X oversampling. This leads to sound quality that cannot be equaled with
more mundane software...

The%description tagcanbemadespecific to aparticularsubpackageby adding
thesubpackagename,andoptionally, the -n option:

%description bar

%description -n bar

Thesubpackagenameandusageof the-n optionmustmatchthosedefinedwith the
%package directive.

Seealso: The%description Tag in Section13.2.2.

The summary Tag
Thesummary tagis usedto defineaone-linedescriptionof thepackagedsoftware.
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Summary: A CD player app that rocks!

Seealso: Thesummary Tag in Section13.2.2.

The copyright Tag
Thecopyright tagis usedto definethecopyright termsapplicableto thesoftware
beingpackaged.

Copyright: GPL

Seealso: Thecopyright Tag in Section13.2.2.

The distribution Tag
Thedistribution tagis usedto defineagroupof packages,of which thispack-
ageis a part.

Distribution: Doors ’95

Seealso: Thedistribution Tag in Section13.2.2.

The icon Tag
The icon tag is usedto namea file containingan icon representingthe packaged
software.Thefile maybein eitherGIF or XPM format,althoughXPM is preferred.
In eithercase,thebackgroundof theicon shouldbetransparent.

Icon: foo.xpm

Seealso: Theicon Tag in Section13.2.2.

The vendor Tag
Thevendor tagis usedto define thenameof theentity thatis responsiblefor pack-
agingthesoftware.

Vendor: White Socks Software, Inc.
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Seealso: Thevendor Tag in Section13.2.2.

The url Tag
Theurl tagis usedto defineaUniform ResourceLocatorthatcanbeusedto obtain
additionalinformationaboutthepackagedsoftware.

URL: http://www.gnomovision.com/cdplayer.html

Seealso: Theurl Tag in Section13.2.2.

The group Tag
Thegroup tagis usedto grouppackagestogetherby thetypesof functionalitythey
provide.

Group: Applications/Editors

Seealso: Thegroup Tag in Section13.2.2.

The packager Tag
Thepackager tagis usedto hold thenameandcontactinformationfor theperson
or personswho built thepackage.

Packager: Fred Foonly <fred@gnomovision.com>

Seealso: Thepackager Tag in Section13.2.2.

E.2.3 Dependenc y Tags
The provides Tag
Theprovides tagis usedto specifya"virtual package"thatthepackagedsoftware
makesavailablewhenit is installed.

Provides: module-info

Seealso: Theprovides Tag in Section13.2.3.
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The requires Tag
The requires tagis usedto alertRPM to thefact that thepackageneedsto have
certaincapabilitiesavailablein orderto operateproperly.

Requires: playmidi

A versionmaybespecified,following thepackagespecification.Thefollowingcom-
parisonoperatorsmaybeplacedbetweenthepackageandversion:

<, >, =, >=, or <=

Requires: playmidi >= 2.3

If theRequires tagneedsto performa comparisonagainsta serialnumberedde-
finedwith theserial tag,thentheproperformatwould be:

Requires: playmidi =S 4

Seealso: Therequires Tag in Section13.2.3.

The serial Tag
Theserial tagis usedto defineaserialnumberfor apackage.This is only neces-
saryif RPM is unableto determinetheorderingof apackage’sversionnumbers.

Serial: 4

Seealso: Theserial Tag in Section13.2.3.

The conflicts Tag
Theconflicts tagis usedto alertRPMto thefactthatthepackageis notcompat-
ible with otherpackages.

Conflicts: playmidi
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A versionmaybespecified,following thepackagespecification.Thefollowingcom-
parisonoperatorsmaybeplacedbetweenthepackageandversion:

<, >, =, >=, or <=

Conflicts: playmidi >= 2.3

If the conflicts tag needsto performa comparisonagainsta serial numbered
definedwith theserial tag,thentheproperformatwould be:

Conflicts: playmidi =S 4

Seealso: Theconflicts Tag in Section13.2.3.

The autoreqprov Tag
Theautoreqprov tagis usedto controltheautomaticdependency processingper-
formedwhenthepackageisbeingbuilt. Todisableautomaticdependency processing,
addthe following line:

AutoReqProv: no

(The number0 may be usedinsteadof no) Although RPM defaultsto performing
automaticdependency processing,the effect of the autoreqprov tag canbe re-
versedby changingno to yes . (Thenumber1 maybeusedinsteadof yes )

Seealso: Theautoreqprov Tag in Section13.2.3.

E.2.4 Architecture- and Operating System-Specific Tags
The excludearch Tag
Theexcludearch tag is usedto directRPM to ensurethat thepackagedoesnot
attemptto build on theexcludedarchitecture(s).

ExcludeArch: sparc alpha
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Seealso: Theexcludearch Tag in Section13.2.4.

The exclusivearch Tag
Theexclusivearch tagis usedto directRPMto ensurethepackageis onlybuilt
on thespecified architecture(s).

ExclusiveArch: sparc alpha

Seealso: Theexclusivearch Tag in Section13.2.4.

The excludeos Tag
Theexcludeos tag is usedto directRPM to ensurethat thepackagedoesnot at-
temptto build on theexcludedoperatingsystem(s).

ExcludeOS: linux irix

Seealso: Theexcludeos Tag in Section13.2.4.

The exclusiveos Tag
Theexclusiveos tagis usedto denotewhichoperatingsystem(s)shouldonlybe
bepermittedto build thepackage.

ExclusiveOS: linux

Seealso: Theexclusiveos Tag in Section13.2.4.

E.2.5 Director y-related Tags
The prefix Tag
Theprefix tagis usedto definepartof thepathRPMwill usewheninstallingthe
package’sfiles. Theprefix canberedefinedby theuserwhenthepackageis installed,
therebychangingwherethepackageis installed.

Prefix: /opt

Seealso: Theprefix Tag in Section13.2.5.
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The buildroot Tag

The buildroot tag is usedto define an alternatebuild root, wherethe software
will be installedduringthebuild process.

BuildRoot: /tmp/cdplayer

Seealso: Thebuildroot Tag in Section13.2.5.

E.2.6 Sour ce and Patch Tags

The source Tag

Thesource tagis usedto define thefilenameof thesourcesto bepackaged.When
thereis morethanonesource tagin aspecfile, eachonemustbenumberedsothey
areunique,startingwith thenumber0. Whenthereis only onetag,it doesnot need
to benumbered.

By convention, the sourcefilenameis usuallyprecededby a URL pointing to the
locationof theoriginal sources,but RPM doesnot requirethis.

Source0: ftp://ftp.gnomovision.com/pub/cdplayer-1.0.tgz
Source1: foo.tgz

Seealso: Thesource Tag in Section13.2.6.

The nosource Tag

The nosource tag is usedto alert RPM to the fact that oneor moresourcefiles
shouldbeexcludedfrom thesourcepackagefile. Thetagis followedby oneor more
numbers.Thenumberscorrespondto thenumbersfollowing thesource tagsthat
areto beexcludedfrom packaging.

NoSource: 0, 3

Seealso: Thenosource Tag in Section13.2.6.
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The patch Tag
Thepatch tagisusedtodefinethenameof apatchfile tobeappliedto thepackage’s
sources.Whenthereis morethanonepatch tag in a specfile, eachonemustbe
numberedso they areunique,startingwith the number0. Whenthereis only one
tag, it doesnot needto benumbered.

Patch: cdp-0.33-fsstnd.patch

Seealso: Thepatch Tag in Section13.2.6.

The nopatch Tag
Thenopatch tagis usedto alertRPMto thefactthatoneor morepatchfilesshould
beexcludedfrom thesourcepackagefile. Thetagis followedby oneor morenum-
bers.Thenumberscorrespondto thenumbersfollowing thepatch tagsthatareto
beexcludedfrom packaging.

NoPatch: 2 3

Seealso: Thenopatch Tag in Section13.2.6.

E.3 Scripts
This sectionlists thevariousscriptsfoundin a specfile.

E.3.1 Build-time Scripts
Every build-time scripthasthefollowing environmentvariablesdefined:

• RPM_SOURCE_DIR

• RPM_BUILD_DIR

• RPM_DOC_DIR

• RPM_OPT_FLAGS

• RPM_ARCH

• RPM_OS
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• RPM_ROOT_DIR

• RPM_BUILD_ROOT

• RPM_PACKAGE_NAME

• RPM_PACKAGE_VERSION

• RPM_PACKAGE_RELEASE

For moreinformationon theseenvironmentvariables,andbuild-time scriptsin gen-
eral,pleaseseeSection13.3.1,Build-timeScripts.

The %prep Script
The%prep script is thefirst scriptRPM executesduringa build. As thenameim-
plies, it is normallyusedto preparethesourcesfor building. Thecommandsin the
scriptcanbeany valid sh commands.

%prep

Seealso: The%prep Script in Section13.3.1.

The %build Script
The%build script is thesecondscriptRPM executesduringa build. As thename
implies,it is normallyusedto build thesoftware.Thecommandsin thescriptcanbe
any valid sh commands.

%build

Seealso: The%build Script in Section13.3.1.

The %install Script
The%install script is thethird scriptRPM executesduringa build. As thename
implies, it is normallyusedto install thesoftware. Thecommandsin thescriptcan
beany valid sh commands.

%install
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Seealso: The%install Script in Section13.3.1.

The %clean Script
The %clean script, asthe nameimplies, is usedto cleanup the software’s build
directorytree.RPMwill normallydo this for you,but in certaincases(mostnotably
in thosepackagesthatuseabuild root) you’ll needto includea%clean script.The
commandsin thescriptcanbeany valid sh commands.

%clean

Seealso: The%clean Script in Section13.3.1.

E.3.2 Install-/Erase-time Scripts
Thesescriptsareexecutedwhenever thepackageis installedor erased.Eachscript
canconsistof any valid sh commands.

Note: Eachof thefollowing scriptscanbemadespecific to a particularsubpackage
by addingthesubpackagename,andoptionally, the-n option:

%post bar

%preun -n bar

Thesubpackagenameandusageof the-n optionmustmatchthosedefinedwith the
%package directive.

Eachscripthasthefollowing environmentvariabledefined:

• RPM_INSTALL_PREFIX

For more information on this environmentvariablepleaseseeSection13.3.2, In-
stall/Erase-timeScripts.

The %pre Script
The%pre scriptexecutesjust beforethepackageis to beinstalled.

%pre



516 Appendix E:Concise Spec File Reference

Seealso: The%pre Script in Section13.3.2.

The %post Script

The%post scriptexecutesjust afterthepackageis to beinstalled.

%post

Seealso: The%post Script in Section13.3.2.

The %preun Script

The%preun scriptexecutesjust beforethepackageis to beerased.

%preun

Seealso: The%preun Script in Section13.3.2.

The %postun Script

The%postun scriptexecutesjust afterthepackageis to beerased.

%postun

Seealso: The%postun Script in Section13.3.2.

E.3.3 Verification Script
This sectiondescribestheverificationscript.

The %verifyscript Script

The %verifyscript script executeswhenever the packageis verified using
RPM’s -V option. Thescriptcanconsistof any valid sh commands.

Seealso:Section13.3.3,Verification-TimeScript—The%verifyscript Script.

E.4 Macros
This sectiondescribesthevariousmacrosusedby RPM.
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E.4.1 The %setup Macro
The%setup macroisusedtounpacktheoriginalsourcesin preparationfor thebuild.
It is usedin the%prep script:

%prep
%setup

Seealso: Section13.4.1,The%setup Macro.

The -n <name> Option
The -n option is usedto set the nameof the software’s build directory. This is
necessaryonly whenthesourcearchive unpacksinto a directorynamedotherthan
<name>- <version>.

%setup -n cd-player

Seealso:-n <name> — SetNameof Build Directoryin Section13.4.1.

The -c Option
The-c optionis usedto direct%setup to createthetop-level build directorybefore
unpackingthesources.

%setup -c

Seealso: -c — CreateDirectory(and change to it) Before Unpacking in Section
13.4.1.

The -D Option
The -D option is usedto direct %setup to not deletethe build directoryprior to
unpackingthesources.This optionis usedwhenmorethanonesourcearchive is to
beunpackedinto thebuild directory, normallywith the-b or -a options.

%setup -D -T -b 3

Seealso:-D—DoNotDeleteDirectoryBeforeUnpackingSourcesin Section13.4.1.
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The -T Option

The-T optionis usedto direct%setup to notperformthedefaultunpackingof the
sourcearchivespecifiedby thefirstsource tag. It isusedwith the-a or -b options.

%setup -D -T -a 1

Seealso:-T — Do Not PerformDefaultArchiveUnpacking in Section13.4.1.

The -b <n> Option

The -b option is usedto direct%setup to unpackthesourcearchive specified on
thenth source tagline beforechangingdirectoryinto thebuild directory.

%setup -D -T -b 2

Seealso:-b <n>—Unpack Thenth SourcesBeforeChangingDirectoryin Section
13.4.1.

The -a <n> Option

The -a option is usedto direct%setup to unpackthesourcearchive specified on
thenth source tagline afterchangingdirectoryinto thebuild directory.

%setup -D -T -a 5

Seealso:-a <n> — Unpack Thenth SourcesAfter ChangingDirectoryin Section
13.4.1.

E.4.2 The %patch Macro
The%patch macro,asits nameimplies, is usedto applypatchesto theunpacked
sources.With noadditionaloptionsspecified,it will applythepatchfile specifiedby
thepatch (or patch0 ) tag.

%patch
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Whenthereis morethanonepatch tagline in a specfile, they canbespecified by
appendingthenumberof thepatch tagto the%patch macronameitself.

%patch2

Seealso: Section13.4.2,The%patch Macro.

The -P <n> Option
The-P optionis anothermethodof applyingaspecific patch.Thenumberfrom the
patch tag follows the -P option. The following %patch macrosboth apply the
patchspecified on thepatch2 tag line:

%patch -P 2

%patch2

Seealso:SpecifyingWhich patch Tag to Usein Section13.4.2.

The -p <#> Option
The -p option is sentdirectly to thepatch command.It is followedby a number
whichspecifiesthenumberof leadingslashes(andthedirectoriesin between)to strip
from any filenamespresentin thepatchfile.

%patch -p2

Seealso:-p <#>—Strip<#> leadingslashesanddirectoriesfrompatch filenames
in Section13.4.2.

The -b <name> Option
Whenthepatch commandis usedto applya patch,unmodified copiesof thefiles
patchedarerenamedto endwith the extension.orig . The -b option is usedto
changetheextensionusedby patch .

%patch -b .fsstnd

Seealso:-b <name>—Setthebackupfile extensionto<name> in Section13.4.2.
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The %patch -E Option
The-E optionis sentdirectly to thepatch command.It is usedto directpatch to
remove any emptyfiles afterthepatcheshave beenapplied.

Seealso:-E — RemoveEmptyOutputFiles in Section13.4.2.

E.5 The %files List
The%files list indicateswhich files on thebuild systemareto bepackaged.The
list consistsof onefile per line. If a directoryis specified, by default all files and
subdirectorieswill bepackaged.

%files
/etc/foo.conf
/sbin/foo
/usr/bin/foocmd

The%files list canbemadespecific to aparticularsubpackageby addingthesub-
packagename,andoptionally, the -n option:

%files bar

%files -n bar

Thesubpackagenameandusageof the-n optionmustmatchthosedefinedwith the
%package directive.

The%files list canalsousethecontentsof a file asthelist of files to bepackaged.
This is doneby usingthe-f option,which is thenfollowedby a filename:

%files -f files.list

Seealso: Section13.5,The%files List.

E.6 Directives For the %files list
This sectionlists thevariousdirectivedusedin the%files lists.
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E.6.1 File-related Directives
This sectionlists thosedirectivesthatarerelatedto files.

The %doc Directive
The%doc directive flagsthefilename(s)thatfollow asbeingdocumentation.

%doc README

Seealso: The%doc Directivein Section13.6.1.

The %config Directive
The%config directiveis usedto flag thespecifiedfile asbeingaconfigurationfile.

%config /etc/fstab

Seealso: The%config Directivein Section13.6.1.

The %attr Directive
The%attr directive is usedto permitRPM to directly controla file’s permissions
andownership.It is normallyusedwhennon-rootusersbuild packages.The%attr
directive hasthe following format:

%attr( <mode>, <user>, <group>) file

Theuserandgroupidentifiersmustbenon-numeric.Attributesthatdo not needto
besetby %attr maybereplacedwith a dash:

%attr(755, root, -) foo.bar

Seealso: The%attr Directivein Section13.6.1.

The %verify Directive
The%verify directive is usedto controlwhich of ninedifferentfile attributesare
to beverified by RPM. Theattributesare:
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1. owner — Thefile’s owner.

2. group — Thefile’s group.

3. mode — Thefile’s mode.

4. md5— Thefile’s MD5 checksum.

5. size — Thefile’s size.

6. maj — Thefile’s majornumber.

7. min — Thefile’s minor number.

8. symlink — Thefile’s symboliclink string.

9. mtime — Thefile’s modificationtime.

If thekeyword not precedesthelist, everyattributeexceptthoselistedwill beveri-
fied.

%verify(mode md5 size maj min symlink mtime) /dev/ttyS0

Seealso: The%verify Directivein Section13.6.1.

E.6.2 Director y-related Directives
The %docdir Directive

The%docdir directive is usedto addthespecified directoryto RPM’s internallist
of directoriescontainingdocumentation.Whenadirectoryis addedto this list, every
file packagedin thisdirectory(andany subdirectories)will automaticallybemarked
asdocumentation.

Seealso: The%docdir Directivein Section13.6.2.

The %dir Directive

The %dir directive is usedto direct RPM to packageonly the directoryitself, re-
gardlessof whatfilesmayresidein thedirectoryat thetime thepackageis created.

%dir /usr/blather
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Seealso: The%dir Directivein Section13.6.2.

E.7 The %package Directive
The%package directive is usedto control thecreationof subpackages.Thesub-
packagenameis derived from the first name tag in the specfile, followed by the
namespecified afterthe%package directive. Therefore,if thefirst name tagis:

Name: foo

anda subpackageis definedwith thefollowing %package directive:

%package bar

thesubpackagenamewill be foo-bar .

Seealso: Section13.7,TheLoneDirective:%package.

E.7.1 The %package -n Option
The -n option is usedto changehow RPM derives the subpackagename. When
the -n option is used,the namefollowing the %package directive becomesthe
completesubpackagename.Therefore,if asubpackageis definedwith thefollowing
%package directive:

%package -n bar

thesubpackagenamewill bebar .

Seealso:Section13.7.1,-n <string>—Use<string>AstheEntireSubpack-
age Name.

E.8 Conditionals
The%if xxx conditionalsareusedto begin a sectionof thespecfile thatis specific
to a particulararchitectureor operatingsystem.They arefollowedby oneor more
architectureoroperatingsystemspecifiers,eachseparatedbycommasorwhitespace.
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Conditionalsmaybenestedwithin otherconditionals,providedthattheinnercondi-
tional is completelyenclosedby theouterconditional.

E.8.1 The %ifarch Conditional
If thebuild system’sarchitectureis specified, thepartof thespecfile following the
%ifarch , but beforea %else or %endif will beusedduringthebuild.

%ifarch i386 sparc

Seealso: Section13.8.1,The%ifarch Conditional.

E.8.2 The %ifnarch Conditional
If thebuild system’sarchitectureis specified, thepartof thespecfile following the
%ifarch but beforea %else or %endif will not beusedduringthebuild.

%ifnarch i386 sparc

Seealso: Section13.8.2,The%ifnarch Conditional.

E.8.3 The %ifos Conditional
If thebuild systemis runningoneof thespecified operatingsystems,thepartof the
specfile following the%ifos but beforea %else or %endif will beusedduring
thebuild.

%ifos linux

Seealso: Section13.8.3,The%ifos Conditional.

E.8.4 The %ifnos Conditional
If thebuild systemis runningoneof thespecified operatingsystems,thepartof the
specfile following the %ifnos but beforea %else or %endif will not be used
during thebuild.

%ifnos linux



Section E.8:Conditionals 525

Seealso: Section13.8.4,The%ifnos Conditional.

E.8.5 The %else Conditional
The %else conditionalis placedbetweena %if conditionalof somepersuasion,
andan%endif . It is usedto createtwo blocksof specfile statements,only oneof
which will beusedin any givencase.

%ifarch alpha
make RPM_OPT_FLAGS="$RPM_OPT_FLAGS-I ."
%else
make RPM_OPT_FLAGS="$RPM_OPT_FLAGS"
%endif

Seealso: Section13.8.5,The%else Conditional.

E.8.6 The %endif Conditional
An %endif is usedto endaconditionalblockof specfile statements.The%endif
is alwaysneededaftera conditional,otherwise,thebuild will fail.

%ifarch i386
make INTELFLAG=-DINTEL
%endif

Seealso: Section13.8.6,The%endif Conditional.
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F RPM-related Resour ces
Thereareanumberof resourcesavailableto helpyouwith RPM,overandabovethe
RPM manpage,andthis book. Herearesomepointersto them.

F.1 Where to Get RPM
Perhapsbeforeasking,WherecanI get RPM?it might be betterto seeif RPM is
alreadyinstalledon your system. If you have RedHat Linux on your system,it’s
therealready. But besureto checkon othersystems— peopleareportingRPM to
differentsystemseveryday, andit just might betherewaiting for you.

Here’sa quick way to seeif RPM is installedon your system:
% rpm --version
RPM version 2.3
%

If thiscommanddoesn’twork, it mightbethatyourpathdoesn’tincludethedirectory
whereRPM resides.Checkthe usual"binary" directoriesbeforedeclaringRPM a
no-show!

F.1.1 FTP Sites
If you can’t find RPM on your system,you’ll have to graba copy by FTP. RPM can
befoundpracticallyanywhereRedHat Linux is available. While themostobvious
site, ftp.redhat.com , is certainlyan option, it might not be your bestchoice.
For one,it canbeverybusy. For another, unlessyour link to theInternetis nearRed
Hat’s sprawling developmentcampusin Durham,North Carolina,there’s probably
anFTPsite that is closerto you.

Here is a list of sitesthat mirror RedHat’s main FTP site. Be awarethat this list
changesfrequently, so don’t be surprisedif a particularsite no longermirrors Red
Hat, or hasmovedit from thepathslistedbelow: 1

FTP Site Directory

1 An up-to-datecopy of thelist of mirror sitesis alwaysavailableon ftp.redhat.com , in thefile MIRRORS.
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======== =========
sunsite.doc.ic.ac.uk /packages/linux/redhat

ftp.mpi-sb.mpg.de /pub/linux/mirror/ftp.redhat.com
ftp.jate.u-szeged.hu /pub/linux/redhat
ftp.ibp.fr /pub/linux/distributions/redhat
ftp.gwdg.de /pub/linux/install/redhat
ftp.msu.ru /pub/Linux/RedHat
ftp.sgg.ru /mirror/redhat
sunsite.mff.cuni.cz /OS/Linux/Distributions/Redhat
ftp.ton.tut.fi /pub/Linux/RedHat
ftp.funet.fi /pub/Linux/images/RedHat
sunsite.icm.edu.pl /pub/Linux/redhat
ftp.arch.pwr.proc.pl /mirror/linux/redhat
ftp.rhi.hi.is /pub/linux/RedHat
ftp.nvg.unit.no /pub/linux/redhat
ftp.pk.edu.pl /pub/linux/redhat
ftp.nluug.nl /pub/os/Linux/distr/RedHat
dutepp0.et.tudelft.nl /pub/Unix/Linux/Distributions/redhat
ftp.iol.ie /pub/Unix/Linux/distributions/RedHat
sunsite.auc.dk /pub/os/linux/redhat
ftp.tku.edu.tw /Unix/Linux/RedHat
ftp.cs.us.es /pub/Linux/redhat

ftp.is.co.za /linux/distributions/redhat

ftp.dstc.edu.au /pub/linux-redhat

ftp.lab.kdd.co.jp /OS/Linux/packages/redhat
sunsite.ust.hk /pub/Linux/distributions/redhat

ftp.sunsite.dcc.uchile.cl /pub/OS/linux/redhat

ftp.interpath.net /pub/linux/redhat
schlitz.cae.wisc.edu /pub/Linux/RedHat
ftp.wownet.net /LINUX/redhat
ftp.engr.uark.edu /pub/linux/redhat
ftp.infomagic.com /pub/mirrors/linux/RedHat
ftp.wgs.com /pub/linux/redhat
ftp.drcdrom.com /pub/linux-redhat
ftp.hkstar.com /pub/Linux/redhat
ftp.pht.com /pub/linux/redhat
linux.ucs.indiana.edu /pub/linux/redhat
ftp.uoknor.edu /linux/redhat
ftp.cc.gatech.edu /pub/linux/distributions/redhat
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uiarchive.cso.uiuc.edu /pub/systems/linux/distributions/redhat
ftp.caldera.com /pub/mirrors/redhat
ftp.cms.uncwil.edu /linux/redhat
ftp.wilmington.net /linux/redhat
sunsite.unc.edu /pub/Linux/distributions/redhat
gatekeeper.dec.com /pub/linux/redhat
ftp.rge.com /pub/systems/linux/redhat
linuxwww.db.erau.edu /pub/linux/distrib/redhat
ftp.eit.com /pub/mirrors/redhat
ftp.real-time.com /pub/redhat

F.1.2 What Do I Need?
Onceyoufind anearbysitewith RPM,andhave foundthedirectorywhereit’s kept,
you’ll noticea varietyof files,all startingwith "rpm". Whatarethey? Which ones
do you need? Here’sa representative list, alongwith the waysin which eachfile
would beused:

ftp> ls
200 PORT command successful.
150 Opening ASCII mode data connection for /bin/ls.
total 2689
drwxr-xr-x 6 root 97 2048 Jul 18 10:04 .
drwxr-xr-x 6 root 97 1024 Aug 2 10:09 ..
lrwxrwxrwx 1 root root 23 Jan 22 1996 RPM-HOWTO.ps->

../../docs/RPM-HOWTO.ps
lrwxrwxrwx 1 root root 24 Jan 22 1996 RPM-HOWTO.txt ->

../../docs/RPM-HOWTO.txt
-rw-rw-r-- 1 root 97 59239 Jan 20 1996 paper.ps.gz
-rw-r--r-- 1 root 97 365319 Jul 18 06:05 rpm-2.2.2-1.axp.rpm
-rw-rw-r-- 1 root 97 278620 Jul 18 06:05 rpm-2.2.2-1.i386.cpio.gz
-rw-r--r-- 1 root 97 282015 Jul 18 06:05 rpm-2.2.2-1.i386.rpm
-rw-r--r-- 1 root 97 279855 Jul 18 06:05 rpm-2.2.2-1.sparc.rpm
-rw-r--r-- 1 root 97 359354 Jul 18 06:05 rpm-2.2.2-1.src.rpm
-rw-rw-r-- 1 root 97 356943 Jul 18 06:05 rpm-2.2.2.tar.gz
-rw-r--r-- 1 root 97 122157 Jul 18 06:05 rpm-devel-2.2.2-1.axp.rpm
-rw-r--r-- 1 root 97 51132 Jul 18 06:05 rpm-devel-2.2.2-1.i386.rpm
-rw-r--r-- 1 root 97 54470 Jul 18 06:05 rpm-devel-2.2.2-1.sparc.rpm
-rw-r--r-- 1 root 97 35504 May 1 04:28 rpmbuild.ps.gz
226 Transfer complete.
ftp>
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Although theversionnumbersmaychange,the typesof files kept in this directory
will not. The files RPM-HOWTO, paper.ps.gz , and rpmbuild.ps.gz con-
tain a varietyof informationconcerningRPM.As suchthey arevaluablesourcesof
supplementalinformation. The remainingfiles containRPM, packagedfor various
architectures,and in sourceform. We’ll look at them,groupedaccordingto their
contents.Here’sthefirst groupof files:

-rw-r--r-- 1 root 97 365319 Jul 18 06:05 rpm-2.2.2-1.axp.rpm
-rw-r--r-- 1 root 97 282015 Jul 18 06:05 rpm-2.2.2-1.i386.rpm
-rw-r--r-- 1 root 97 279855 Jul 18 06:05 rpm-2.2.2-1.sparc.rpm

Thefiles abovearethebinarypackagefiles for RPM version2.2.2,release1, on the
Digital Alpha,theIntel 386/486/Pentium,andtheSunSPARC. Notethattheversion
numberwill changein time,but theotherpartsof thefile namingconventionwon’t.
Asbinarypackagefiles,they mustbeinstalledusingRPM.Soif youdon’thaveRPM
yet, they won’t do you muchgood. 2

Let’s look at thenext file:

-rw-r--r-- 1 root 97 359354 Jul 18 06:05 rpm-2.2.2-1.src.rpm

This is the sourcepackagefile for RPM version2.2.2, release1. Like the binary
packages,thesourcepackagerequiresRPMto install— therefore,it cannotbeused
to performaninitial install of RPM.Let’s seewhatelsethereis here:

-rw-r--r-- 1 root 97 122157 Jul 18 06:05 rpm-devel-2.2.2-1.axp.rpm
-rw-r--r-- 1 root 97 51132 Jul 18 06:05 rpm-devel-2.2.2-1.i386.rpm
-rw-r--r-- 1 root 97 54470 Jul 18 06:05 rpm-devel-2.2.2-1.sparc.rpm

Thefiles above arebinarypackagefiles thatcontainthe rpm-devel subpackage.
Therpm-devel packagecontainsheaderfilesandtheRPMlibrary, andis usedfor

2 If your goalis to install RPM ononeof thesesystems,it mightbea goodideato copy theappropriatebinary
package.That way, onceyou have RPM running,you canreinstallit with the --force option to ensurethat
RPM is properlyinstalledandconfigured.
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developingprogramsthatcanperformRPM-relatedfunctions.Thesefilescannotbe
usedto getRPM running. That leavestwo files left:

-rw-rw-r-- 1 root 97 278620 Jul 18 06:05 rpm-2.2.2-1.i386.cpio.gz
-rw-rw-r-- 1 root 97 356943 Jul 18 06:05 rpm-2.2.2.tar.gz

Thefirst file is a gzippedcpio archive of thefiles comprisingRPM. After uncom-
pressingthefile, cpio canbeusedto extractthefilesandplacethemonyoursystem.
Note,however, thatthereis acpio archivefor thei386architectureonly. To extract
thefiles, issuethefollowing command:

# zcat file.cpio.gz | (cd / ; cpio --extract)
#

(Whenactuallyissuingthecommand,file.cpio.gz shouldbereplacedwith the
actualnameof thecpio archive.)

NotethatthearchiveshouldbeextractedusingGNU cpio version2.4.1or greater.
It mayalsobenecessaryto issuethefollowing commandprior to usingRPM:

# mkdir /var/lib/rpm
#

The last file, rpm-2.2.2.tar.gz , containsthesourcesfor RPM. Using it, you
canbuild RPM from scratch. This is the most involved option, but it is the only
choicefor peopleinterestedin porting RPM to a new architecture.SeeChapter8,
Miscellaniafor anexampleof RPM beingbuilt from thesources.

F.2 Where to Talk About RPM
As muchaswe’vetriedto makethisbookacomprehensivereferencefor RPM,there
aregoingto betimeswhenyou’ll needadditionalhelp.Thebestwayto connectwith
otherthatuseRPM is to try oneof thefollowing mailing lists.
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F.2.1 The rpm-list Mailing List
RedHat maintainsa mailing list specifically for RPM. In orderto subscribeto the
list, it’s necessaryto senda mail messageto:

rpm-list-request@redhat.com

Onthemessage’ssubjectline, placethewordsubscribe . After ashortdelay, you
shouldreceiveanautomatedresponsewith generalinformationaboutthemailinglist.

To sendmessagesto thelist, addressthemto:
rpm-list@redhat.com

As with otheron-lineforums,it’s advisableto "lurk" for awhile beforesendingany-
thingto thelist. Thatway, you’ll beableto seewhattypesof questionsareacceptable
for thelist. Let thelist’s namebeyourguide;if themessageyouwantto senddoesn’t
have anything to do with RPM,you shouldn’tsendit to rpm-list !

In general,the flavor of rpm-list is a bit biasedtowardsRPM’s development,
building packages,andissuessurroundingtheportingof RPM to othersystems.If
yourquestionis morealongthelinesof, How do I useRPMto install new software?
considerreviewing thefirst half of thisbookandlurking on rpm-list awhile first.

F.2.2 The redhat-list Mailing List
Theredhat-list mailing list is meantto serveasa forumfor usersof RedHat’s
Linux operatingsystem. If your questionsconcernsthe useof RPM on RedHat
Linux, thentheredhat-list isagoodplacetostart.Tosubscribe,sendamessage
to:

redhat-list-request@redhat.com

Onthemessage’ssubjectline, placethewordsubscribe . After ashortdelay, you
shouldreceiveanautomatedresponsewith generalinformationaboutthemailinglist.
As with rpm-list , it’s bestto lurk for a while beforepostingto thelist

To sendmessagesto thelist, addressthemto:
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redhat-list@redhat.com

F.2.3 The redhat-digest Mailing List
Somepeoplemight find thenumberof messageson redhat-list morethanthey
canhandle.However, thereis a digestversionof thelist available.Eachdigestcon-
sistsof oneormoremessagessentto redhat-list . Thedigestissentoutwhenthe
collectedmessagesreachacertainsize.Therefore,adigestmighthaveoneverylong
message,or twentysmallerones.In eithercase,you’ll havethecollectedknowledge
of the RedHat developmentteamandtheir many customersdeliveredin onemes-
sage.

To subscribeto redhat-digest , senda messageto:
redhat-digest-request@redhat.com

Onthemessage’ssubjectline, placethewordsubscribe . After ashortdelay, you
shouldreceiveanautomatedresponsewith generalinformationaboutthemailinglist.

To sendmessagesto thelist, addressthemto:
redhat-list@redhat.com

As always,observe proper"netiquette"— lurk beforeyou leap!

F.3 RPM On the World Wide Web
Up-to-dateinformationon RPM canalwaysbefoundat RedHat’s website:

http://www.redhat.com/

Thesite’scontentchangesfrequently, soit’s impossibleto specifyanexactURL for
RPMinformation.However, thesiteisverywell run,andalwayshasacomprehensive
tableof contentsaswell asasearchengine.Eithershouldmake finding information
on RPM easy.
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F.4 RPM’s License
RPM is licensedundertheGNU GeneralPublicLicense,or asit’s morecommonly
called,theGPL.If you’renotfamiliarwith theGPL,it wouldbeworthwhileto spend
a few minuteslooking it over. ThepurposebehindtheGPL is to ensurethatGPL’ed
softwareremainsfreely available.

"Freelyavailable"doesn’t necessarilymean"atnocost,"althoughGPL’edsoftwareis
oftenavailableby anonymousFTP. TheideabehindtheGPLis to makeit impossible
for anyoneto take GPL’ed code,andmake it proprietary. But enoughpreliminaries!
Thebestway to understandtheGPL is to readit:

F.5 GNU GENERAL PUBLIC LICENSE
Version2, June1991

Copyright © 1989,1991FreeSoftwareFoundation,Inc. 675MassAve,Cambridge,
MA 02139,USA

Everyoneis permittedto copy anddistribute verbatimcopiesof this licensedocu-
ment,but changingit is not allowed.

F.5.1 Preamb le
Thelicensesfor mostsoftwarearedesignedto take awayyour freedomto shareand
changeit. By contrast,the GNU GeneralPublic Licenseis intendedto guarantee
your freedomto shareandchangefreesoftware— to make surethesoftwareis free
for all its users.This GeneralPublic Licenseappliesto mostof the FreeSoftware
Foundation’ssoftwareandto any otherprogramwhoseauthorscommit to usingit.
(SomeotherFreeSoftwareFoundationsoftwareis coveredby theGNU Library Gen-
eralPublicLicenseinstead.)You canapplyit to your programs,too.

Whenwespeakof freesoftware,wearereferringto freedom,notprice.OurGeneral
Public Licensesaredesignedto make surethat you have the freedomto distribute
copiesof free software (andcharge for this serviceif you wish), that you receive
sourcecodeor canget it if you want it, that you canchangethe softwareor use
piecesof it in new freeprograms;andthatyou know you cando thesethings.
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To protectyour rights,we needto make restrictionsthat forbid anyoneto deny you
theserightsor to askyouto surrendertherights.Theserestrictionstranslateto certain
responsibilitiesfor you if youdistributecopiesof thesoftware,or if youmodify it.

For example,if you distributecopiesof sucha program,whethergratisor for a fee,
you mustgive the recipientsall the rights that you have. You mustmake surethat
they, too, receive or canget thesourcecode.And you mustshow themtheseterms
so they know their rights.

We protectyour rightswith two steps:

1. copyright thesoftware,and

2. offer youthis licensewhichgivesyoulegalpermissionto copy, distributeand/or
modify thesoftware.

Also, for eachauthor’sprotectionandours,we want to make certainthateveryone
understandsthatthereisnowarrantyfor thisfreesoftware.If thesoftwareismodified
by someoneelseandpassedon, we want its recipientsto know thatwhat they have
is not theoriginal, sothatany problemsintroducedby otherswill not reflecton the
original authors’reputations.

Finally, any freeprogramis threatenedconstantlyby softwarepatents.We wish to
avoid thedangerthatredistributorsof a freeprogramwill individually obtainpatent
licenses,in effect makingtheprogramproprietary. To preventthis,we have madeit
clearthatany patentmustbelicensedfor everyone’sfreeuseor not licensedat all.

Theprecisetermsandconditionsfor copying, distribution andmodificationfollow.

F.5.2 GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFI-
CATION

1. This Licenseappliesto any programor other work which containsa notice
placedby the copyright holdersayingit may be distributedunderthe termsof
this GeneralPublicLicense.The"Program",below, refersto any suchprogram
or work, anda "work basedon the Program"meanseitherthe Programor any
derivativeworkundercopyright law: thatis tosay, aworkcontainingtheProgram
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or a portion of it, either verbatimor with modificationsand/ortranslatedinto
anotherlanguage.(Hereinafter, translationis includedwithout limitation in the
term"modification".) Eachlicenseeis addressedas"you".

Activities otherthancopying, distribution andmodification arenot coveredby
thisLicense;they areoutsideits scope.Theactof runningtheProgramis not re-
stricted,andtheoutputfrom theProgramis coveredonly if its contentsconstitute
a work basedon theProgram(independentof having beenmadeby runningthe
Program).Whetherthatis truedependson whattheProgramdoes.

2. You maycopy anddistributeverbatimcopiesof theProgram’s sourcecodeas
youreceiveit, in any medium,providedthatyouconspicuouslyandappropriately
publishoneachcopy anappropriatecopyright noticeanddisclaimerof warranty;
keepintact all the noticesthat refer to this Licenseand to the absenceof any
warranty;andgive any other recipientsof the Programa copy of this License
alongwith theProgram.

You maychargea feefor thephysicalactof transferringa copy, andyou mayat
your optionoffer warrantyprotectionin exchangefor a fee.

3. You maymodify your copy or copiesof theProgramor any portionof it, thus
formingaworkbasedontheProgram,andcopy anddistributesuchmodifications
or work underthe termsof Section1 above, provided that you alsomeetall of
theseconditions:

a. Youmustcausethemodifiedfilesto carryprominentnoticesstatingthatyou
changedthefiles andthedateof any change.

b. You mustcauseany work thatyou distributeor publish,that in wholeor in
partcontainsor is derivedfromtheProgramorany partthereof,to belicensed
asawholeat no chargeto all third partiesunderthetermsof this License.

c. If themodified programnormally readscommandsinteractively whenrun,
you mustcauseit, whenstartedrunningfor suchinteractive usein themost
ordinaryway, to print or displayanannouncementincludinganappropriate
copyright noticeanda noticethat thereis no warranty(or else,sayingthat
you provide a warranty)andthat usersmay redistribute the programunder
theseconditions,and telling the userhow to view a copy of this License.
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(Exception: if the Programitself is interactive but doesnot normally print
suchan announcement,your work basedon the Programis not requiredto
print anannouncement.)

Theserequirementsapplyto themodifiedworkasawhole. If identifiablesections
of thatwork arenotderivedfrom theProgram,andcanbereasonablyconsidered
independentandseparateworks in themselves,thenthis License,andits terms,
do not apply to thosesectionswhenyou distributethemasseparateworks. But
whenyoudistributethesamesectionsaspartof awholewhichis awork basedon
theProgram,thedistribution of thewholemustbeon thetermsof this License,
whosepermissionsfor otherlicenseesextendto theentirewhole,andthusto each
andevery part regardlessof who wrote it.

Thus,it is not the intent of this sectionto claim rights or contestyour rights to
work written entirelyby you; rather, the intent is to exercisetheright to control
thedistribution of derivativeor collectiveworksbasedon theProgram.

In addition,mereaggregationof anotherwork not basedon the Programwith
theProgram(or with a work basedon theProgram)on a volumeof a storageor
distributionmediumdoesnotbringtheotherworkunderthescopeof thisLicense.

4. You maycopy anddistributetheProgram(or a work basedon it, underSection
2) in objectcodeor executableform underthetermsof Sections1 and2 above
providedthatyou alsodo oneof thefollowing:

a. Accompany it with the completecorrespondingmachine-readablesource
code,whichmustbedistributedunderthetermsof Sections1 and2 aboveon
a mediumcustomarilyusedfor softwareinterchange;or,

b. Accompany it with a written offer, valid for at leastthreeyears,to give
any third party, for achargenomorethanyourcostof physicallyperforming
sourcedistribution,a completemachine-readablecopy of thecorresponding
sourcecode,to bedistributedunderthetermsof Sections1 and2 aboveona
mediumcustomarilyusedfor softwareinterchange;or,
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c. Accompany it with theinformationyou receivedasto theoffer to distribute
correspondingsourcecode. (This alternative is allowed only for noncom-
mercialdistribution andonly if you received the programin objectcodeor
executableform with suchanoffer, in accordwith Subsectionb above.)

The sourcecodefor a work meansthe preferredform of the work for making
modificationsto it. For an executablework, completesourcecodemeansall
the sourcecodefor all modulesit contains,plus any associatedinterfacedefi-
nition files, plus the scriptsusedto control compilationand installationof the
executable.However, asa specialexception,the sourcecodedistributedneed
not includeanythingthatis normallydistributed(in eithersourceor binaryform)
with themajorcomponents(compiler, kernel,andsoon)of theoperatingsystem
on which theexecutableruns,unlessthatcomponentitself accompaniestheexe-
cutable.

If distribution of executableor objectcodeis madeby offering accessto copy
from adesignatedplace,thenofferingequivalentaccessto copy thesourcecode
from thesameplacecountsasdistribution of thesourcecode,eventhoughthird
partiesarenot compelledto copy thesourcealongwith theobjectcode.

5. You maynot copy, modify, sublicense,or distribute theProgramexceptasex-
presslyprovidedunderthisLicense.Any attemptotherwiseto copy, modify, sub-
licenseor distribute theProgramis void, andwill automaticallyterminateyour
rightsunderthis License.However, partieswho have receivedcopies,or rights,
from you underthis Licensewill not have their licensesterminatedso long as
suchpartiesremainin full compliance.

6. You arenot requiredto acceptthis License,sinceyou have not signedit. How-
ever, nothingelsegrantsyou permissionto modify or distribute theProgramor
its derivativeworks.Theseactionsareprohibitedby law if youdonotacceptthis
License.Therefore,by modifyingor distributingtheProgram(or any work based
on theProgram),you indicateyour acceptanceof this Licenseto do so,andall
its termsandconditionsfor copying, distributing or modifying the Programor
works basedon it.

7. Eachtime you redistribute the Program(or any work basedon the Program),
the recipientautomaticallyreceivesa licensefrom theoriginal licensorto copy,
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distributeor modify theProgramsubjectto thesetermsandconditions.Youmay
notimposeany furtherrestrictionsontherecipients’exerciseof therightsgranted
herein.You arenot responsiblefor enforcingcomplianceby third partiesto this
License.

8. If, asa consequenceof acourtjudgmentor allegationof patentinfringementor
for any otherreason(not limited to patentissues),conditionsareimposedonyou
(whetherby courtorder, agreementor otherwise)that contradicttheconditions
of this License,they do not excuseyou from the conditionsof this License. If
you cannotdistributesoasto satisfysimultaneouslyyour obligationsunderthis
Licenseandany otherpertinentobligations,thenasa consequenceyou maynot
distribute theProgramat all. For example,if a patentlicensewould not permit
royalty-freeredistributionof theProgramby all thosewhoreceivecopiesdirectly
or indirectly throughyou, thenthe only way you could satisfyboth it andthis
Licensewould beto refrainentirelyfrom distribution of theProgram.

If any portionof thissectionis heldinvalid or unenforceableunderany particular
circumstance,thebalanceof thesectionis intendedto applyandthesectionasa
whole is intendedto applyin othercircumstances.

It is not thepurposeof this sectionto induceyou to infringe any patentsor other
propertyright claimsor to contestvalidity of any suchclaims;thissectionhasthe
solepurposeof protectingthe integrity of the freesoftwaredistribution system,
which is implementedby public licensepractices.Many peoplehavemadegen-
erouscontributionsto thewiderangeof softwaredistributedthroughthatsystem
in relianceonconsistentapplicationof thatsystem;it is upto theauthor/donorto
decideif heor sheis willing to distributesoftwarethroughany othersystemand
a licenseecannotimposethatchoice.

Thissectionis intendedto make thoroughlyclearwhatis believedto beaconse-
quenceof therestof this License.

9. If the distribution and/oruseof the Programis restrictedin certaincountries
eitherby patentsor by copyrightedinterfaces,theoriginal copyright holderwho
placestheProgramunderthisLicensemayaddanexplicit geographicaldistribu-
tion limitation excludingthosecountries,sothatdistribution is permittedonly in
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or amongcountriesnot thusexcluded.In suchcase,thisLicenseincorporatesthe
limitation asif written in thebodyof this License.

10. TheFreeSoftwareFoundationmaypublishrevisedand/ornew versionsof the
GeneralPublicLicensefrom time to time. Suchnew versionswill besimilar in
spirit to thepresentversion,but maydiffer in detail to addressnew problemsor
concerns.

Eachversionis givena distinguishingversionnumber. If theProgramspecifies
a versionnumberof this Licensewhich appliesto it and"any laterversion",you
have theoptionof following thetermsandconditionseitherof thatversionor of
any laterversionpublishedby theFreeSoftwareFoundation.If theProgramdoes
not specifya versionnumberof this License,you maychooseany versionever
publishedby theFreeSoftwareFoundation.

11. If you wish to incorporatepartsof thePrograminto otherfreeprogramswhose
distributionconditionsaredifferent,write to theauthorto askfor permission.For
softwarewhichis copyrightedby theFreeSoftwareFoundation,write to theFree
SoftwareFoundation;wesometimesmakeexceptionsfor this. Ourdecisionwill
beguidedby thetwo goalsof preservingthefreestatusof all derivativesof our
freesoftwareandof promotingthesharingandreuseof softwaregenerally.

NO WARRANTY

12. BECAUSETHE PROGRAM IS LICENSEDFREEOF CHARGE,THEREIS
NO WARRANTY FORTHE PROGRAM,TO THE EXTENT PERMITTEDBY
APPLICABLE LAW. EXCEPTWHEN OTHERWISE STATED IN WRITING
THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE
PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSEDOR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE.THE ENTIRE RISK AS TO THE QUALITY
AND PERFORMANCEOF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

13. IN NO EVENT UNLESSREQUIRED BY APPLICABLE LAW ORAGREED
TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER
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PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM
AS PERMITTEDABOVE, BE LIABLE TO YOU FORDAMAGES,INCLUD-
ING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED
BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER
OROTHERPARTY HAS BEENADVISED OFTHE POSSIBILITYOFSUCH
DAMAGES.

END OF TERMSAND CONDITIONS

F.5.3 How to Appl y These Terms to Your New Programs
If you developa new program,andyou want it to beof thegreatestpossibleuseto
the public, the bestway to achieve this is to make it free softwarewhich everyone
canredistributeandchangeundertheseterms.

To do so,attachthe following noticesto theprogram. It is safestto attachthemto
thestartof eachsourcefile to mosteffectively convey theexclusionof warranty;and
eachfile shouldhaveatleastthe"copyright" lineandapointertowherethefull notice
is found.

<one line to give the program name and a brief idea of what it does.>

Copyright © 19yy <name of author>

This program is free software; you can redistribute it and/or
modify it under the terms of the GNU General Public License as
published by the Free Software Foundation; either version 2 of
the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY;without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 675 Mass Ave, Cambridge, MA 02139, USA.
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Also addinformationon how to contactyou by electronicandpapermail.

If theprogramis interactive,make it outputa shortnoticelike this whenit startsin
an interactive mode:

Gnomovision version 69, Copyright © 19yy name of author

Gnomovision comes with ABSOLUTELYNO WARRANTY;for details type
"show w". This is free software, and you are welcome to
redistribute it under certain conditions; type "show c" for
details.

The hypotheticalcommands"show w" and"show c" shouldshow the appropriate
partsof theGeneralPublicLicense.Of course,thecommandsyouusemaybecalled
somethingotherthan"show w" and"show c"; they could evenbe mouse-clicksor
menuitems— whatever suitsyour program.

Youshouldalsogetyouremployer (if youwork asaprogrammer)or yourschool,if
any, to signa"copyright disclaimer"for theprogram,if necessary. Hereis asample;
alter thenames:

Yoyodyne,Inc., herebydisclaimsall copyright interestin the program‘Gnomovision’
(which makespassesat compilers)written by JamesHacker.

<signatureof Ty Coon>,1 April 1989

Ty Coon,Presidentof Vice

This GeneralPublic Licensedoesnot permit incorporatingyour programinto pro-
prietaryprograms.If yourprogramis asubroutinelibrary, youmayconsiderit more
usefulto permit linking proprietaryapplicationswith thelibrary. If this is whatyou
wantto do,usetheGNU Library GeneralPublicLicenseinsteadof this License.
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G An Intr oduction to PGP
Assumingyou’re not thecurioustypeandhaven’t flipped your way backhere,you
areprobablyherelookingfor someinformationontheprogramknownasPrettyGood
Privacy, or PGP.

G.1 PGP — Priv acy for Regular People
PGP, or "PrettyGoodPrivacy", is aprogramthatis intendedto helpmakeelectronic
mail moresecure.It doesthisby usingsophisticatedtechniquesknown aspublic key
encryption.

If youfind yourselfwonderingwhatelectronicmail andmakinginformationunread-
ableby spieshasto dowith RPM,youhaveagoodpoint. However, althoughPGP’s
claimto fameis thehandlingof e-mailin totalprivacy, it hassomeothertricksup its
sleeve.

G.1.1 Keys your Loc ksmith Wouldn’t Under stand
As we mentionedabove, PGPusespublic key encryptionto do someof its magic.
You might guessfrom thenamethat this typeof encryptioninvolveskeys of some
sort. But, asyou might imagine,thesearenot keys that you cancopy down at the
local hardwarestore.They arenumbers— really large numbers.Here’s whata key
might look like 1:

-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: 2.6.2
1 Whenwesaythatkeysarenumbers, wearen’t lying eventhoughtheexamplekey doesn’tlook likeanumber.
It hasbeenprocessedsothat it canbeconciselydisplayedusingonly printablecharacters.



544 Appendix G:An Introduction to PGP
=pnqV
-----END PGP PUBLIC KEY BLOCK-----

PGPusestwo differenttypesof keys: publicandprivate.Thepublickey, asits name
suggests,canbesharedwith anyone. Thekey shown above is, in fact,a public key.
Theprivatekey, as its namesuggests,shouldbekepta secret.PGPcreateskeys in
pairs— oneprivateandonepublic. A key pair mustremainapair; if oneis lost, the
otherby itself is useless.Why? Becausethe two keys have an interestingproperty
thatcanbeexploited in two ways:

• A messageencryptedby a givenpublickey canonly bedecryptedwith thecor-
respondingprivatekey.

• A messageencryptedby a given private key canonly be decryptedwith the
correspondingpublic key.

In the caseof sendingmessagesin total privacy, the key pairsareusedin the first
manner. It allows two peopleto exchangeprivatemessageswithout first exchanging
any "secretcodes".Theonly requirementis thateachknow theother’spublic key.

However, for RPM, the secondmethodis the importantone. Let’s saya company
needsto sendyou a document,andyou’d like to make sureit really did comefrom
them.If thecompany first encryptedthefile with theirprivatekey andsentit to you,
you would have anencryptedfile you couldn’t read.

Or couldyou? If you have thecompany’s public key, you shouldbeableto decrypt
it. In fact,if you can’t, you canbesurethatthemessageyou receiveddid not come
from them2!

2 Or at leastthat it didn’t make it to you unchanged.
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It is this featurethat is usedby RPM. By usingPGP’spublic key encryption,it is
possibleto notonly provethatapackagefile camefrom acertainpersonor persons,
but alsothat it wasnot changedsomewherealongtheline.

G.1.2 Are RPM Packages Encr ypted?
In a word, no. Ratherthanbeingencrypted,RPM packagefiles possessa digital
signature. This is away of usingencryptionto attachasignature(again,basicallya
largenumber)to someinformation,suchthat:

• Thesignaturecannotbeseparatedfrom the information. Any attemptto verify
thesignatureagainstany otherinformationwill fail.

• Thesignaturecanonly beproducedby oneprivatekey.

In the caseof RPM, the informationbeingsignedis the contentsof the .rpm file
itself.

A digital signatureis just like a regularsignature.It doesn’tobscurethecontentsof
thedocumentbeingsigned,it justprovidesamethodof determiningtheauthenticity
of adocument.Hereis anexampleof adigital signatureturnedinto printabletext:

-----BEGIN PGP SIGNATURE-----
Version: 2.6.3a
Charset: noconv

iQCVAwUBMXVGMFIa2NdXHZJZAQFe4AQAz0FZrHdH8o+zkIvcI/4ABg4gfE7cG0xE
Z2J9GVWD2zi4tG+s1+IWEY6Ae17kx925JKrzF4Ti2upAwTN2Pnb/x0G8WJQVKQzP
mZcD+XNnAaYCqFz8iIuAFVLchYeWj1Pqxxq0weGCtjQIrpzrmGxV7xXzK0jus+6V
rML3TxQSwdA=
=T9Mc
-----END PGP SIGNATURE-----

G.1.3 Do All RPM Packages Have Digital Signatures?
Again,no. In a perfectworld, every .rpmfile would besigned.However, RPM has
noformal requirementthatthisbethecase.Thereis alsonorequirementthatyoudo
anything specialwith a signed.rpmfile. Think of it asanextra featurethatyou can
take advantageof, or not — it’s strictly your choice.
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G.1.4 So Much to Cover, So Little Time

PGPhasawealthof features,99%of whichwewill notcoverin thisbook.For more
informationon thebasicsof encryption,AppliedCryptography, by BruceSchneier,
containsawealthof informationonthesubject.FormoredetailsonPGPspecifically,
O’Reilly’s PGP:PrettyGoodPrivacyby SimsonGarfinkel is anexcellentreference.

If you’d rathersurf the ’Net, useyour favorite World Wide Web index to hunt for
"crypto" or "PGP",andyou’ll be in business.

G.2 Installing PGP for RPM’s Use
To useRPM’s PGP-relatedcapabilities,you’ll needto have PGPinstalledon your
system.If it’s installedalready, youshouldbeableto flip to thechaptersonverifying
packagesignaturesandsigningpackagesandbein businessin a matterof minutes.
Otherwise,readon for a thumbnailsketchof what’srequiredto install PGP.

G.2.1 Obtaining PGP

Thefirst stepin beingableto verify .rpmfiles is to getacopy of PGP. Unfortunately,
this is not quiteassimpleasit might sound.Thereasonis thatPGPis very contro-
versialstuff.

Why thecontroversy?It centersonPGP’s primarymission— to provideameansof
communicatingwith othersin completeprivacy. As we’ve discussed,PGPusesen-
cryptionto providethisprivacy. Goodencryption.Verygoodencryption.Encryption
sogood,it appearssomeof theworld’s governmentsconsiderPGPa threatto their
nationalsecurity.

Kno w Your Laws!

Variouscountrieshave differing stanceson theuseof "strongencryption"products
suchasPGP. In somecountries,possessionof encryptionsoftwareis strictly forbid-
den. Othercountriesattemptto control the flow of encryptiontechnologyinto (or
out of) their country. It is vital youknow your country’slaws, lestyou find yourself
in prison,or possiblyin front of a firing squad!
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Patent/Licensing Issues Surr ounding PGP

OverandabovePGP’slegal status,thereareotheraspectsto PGPthatpeopleliving
in theU.S.andCanadashouldkeepin mind:

• PGPis free — for non-commercialuseonly. If you aregoing to usePGPfor
businesspurposes,youshouldlook into gettingacommercialcopy. PGPis mar-
ketedin theUnitedStatesby:

PrettyGoodPrivacy, Inc.
2121S. El CaminoReal

Suite902

SanMateo, CA 94403
(415)572-0430
(415)572-1932

http://www.pgp.com/

• Part of the software that comprisesPGPis protectedby several United States
patents.Versionsof PGPapprovedfor usein theU.S.containalicensedversionof
thissoftware,known asRSAREF. RSAREFincludesapatentlicensethatallows
theuseof thesoftwarein noncommercialsettingsonly. Commercialuseof the
technologycontainedin RSAREFrequiresaseparatelicense.This is onereason
why therearerestrictionsonthecommercialuseof PGPin theUnitedStatesand
Canada.

While peopleoutsidethe U.S. andCanadacanuseRSAREF-basedPGP, they
will probablychoosetheso-called"international"version.Thisversionreplaces
RSAREFwith softwareknown asMPILIB. MPILIB is, in general,fasterthan
RSAREF, but it cannotlegally beusedin theUnitedStatesor Canada.

To summarize,if youareusingPGPfor commercialpurposesin theU.S.or Canada,
you’ll needtopurchaseit. Otherwise,peopleliving in theU.S.orCanadashouldusea
versionof PGPincorporatingRSAREF. Peoplein othercountriescanuseany version
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of PGPthey desire,thoughthey’ll probablychoosetheMPILIB-based"international"
version3.

Getting RSAREF-based PGP

The official sourcefor the latestversionof PGPbasedon RSAREFis the Massa-
chusettsInstituteof Technology. Dueto therestrictionson theexport of encryption
technology, theprocessis somewhatconvoluted.Theeasiestwayto obtainPGPfrom
theofficial MIT archive is to usetheWorld Wide Web. Pointyourwebbrowserat:

http://web.mit.edu/network/pgp.html

Simply follow thesteps,andyou’ll havethenecessarysoftwareonyoursystemin no
time.

Thereis amorecumbersomemethodthatdoesn’tusetheWeb. It involvesfirst using
anonymousftp to obtainseveral files of instructionsand licenseagreements.You
will thenbe directedto usetelnet to obtain the nameof a temporaryftp directory
containingthe PGPsoftware. Finally, you can useanonymousftp to retrieve the
software. To startthis process,ftp to:

ftp://net-dist.mit.edu

Thenchangedirectoryto:

/pub/PGP

Obtaina copy of thefile READMEandfollow theinstructionsin it exactly.

If all this seemslike too much trouble, thereis anotheralternative. You can find
copiesof PGPon just aboutany BBS, FTP, or Websiteadvertisingfreely available
software.Beaware,however, that"Floyd’s StormDoorandBBSCompany" maynot
beastrustworthyaplaceasMIT to obtainencryptionsoftware.It’s reallyaquestion
of how paranoidyou are.

3 NotethattherearenocommercialrestrictionsregardingPGPin countriesotherthantheU.S.andCanada.
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Outside the United States and Canada

For peopleliving in othercountries,it is mucheasierto find PGP(dependingon the
legality of encryptionsoftware,of course). Try any of the placesyou’d normally
look for free software. Keepin mind, however, that you shouldn’tdownloadPGP
from any sitesin theU.S.Doing sois consideredan"export" of munitions,andcan
get thepeopleresponsiblefor thesite in deeptrouble. Wherever you eventuallyget
PGPfrom, sincethepatentsthatcomplicatemattersfor theU.S.donotapplyabroad,
you’ll probablyendup with the"international"versionsof PGP.

G.2.2 Building PGP
Building PGPis mostlya matterof following instructions.However, usersof ELF-
basedLinux distributions(SuchasRedHatLinux) will find thatPGPwill notbuild.
The problem,accordingto the PGPFAQ, is that two files do not properlyhandle
the C preprocessordirectivesthat affect supportfor ELF. The changesare to two
files: 80386.S andzmatch.S . Near the beginning of each,you’ll find eithera
#ifndef or a #ifdef for SYSV. If you find:

#ifndef SYSV

It shouldbechangedto read:

#if !defined(SYSV) && !defined(__ELF__)

If you find:

#ifdef SYSV

It shouldbechangedto read:

#if defined(SYSV) || defined(__ELF__)

After makingthesechanges,PGPshouldbuild with no problems.
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G.2.3 Ready to Go!
After building andinstallingPGP, you’re readyto startusingRPM’spackagesigna-
turecapabilities.If your primary interestis in checkingthesignatureson packages
built by someoneelse,Chapter7, Using RPMto Verify Package Files will tell you
everythingyou needto know.

On theotherhand,if youareapackagebuilderandwould like to startsigningpack-
ages,Chapter17,AddingPGPSignaturesto a Package will have you signingpack-
agesin no time.
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